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ABSTRACT il

Abstract

The mobility infrastructure is very important for our every day’s life. This infrastructure influences not
only human mobility, but also human prosperity and almost any part of our life. As the digitalization
and networking do not stop ahead of this infrastructure, new technologies emerge in this sector. One of
them being vehicle to everything (V2X) communication, which enables communication among different
entities of the traffic (e.g., vehicles, pedestrians, infrastructure) (Zhou et al., 2020, p. 309). By means of
this communication, for example, road accidents can be reduced by about 80% (Ghosal & Conti, 2020,
pp- 1-2) and cooperative driving can be enabled (MacHardy et al., 2018, p. 1863).

However, to enable V2X communication, the existing mobility infrastructure must be expanded with
the ability of communication. A mobility infrastructure with this ability is called V2X-enable CMI. Like
any new technology, also V2X communication entails new challenges (Lu et al., 2014, p. 292). In order
to better understand and detect the new challenges and especially to better understand V2X-enable CMIs,
a categorization of the challenges and characteristics according to the characteristics of critical infor-
mation infrastructures (CII) may help.

In this work, the most crucial challenges of V2X communication are presented and finally V2X-enable

CMIs are categorized into Clls or not, based on the key characteristics of ClIs.
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1. Introduction

1.1. Motivation

The mobility infrastructure is very important for our every day s life. Parts of the mobility infrastructure
are, for example, the road and the rail infrastructure (Bundesamt fiir Bevolkerungsschutz und
Katastrophenhilfe, 2020). Besides human mobility, this infrastructure also influences human prosperity
and almost any part of human’s life. An example to show the importance of the mobility infrastructure
is grocery shopping, which is an essential activity for human health. Because nowadays nearly nobody
plants all of their groceries at home. In 2011, 70% of the people in Germany mostly used the car for
grocery shopping (Statista, 2011). Without an intact road infrastructure, driving to the grocery store
would not be possible. In addition, the grocery stores also need the road infrastructure to get supplied.
This example shows our dependency on the mobility infrastructure.

Nowadays the digitalization and networking progressively effect the mobility infrastructure. An emerg-
ing technology in this sector is vehicle to everything (V2X) communication (Zhou et al., 2020, p. 309).
Vehicles not only have access to the internet and communicate with each other, but also communicate
with the infrastructure and pedestrians, for example. This kind of communication might reduce the num-
ber of road accidents by 80% (Ghosal & Conti, 2020, p. 2) and can reduce the amount auf energy needed
to drive due to platooning (Boban et al., 2018, p. 113). Like any new technology, V2X communication
also entails new challenges and weak points like security issues (e.g. attack prevention, trust and privacy,
etc. (Ghosal & Conti, 2020, pp. 10—11)), that are typical for wireless technology, ensue (Ghosal & Conti,
2020, p. 1).

To enable this kind of communication, the mobility infrastructure has to be expanded with the ability of
V2X communication. Out of that arises a mobility infrastructure that enables V2X communication
(V2X-enable CMI), which needs to be understood to face these new challenges. In research, V2X tech-
nologies receive more and more attention. There is, for example, a massive increase of 5G patents for
car applications (Statista, 2019), which can be helpful for cellular V2X communication (MacHardy et
al., 2018, p. 1859). However, to better understand V2X-enable CMI and detect the most crucial chal-
lenges, a categorization of the challenges and characteristics of the V2X-enable CMI according to the
characteristics of critical information infrastructures (CII) may help. ClIs require a higher level of secu-
rity to be usable also in case of critical incident i.e., blackouts or hacker attacks. Currently there is no
categorization, whether a V2X-enable CMI is a CII or not, which leads me to the research Question:
Why is a V2X-enable CMI a CII or not?

Today, the mobility infrastructure is categorized as a critical infrastructure (CI) (Bundesamt fiir
Bevolkerungsschutz und Katastrophenhilfe, 2020). However, a V2X-enable CMI expands a classic mo-
bility infrastructure in many ways through the communication of vehicles, pedestrians and the infra-

structure.
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Hence, I am going to classify V2X-enable CMI into CII or non-CII. Therefore, characteristics and chal-
lenges of V2X-enable CMI need to be examined. As no consistent definition of CII exists (CIPedia,
2020), I will focus on key characteristics of CIIs mentioned in previous research to classify V2X-enable

CMI (Dehling et al., 2019, pp. 325-327).

1.2. Objectives

To achieve the main objective: Why is a V2X-enable CMI a CII or not? I set two subobjectives.

First, I will show the most crucial challenges of V2X communication to get an impression of actual
problems that have to be solved before the V2X-enable CMI can be successfully implemented nation-
wide. Second, I will compare typical characteristics of V2X-enable CMIs with the key characteristics

of ClIs. After this comparison I will be able to infer an answer to the main objective.

1.3. Structure

The work is built up as follows. In the next chapter “Theoretical Foundation” I will give a brief intro-
duction in V2X communication. I will not only present how it works, and which technologies are ap-
propriated, but I will also introduce benefits of V2X communication. To limit this section, I do not
explain every part of V2X communication, rather the two most crucial ones Vehicle-to-Vehicle (V2V)
and Vehicle-to-Infrastructure (V2I) communication. In this chapter, I will also explain some fundamen-
tals of ClIs. Therefore, I will put them in relation to critical infrastructures.

In the next section I will introduce the methods I used, and I will show the search strings as well as the
way I worked with them to collect the state-of-the-art knowledge. The most crucial challenges of V2X
communication are explained in chapter 4.1., followed by the main part of this work, the classification
of the characteristics of V2X-enable CMI regarding to the key characteristics of CllIs. Especially there I
will decide whether a V2X-anable CMI may be CII or not. Finally, I will discuss my results and draw a

conclusion of my work.

2. Theoretical Foundation
2.1. A brief Summary of V2X Communication

2.1.1. Reasons for using V2X Communication

In 2016, 1.35 million people died in road traffic accidents worldwide (World Health Organization, 2018,
p. 3). This makes road traffic accidents the 8" leading cause of death. For children and young adults (5-
29 years) it ranks even higher (leading cause of death) (World Health Organization, 2018, p. 3). Besides
the high number of deaths in traffic, also the amount of traffic congestions in urban roads and highways
is increasing, which causes major socioeconomic issues (Ghosal & Conti, 2020, pp. 1-2). To improve

the traffic flow and decrease the amount of people dying in road accidents, until one day the ultimate
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goal of zero accidents is reached (Faezipour et al., 2012, p. 91), a new technology is needed that im-
proves the ability of communication among all the traffic participants and the infrastructure (Ghosal &
Conti, 2020, p. 2). Therefore, V2X communication seems to be a crucial technology. V2X communica-
tion creates a cooperative environment that improves the communication and collaboration between
vehicles, pedestrians and the road infrastructure (Ghosal & Conti, 2020, p. 2). To enable this kind of
communication, vehicles need to be equipped with wireless communication capabilities, which is also
seen as the frontier for the next automotive revolution (Lu et al., 2014, p. 289).

The benefits of V2X are varying and results of many different intelligent applications (Ghosal & Conti,
2020, p. 9). Overall, the applications can be divided into three categories: safety-related, traffic-related,
and infotainment-related.

Safety-related applications aim to reduce the probability of accidents and protect the vehicle from danger
(Alnasser et al., 2019, p. 7). Thereby, property damage and human deaths and injuries can be reduced
(MacHardy et al., 2018, p. 1863). Either the driver is getting informed about dangerous situations (e.g.
slippery sections) or safety systems are triggered (Chiara et al., 2009, p. 226). The required information
is received by sharing information periodically between vehicles and road units (Alnasser et al., 2019,
p. 7; Karagiannis et al., 2011, p. 585).

Some examples of safety applications are cooperative forward collision warnings and traffic violation
warnings (Zaidi & Rajarajan, 2015, p. 260). In particular accidents through lane changing and inatten-
tion of the driver (Bulumulle & B616ni, 2016, pp. 13—14) as well as secondary accidents can be reduced
by V2X-based safety applications as resent research shows (Chiara et al., 2009, p. 230). It is estimated
that about 80% of road accidents could be avoided by V2X communication (Ghosal & Conti, 2020, p. 2).
Traffic-related applications aim to improve the traffic flow and reduce congestions on the roads by traf-
fic management (Shrestha et al., 2018, p. 1). These kind of applications send collected traffic infor-
mation to remote servers wirelessly (Alnasser et al., 2019, p. 7). The server then analyzes the infor-
mation and send the results, for future usage, back to the vehicle. Furthermore, there are many other
applications like system-level coordination of intersection timing or route planning in order to achieve
environment-friendly use of the vehicle’s engine (MacHardy et al., 2018, p. 1863). Generally traffic-
related applications can be separated into two subcategories: speed management applications and coop-
erative navigation applications (Karagiannis et al., 2011, p. 586). Speed management applications help
the driver to adjust the speed of the vehicle to prevent avoidable stops (Karagiannis et al., 2011, p. 586).
For example, advising the optimal speed to arrive at intersections within green light intervals. Coopera-
tive navigation applications can manage the navigation of vehicles. Platooning is just one example of
many, which not only improves the traffic efficiency, but also reduce the energy consumptions of the
vehicles within the platoon (despite the first vehicle) (R. Q. Malik et al., 2019, p. 126762; Zaidi &
Rajarajan, 2015, p. 262).

Infotainment related applications aim to improve the driving experience that are typically not driving

related, rather enhance entertaining or informative services for the passengers (MacHardy et al., 2018,



THEORETICAL FOUNDATION 4

p.- 1862). This type of applications is often coupled with internet access and used for video streaming,
weather information (Alnasser et al., 2019, p. 8) or location based advertisements like information about
the nearest restaurants or the nearest gas stations (Ghosal & Conti, 2020, p. 10).

Consequently, V2X communication offers various benefits in different areas.

2.1.2. How V2X Communication works

V2X communication comprises various kinds of communication, which are sometimes named differ-
ently in papers. Overall, there are the following communication pairs: Communication among vehicles
(V2V), between vehicles and the infrastructure (e.g., traffic lights, sights) which is called V2I, between
vehicles and pedestrians (V2P) and between vehicles and in-vehicle sensors (V2S), as well as commu-
nication between vehicle and the grid (V2G) in case of electric charge vehicles (Alnasser et al., 2019,
p. 6) and vehicle to broadband communication (V2B) (Faezipour et al., 2012, p. 91). All of the road
entities (e.g., vehicles, pedestrians, infrastructure units (Alnasser et al., 2019, p. 4)) are generating data

that is exchanged via messages and are used to support the intelligent applications (Alnasser et al., 2019,

p. 6).
2

Figure 1: Simplified illustration of V2X communication

Generally, the vehicles send different types of messages. Periodically (in intervals of 100ms to 1s) status
messages that contain information about the speed, position and direction (Alnasser et al., 2019, pp. 6—
7). This kind of message is called a periodic message or beacon and is sent as broadcast to all vehicles
in the neighborhood, for example, to anticipated dangerous situations (Alnasser et al., 2019, p. 7). In
case of local events like critical warnings or intersections, local event-triggered messages are sent. Due
to the critical warnings, it is necessary that these messages can be transmitted with low latency (100ms).
In contrast to local event-triggered messages, global event-triggered messages are distributed over a
wide area to inform other vehicles, for example, about congestions. To decrease the critical time needed
by emergency vehicles to arrive at the destination, emergency vehicles send emergency vehicle mes-
sages. Emergency vehicle messages improve the traffic flow on the road ahead to smooth the vehicle’s

movement and are sent only by emergency vehicles.
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To transmit the messages, there are currently two different technology available. A Wi-Fi solution,
which is based on the “IEEE Standard for Wireless Access in Vehicular Environments (WAVE), in-
cluding the IEEE 802.11p for PHY and MAC layers and the IEEE 1609 family for upper layers” (Lu et
al., 2014, p. 293), also called dedicated short-range communication (DSRC). The other solution is based
on cellular communication through LTE, also called C-V2X (Bazzi et al., 2019, p. 2). Other technologies
(e.g., Bluetooth) do have inevitable limitations (MacHardy et al., 2018, p. 1859).

DSRC enables ad-hoc communication between vehicles, low communication latency, rapid connectivity,
and fast communication especially for safety applications (Ghosal & Conti, 2020, pp. 3—4). Roadside
components/units (RSU) have to be installed at important points like intersections (Ghosal & Conti,
2020, p. 3). The RSUs communicate with the on-board unit (OBU) of vehicles for information exchange
and internet access (Ghosal & Conti, 2020, p. 4). However, communication is only feasible when the
vehicles (or RSUs) are in neighborhood of about 300m to 1000m due to the coverage limit of DSRC
(Ghosal & Conti, 2020, p. 3; Zaidi & Rajarajan, 2015, p. 258). Other disadvantages like performance
limitations in scenarios with a high density of vehicles, problems for maintaining connections in highly
dynamic scenarios, and limited bandwidth hinder the implementation (Ghosal & Conti, 2020, p. 6).
Since the successor of 3G cellular, which was not able to satisfy the requirements of V2X communica-
tion (Shrestha et al., 2020, p. 2), was launched, cellular V2X raises the focus of research (Huang et al.,
2020, p. 258). Primarily because of the higher transmission data rate and the more extensive coverage
area that comes with LTE.

Moreover, the next generation of cellular communication (5G) is very promising for the future usage in
C-V2X as tests showed that 5G-V2X enables “uninterrupted connections with consistent data transmis-
sion rate at Gb/s level [...] the transmission latency is controlled in a few milliseconds” (Huang et al.,
2020, p. 259). In contrast to DSRC, C-V2X also provides direct access to the cloud and the internet
enabling more features for commercial applications like voice and data access based on existing cellular
networks (Shrestha et al., 2020, p. 6).

C-V2X has two different communication methods, cellular-based communication and direct Device-to-
Device communication (D2D) also called side-link (Alnasser et al., 2019, pp. 10—11). Cellular-based
communication via LTE is used for two-way communication between road entities (Alnasser et al., 2019,
p. 10). In this mode, the vehicles have to be inside the network coverage and communicate over an
eNodeB (eNB) (Zhou et al., 2020, p. 313). D2D communication in C-V2X allows direct communication
among neighboring road entities without an eNB (Shrestha et al., 2020, p. 7). It has a better network
throughput, lower energy consumption, lower delay performance and a better spectrum utilization (Zhou
et al., 2020, p. 313) . However, an additional interface is required for D2D communication that imple-
ments Wi-Fi Direct or Bluetooth (Alnasser et al., 2019, p. 11).

The different stages of envisioned applications for C-V2X, is shown in figure 2. This figure underlines
also the process of vehicles becoming cooperative autonomous, and the supposed evolution of the ca-

pabilities provided by V2X communication in future.
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Stage 1: Stage 2: Stage 3:
Improving traffic efficiency Autonomous driving of Autonomous driving of
and road safety commercial vehicles passenger vehicles
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Figure 2: Envisioned application phases of C-V2X (see Chen et al., 2020, p. 3879)

2.2. CIin Relation to CII

The functionality of critical infrastructures (CI) is vital for human’s well-being because malfunction or
failure of these infrastructures have huge impact (Bundesamt fiir Bevolkerungsschutz und
Katastrophenhilfe, 2020) on quite any part of human life. Cls are categorized into eight sectors: Energy,
transport and traffic, information technology and telecommunications, finance and insurance industry,
health, government and public administration, water, media and culture, and food. Any infrastructure,
which is described in the definition can be classified into one of these categories.

In Germany ClIs are defined as “organizational and physical structures and facilities of such vital im-
portance to a nation's society and economy that their failure or degradation would result in sustained
supply shortages, significant disruption of public safety and security, or other dramatic consequences”
(Federal Office for Information Security, 2021). This definition mainly focuses on physical infrastruc-
tures and less on virtual information systems which are not tangible on the first view. For sure that is
not unexpected because CIs got defined in 2003 (Bundesamt fiir Bevolkerungsschutz und
Katastrophenhilfe, 2020). Back then, internet did not play such a big role, as it does today, as the devel-
opment of internet users worldwide shows. Correspondingly the number of internet users did more than
triple in the period from 2005 to 2019 (Statista, 2020). Since then, the digitalization has increasingly
influenced human life and has created new virtual infrastructures human depend on (Dehling et al., 2019,
p. 321). Nevertheless, the new infrastructures cannot be clearly classified as a CI like, for instance, the
business management solutions SAP Hana. For further classification of these kind of information infra-
structures a new term is needed. Here, the term critical information infrastructure (CII) gains importance.
In contrast to the focus of the infrastructure layer in CI, CII focus on the application layer (Dehling et
al., 2019, p. 320). Though, it does not mean that CIs and CllIs are complementary, ClIs are rather a

subset of Cls. Furthermore, Cls create the required environment so that CIIs are able to work.
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ClIs have four main functions (Dehling et al., 2019, pp. 320-321). Firstly communication, information
is transferred between machines and/or humans by communication infrastructures. There are three dif-
ferent communication systems, machine communication like GPS, private communication systems (e.g.,
chats) and public communication systems (e.g., emergency broadcast). Secondly, ClIs can act as gov-
ernance infrastructures (information systems) to control other infrastructures, including control infor-
mation systems (to ensure other infrastructures staying within parameters), autonomous information
systems and monitoring systems which also alert in case of violations. Thirdly, CIIs act as knowledge
management systems to preserve information for the future. These systems can support decision making,
do information retrieval and build knowledge repositories. Lastly, ClIs collect information for further
processing from sensor networks and data aggregation systems, for example.

In chapter 4.2, I will explain the key characteristics of Clls in detail. Nevertheless, it is obvious that
these systems already have a big impact on humans and that they will impact humans in the future even

more (Dehling et al., 2019, p. 321). Consequently, these CII should be protected to be available anytime.

3. Methods

3.1. Literature Review

Searching for relevant literature

To achieve the aim of the work and categorize V2X-enable CMI into CII or not, I needed to find char-
acteristics and challenges of V2X. The research is restricted by my focus on the two main components
of V2X, namely V2V-and V2I communication. Therefore, I did a literature review and used six of the
seven main databases of computer science: ACM, EBSCOhost, Emerald Insight, IEEE, ProQuest and
ScienceDirect. My first search string (V2X in all possible fields, no restrictions at all) provided only
eight results at AIS eLibrary. None of them were peer-reviewed. So, I decided to not use this database.
Next, I started to build up the main search string. As mentioned before, the goal was to find challenges
and characteristics of V2X, so I searched in all possible fields for V2X and synonyms (e.g., V2V, V21, ...)
and restricted the titles on challenges and characteristics as well as synonyms of V2X. If possible, I also
delimited the keywords (on challenges and characteristics) and enclosed only peer-reviewed paper, to
ensure high quality of papers. The final search string of each database and the number of results I re-
ceived, is shown in appendix A. By all databases together, I found 532 potentially relevant papers. To
identify the relevant ones, I first checked the title and abstract of each paper. Most of the papers (283)
were technical and explained, for example, specific algorithm or models/schemas for technical optimi-
zation. Another big group of papers have been off-topic (140). Moreover, 36 papers were duplicates and
another 28 papers turned out to be actually no real papers, instead some kind of cover sheet of a confer-
ence without any relevant content or a PPT-presentation. Two papers were not in English and one paper
which seemed to be relevant was not available to me. After all, only 42 papers remained relevant.

For the next step, I read these papers in detail.
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In this step, I excluded papers that were off-topic (e.g., vision about C-V2X in China or power manage-
ment of hybrid electric vehicles) (6), were about specific parts of V2X (e.g., reducing side-sweep acci-
dents) (6), were technical (e.g., V2V channel modeling and measurements) (4), I had no access to (2).
In addition, I excluded a paper which was too old (published in 1994) and furthermore was not related

to V2X in particular. In conclusion 23 paper remained relevant, as shown in figure 3.

Literature Search:
ACM (36 + 19)
EbscoHost (46)
Emerald Insight (55) Title and Abstract Articles read Final sample of
IEEE (188 + 7) Relevance-Check (n=42) relevant papers
ProQuest (149) (n=532) (n=23)
- ScienceDirect (32)
- Total: n =532
Excluded: (n=490) Excluded: (n=19)
- Duplicates (36) - No access (3)
- Technical (283) - Off-topic (6)
- Off-topic (140) - Specific (5)
- Not in English (2) - Technical (4)
- No access (1) - Tooold (1)
- No paper (28)

Figure 3: Illustration of the Literature Selecting Process

Classifying the information into Master-Constructs

To retrieve systematically information about characteristics and challenges of V2X, I decided to build
up master-constructs similar to the method of Lacity et al., 2010, p. 398 for every different chal-
lenge/characteristic. Each master-construct is a union of similar challenges/characteristics referred to a
specific topic. Sometimes they are named differently in various papers, so this kind of categorizations
helps to provide an overview over all points mentioned in the papers. Thus, the master-constructs facil-
itate not only to comprise similar challenges/characteristics, but also to validate the importance of each
master-construct. A master-construct which is coded in 10 papers, for example, is more important than
a master-construct only coded twice. While reading the relevant paper, I created a new master-con-
structed for each new challenge/characteristic in order to V2X communication that could not be assigned
to an already existing one. Finally, after reading all 23 relevant papers, I identified 15 different master-
constructs (see table 1). For all identified master-constructs, I defined a name and a brief description
which is shown in table 1. The most relevant master-construct is Data security and privacy, which was

coded in 18 of 23 paper.
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Table 1: Overview of all Master-constructs

Master-construct v | #-coded-~1 Description M
Information Overload to manual Driver 1 Information overload to the driver when using V2X applications.
Many applications exist only in theory, how to facilitate the
development of new ones.

Network scalability 2 Scalability challenge of V2X communication.

Adaptability to future technologies 2 Refers to the ability to be compatible with future technologies.
Prioritization 3 Refers to challenges in order to priorization of messages.

4 Extents to challenges of location awareness.

Extent to challenges occurring in communication through

Lack of Applications 1

Location awareness

Obstacles 5

obstacles.
Refers to challenges in order to the infrastructure needed for
Infrastructure 8
V2X.
Heterogeneous 8 Extent to different devices, technologies, and policies.
3 Refers to the challenge to achieve standards that ensure
Standardization interoperability among systems.
- Extents to challenges that belong to technical aspects like legal
Legal Responsibility 9 e & . .g. P &
responsibilities and security policies.
Data (Computing, Aggregation, Transfer) 9 Refers to the challenge how to handle the amount of data.
Refers to the vehicle's mobility and the challenges coming alon
Mobility 10 ¥ g galong
thereby.
Extent to new communication form (e.g., routing protocols)
Communication-Form 12 needed to support the new requirements that ensue with V2X
communication.
Comprises any part of data security and privacy to ensure safe
Data Security and Privacy 18 P ye ¥ P ¥

communication.

4. Results

4.1. Crucial Challenges of V2X

As already the number of master-constructs shows, there are many challenges regarding V2X commu-
nication, that have to be resolved before implementing this technology into a mobility infrastructure. If
V2X communication is implemented into a mobility infrastructure then I call it a V2X-enable CMI, but
in the following I am going to consider only V2X communication.

First, I start with some minor important challenges i.e., challenges that refer to master-constructs that
were only coded once. It will take more time until every car drives autonomously (Bulumulle & B616ni,
2016, p. 1) but before this happens, V2X communication can be implemented and assist the manual
driver (Lu et al., 2014, p. 289). So, the manual driver can use and benefit from this technology. Never-
theless, when using V2X applications, more information gets offered to the manual driver. This in-
creases the driver’s workload, because the driver has too much information to handle which has a con-
trary effect on the traffic safety (Lu et al., 2014, p. 296). Thus, V2X applications need to be designed to
not overwhelm the driver but assist him with the crucial information, otherwise they will miss their aim
and impact the safety negatively. Another challenge accordingly to V2X applications is that the appli-
cations only exist in theory (Kehal & Zhang, 2018, p. 227). New business models need to be invented
by the car manufacturers and governments to make it easier to develop new applications and take ad-

vantage of all opportunities that come along with this V2X communication.
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An even more important challenge (twice coded) is to be adaptable to future technologies and trends.
As seen for instance in cellular, technology changes fast (Bundesregierung, 2021). 3G was established
in Germany in 2004 with a maximum bandwidth of 42 Mbit/s. Six years later, LTE was established and
brought a bandwidth about three times as big as 3G to Germany. In 2014, LTE advanced was installed,
another improvement of cellular. Since 2019, 5G exists and enables a bandwidth of 10 Gbit/s in theory.
Through these changes in the recent years, new technologies like C-V2X were feasible (Shrestha et al.,
2020, p. 2). To be able to adapt future platforms, also besides 5G, the V2X communication and security
architecture should be built in a way, that it can be adapted to future platforms and benefit from them
(Ghosal & Conti, 2020, p. 11).

Although the number of in-vehicle sensors is going to increase, that entails a huge amount of data col-
lected by them (Shrestha et al., 2018, p. 3). Network intelligence is needed in future to preprocess this
data right before the data is shared.

For enabling correct functional V2X applications, there is, besides information/data exchange, another
important challenge that needs to be resolved, especially for traffic safety and traffic efficiency applica-
tions. Data does not only have to be exchanged, but also to be prioritized according to their importance
(Karagiannis et al., 2011, p. 599). Usually, data packets carrying safety or traffic efficiency information
are more important than others. Thus, this data needs to be prioritized and faster transmitted, otherwise
relevant data might come late and an accident is unavoidable (Ghosal & Conti, 2020, p. 11). Also for
ensuring a robust and efficient data communication, buffering and queuing techniques should be imple-
mented (Faezipour et al., 2012, p. 96). These two techniques can help that data packets do not get lost
and further get transmitted in the right order if other data packets get prioritized.

Another challenge in order to prioritizing data packets is to avoid channel congestions in case of an
emergency (Karagiannis et al., 2011, p. 599). The challenge is that every vehicle, located in the area of
the emergency, broadcasts emergency messages. This could end in a huge number of messages congest-
ing the channel and other relevant data cannot be transmitted.

Location awareness is another crucial challenge. Vehicles need to be able to track exactly their geo-
addressee (Karagiannis et al., 2011, p. 597). Especially applications for cooperative coordination of ve-
hicles like applications for Platooning need to have the exact position of the vehicles (R. Y. Ali et al.,
2015, p. 3; Shrestha et al., 2018, p. 3). In Platooning, vehicles drive in a very tight formation, thus the
gap between vehicles is very small to reduce the energy consumption of the vehicles by minimizing air
resistance of each vehicle besides the first one (MacHardy et al., 2018, p. 1863). If the positions of the
vehicles cannot be determined with high accuracy at any time, a platoon formation would not be realiz-
able because accidents might occur quite often due to the small distance between vehicles. GPS which
may seemed to be the logical solutions for this problem, has a technical burden. For accurate service,
GPS requires a clear line of sight (R. Q. Malik et al., 2019, p. 126767), which is not always available.
For instance, if a vehicle drives through a tunnel, then the line of sight is interrupted, and a determination

of the exact position is not possible anymore. Furthermore, areas exist with weak satellite reception that
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also hinder a fast and exact determination of the vehicle’s physical position. Generally, for these kind
of problems “dead reckoning” methods exist, that calculate the current position based on the last signal
and speed (R. Y. Ali et al., 2015, p. 3). However, these methods have some limitations according to
speed changes of the vehicles due to e.g., weather conditions. Moreover, the vehicle’s mobility/speed
does impede the tracking and managing of the exact physical position (Karagiannis et al., 2011, p. 597).
Besides GPS performance, another open challenge in V2X communication is the negative effect of ob-
stacles on V2V communication (Goyal et al., 2019, p. 39). Obstacles can be different. In urban scenarios
the impact of buildings especially at intersections, when buildings block the line of sight between two
vehicles, should not be underestimated (Lu et al., 2014, p. 292). Buildings lead to signal fading between
two communicating vehicles that decreases the efficiency of the communication. Surely not only build-
ings might be obstacles for communication between vehicles, also other vehicles in between can have a
negative impact on the communication (Lu et al., 2014, p. 292). On highways trucks may block the
communication path and thereby have bad impact on the communication. As field tests have shown,
also the high mobility of the vehicles and the urban environment lead to several problems in communi-
cation (e.g., doppler effects, intermittent links). Consequently the impact of these unavoidable obstacles
has to be considered in the development of V2X in particular V2V communication (Jimenez, 2015,
p. 539) otherwise there will be some major problems in the increasing traffic of cities nowadays.
Heterogeneity of V2X is an even bigger challenge (coded eight times). There is heterogeneity in differ-
ent ways. The most obvious one, is the technology deployed. To communicate, the same V2X technol-
ogy is required (Bazzi et al., 2019, p. 2). If a vehicle uses, for example, DSRC and another uses C-V2X
than these two cannot communicate with each other. Consequently, vehicle manufacturers have to im-
plement the same technology, which is another challenge I will carry on later. Furthermore, different
countries have different policies for security and privacy and the available infrastructure also differs,
which makes it difficult for the manufacturers (Goyal et al., 2019, p. 39). Driving with a car abroad
might make the usage of V2X communication impossible or may lead to high latency because different
protocols are used. As mentioned before, safety applications, for instance, do need low latency for fast
transmitting of data packets otherwise these applications lose their impact on road safety (Alnasser et
al., 2019, p. 37). Moreover, a proper synchronization of different V2X technologies based on different
manufacturers is difficult to achieve (Ghosal & Conti, 2020, p. 11).

Additionally, V2X means not only communication between vehicles or between vehicles and the infra-
structure, but also between vehicles and pedestrians or cyclists (Shrestha et al., 2020, p. 2). Pedestrians
do not have an OBU with them rather a smartphone which has other technical specifications than OBUs
(Alnasser et al., 2019, p. 37). The challenge is to ensure V2X communication also between these heter-
ogeneous devices (Alnasser et al., 2019, p. 8).

To do so, standardization is a big aim to achieve that facilitates interoperability among the heterogeneity
as described before (Axelrod, 2018, p. 35). Missing standards hinder the development and implementa-
tion of the V2X architecture as well as the development of applications therefore (Kehal & Zhang, 2018,
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p- 226). Missing standardization and agreements of the type of hardware, software, frequency, protocols
etc., results in different usages of technologies by the manufacturers that makes interoperability among
vehicles of different manufacturers even more complicated.

Besides the challenge of missing standardization of technology, also the conditions of simulations vary
a lot, especially in security simulations (Huang et al., 2020, p. 262). Consequently, it is hard to compare
different approaches and find the best one for improving the technology. Everyone tries to build up
conditions that show the best possible results. However, a general simulation platform with V2X use-
cases and typical scenarios is necessary to better compare different approaches and evaluate them fairly.
For developing standards (technical and for simulations) it is recommended to create a group of all
involved interest parties (e.g., manufacturers and politicians) (Axelrod, 2018, p. 36). An EU-wide stand-
ardized vehicular communication architecture that also includes a standardized security level/solution
remains a big challenge (Papadimitratos & Hubaux, p. 61). However, finally it is essential for successful
deployment (Jimenez, 2015, p. 538).

Furthermore, there are many legal responsibilities that have to be clarified before implementation
(Karagiannis et al., 2011, p. 587). Therefore, a system management framework needs to be established
that defines roles and different responsibilities (Axelrod, 2018, p. 35). Roles to clarify, for example, who
is responsible for the maintenance of the infrastructure outside the vehicles and who has to pay for it.
To respect customers privacy, policies need to be created as well as security policies to define rules for
security mechanisms (Ghosal & Conti, 2020, p. 27; Karagiannis et al., 2011, p. 587). Thus, these policies
can act as guard rails for designing applications for V2X. There already exists security policies for
DSRC in particular but not for C-V2X (Ghosal & Conti, 2020, p. 27). Especially due to C-V2X is cur-
rently seen as the preferred technology that will be implemented (Ghosal & Conti, 2020, p. 8), it is a
problem that there are no policies yet. Besides the beforementioned policies, liability has to be clarified
(Axelrod, 2018, p. 35). Especially in case of human driver involvement, for example, if an accident of
vehicles equipped with V2X technology occurs and the liability has to be clarified. Do drivers can rely
on V2X notifications or do V2X applications only act as an additional safety-system without liability.
So, the driver needs to check everything by himself to be absolutely sure as he is liable for any driving
behavior, like it is currently the case in Germany for example (Eskandarian, 2012, p. 1529). Until all
vehicles are fully autonomous and able to communicate with the infrastructure and other vehicles, hu-
man intervention will continue (Axelrod, 2018, p. 23). As long as human drivers are not allowed any-
more, there will be a mixture of fully autonomous vehicles and not fully autonomous vehicles, driving
will may become more unpredictable and more cognitively challenging for the human driver (Bulumulle
& Boloni, 2016, p. 1).

Thus, it must be clarified, for example, who is liable in the stage of available V2X communication and
human drivers. Other unsolved problems are the certification of vehicular applications (Papadimitratos
& Hubaux, p. 60) and validation of V2X technology which has become more difficult due to wide range

of scenarios of V2X (Liang et al., 2015, p. 9). Validation is important to discover unknown properties
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of the technology and to adjust in case of undesirable behavior. For successful implementation also
public acceptance is needed because the penetration rate among vehicles influences the results of V2X
communication (Jimenez, 2015, p. 538). Human acceptance depends on the trust in a new technology
which can be achieved by i.a. validating the functionality (Koester & Salge, 2020, p. 1). Hence, the
human factor is not only a challenge in driving behavior and road safety (R. Q. Malik et al., 2019,
p- 126765) but also crucial when it comes to new technology’s acceptance like V2X communication
(Jimenez, 2015, p. 538; Koester & Salge, 2020, p. 1).

The mobility of vehicles is even more challenging for V2X than legal responsibilities as the number of
being coded shows (10 times). Vehicles are very dynamic as they move with high speed which has
impact on links between nearby vehicles and links between vehicles and RSUs (Liang et al., 2015, p. 1).
Also the network topology changes fast and becomes instable due to the trajectory and the vehicle’s
mobility (Lu et al., 2014, p. 292; MacHardy et al., 2018, p. 1866). This leads to several problems like
very short connections, which has impact on routing and addressing of messages. In some cases, con-
nections are also served before they can be used. Vehicles leave the limited communication range of
RSUs or other vehicles quickly, which results in interruptions of established connections, thus, data flow
disconnections occur (Lu et al., 2014, p. 292; R. Q. Malik et al., 2019, p. 126766). In addition, there
may be higher latency due to frequently connecting and disconnecting of connections (Goyal et al., 2019,
p. 39).

The network density of each RSU is also challenging and varies a lot depending on the traffic (Goyal et
al., 2019, p. 39). Further factors are the location of a RSU (e.g., urban or rural area) or the daytime (e.g.,
less traffic in the night than in the daytime). With increasing density of vehicles, the existing require-
ments of location awareness, mobility, and latency can be barely satisfied (Shrestha et al., 2018, p. 2).
This leads to the next challenge, comprised as the communication form. V2X applications require dif-
ferent QoS means that applications need, for example, different transmission data rate and varying ful-
fillment delay, which has to be guaranteed for successful deployment (Zhou et al., 2020, p. 315). To
handle the mobile environment, heterogenous systems and diverse QoS requirements, new efficient
routing protocols and forwarding algorithms need to be designed, which is very challenging (Goyal et
al., 2019, p. 39; Karagiannis et al., 2011, p. 611). Furthermore, to reduce latency it should be clarified
which data has to be transmitted and which data has to be preprocessed (Ghosal & Conti, 2020, p. 11).
Preprocessing of data might reduce the total amount of transmitted data and relieve the connections.
Moreover, V2X communication does not have a central bandwidth coordination (Goyal et al., 2019,
p- 39). This may result in congestions in high density areas due to limited bandwidth. To reduce a delay
of messages in the mobile environment, the challenge of bandwidth coordination has to be resolved
(Liang et al., 2015, p. 8). Additionally, various interfaces (e.g., DSRC, C-V2X) have to be implemented
to enable connectivity, which increases the costs and also hinder the development of connected vehicles

(Lu et al., 2014, p. 296). Providing a unified solution for V2X would solve this problem.
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Computing and aggregation of data is another big challenge as implied before. As a connected vehicle
produces about 30 TB of data each day, it is obvious that this becomes a challenge (Shrestha et al., 2020,
p- 15). Further, vehicles collect data from nearby vehicles, so the amount of data increases (R. Q. Malik
et al., 2019, p. 126765). Aggregating the data is quite challenging but helps to minimize data source
inaccuracy and unreliability. Nevertheless, information aggregation primitives are required to reduce
the overhead of information, which is becoming a challenge in order to the overhead that is already
added for communication security (Papadimitratos & Hubaux, p. 61). Furthermore, various data about
speed, direction and the current position of the vehicle, for example, need real time computing (Goyal
et al., 2019, p. 39). Therefore, high computational ability is required, which is a big challenge. Further,
there is some more open research to do when it comes to processing of data (Faezipour et al., 2012,
p- 95). For instance, it has to be clarified which data has to be processed in-vehicle and which data has
to be processed in a data center that might have unlimited processing power (Faezipour et al., 2012,
p.- 95). These data centers first have to be built, which is another challenge. Fog Computing may be a
promising technology that might help in order to data processing (Shrestha et al., 2018, p. 6).

Finally, the biggest challenge is security and privacy like the table of master constructs shows (18 times
coded). With an increasing number of connected cars communicating wirelessly (e.g., with V2X com-
munication), it also provides access for hackers to manipulate car data (Ghosal & Conti, 2020, p. 27).
Attacks in V2X can be varied and might have devasting impact on road safety and/or driver judgement
(Faezipour et al., 2012, p. 92). Some examples are disseminating of false data that could harm the traffic
flow, interception of private information and using them against other users, or intentional flooding of
the communication network with junk data that might end in denial of service and finally could result
in a collapse of the network (Faezipour et al., 2012, pp. 97-98).

To avoid attacks and provide a safe trustworthy communication, the following six requirements have to
be met (Ghosal & Conti, 2020, p. 12). First, there has to be authentication to guarantee that a message
is sent by a real sender. Second, integrity of messages must be ensured. Modifying messages after send-
ing should not be possible for anyone. Third, access control is required to avoid unauthorized access to
the communication network. Fourth, it should be guaranteed that the messages are not shown to anyone
else than the defined receiver. Fifth, communication should be available at any time, also in case when
faults occur thus fault tolerance is required. Lastly, privacy and anonymity of the users have to be pro-
tected. Personal and private information should not be revealed. Achieving this level of security and
privacy is a huge challenge to be resolved especially when it comes to the characteristics of V2X because
traditional solutions do not perform as expected (Alnasser et al., 2019, p. 35).

The lack of consistent infrastructure and unstable topology due to the vehicle’s high mobility impede
the performance (Alnasser et al., 2019, pp. 36-37). Further, V2X does consist of different road entities
with different capabilities and resources. For instance, vehicles and road infrastructures do not have
problems related to power consumption but V2X also consists of mobile phones used by pedestrians or

cyclists. However, mobile phones have a limited battery. Thus, security models have to be light weighted.
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Generally, adding security also means adding high overhead in terms of communication and processing
(Calandriello et al., 2011, p. 898). Consequently it is a big challenge to achieve a good tradeoff between
security and QoS (Huang et al., 2020, p. 249).

The majority of security systems can be divided into two different schemes, cryptographic and trust
based schemes (Huang et al., 2020, p. 245). Cryptographic schemes like public key infrastructure (PKI)
can be used to ensure privacy and trust in the received message (Karagiannis et al., 2011, p. 599). These
systems are robust and efficient against outside attacks (Huang et al., 2020, p. 245). Nonetheless, large
communication overhead and unavoidable computing time also come along due to the encrypting and
decrypting process (Alnasser et al., 2019, p. 37; Huang et al., 2020, p. 249). Trust based schemes are
used to complement cryptography schemes and determine the trust of a vehicle or a message by a repu-
tation score without cryptography involved (Huang et al., 2020, p. 255). This score is “accumulated and
calculated by a reputation serve based on the feedback given by other users” (Huang et al., 2020, p. 255).
Hence, a higher verification efficiency can be achieved.

The usage of anonymous vehicle identities is an approach to achieve a high level of privacy (Karagiannis
etal., 2011, p. 599). Further, there is always a tradeoff between privacy and liability because anonymous
identities cannot be followed up. Because of that, many solutions use pseudonyms instead (Huang et al.,
2020, p. 245). Therefore, authorities are needed that trace the real identities of vehicles, especially in
case of malicious vehicles. Nevertheless, pseudonym solutions face several challenges when it comes
to reveal sensitive data due to the location and time where a vehicle occurs. Moreover, frequently chang-
ing of pseudonyms when sending messages can facilitate identifying the vehicle based on the speed and
direction transmitted by messages. However, all the solutions do have some limitations, that hinder
successful deployment (Huang et al., 2020, p. 248).

Furthermore, every security system has some weak spots where attackers may break into the system
(Huang et al., 2020, p. 262). Consequently, mechanisms have to be designed that detect illegal intrusion
and defend against them (Ghosal & Conti, 2020, p. 12). In addition, anomaly detection systems might
be helpful in order to behavioral analysis of attacks and identification of suspicious situations to raise
the alarm and better protect the vehicle from attacks and failures (Faezipour et al., 2012, p. 98). There
are some open challenges when it comes to attack identification because it is often difficult to distinguish
between an attack and a malfunction (Papadimitratos & Hubaux, pp. 60—61). Further, revocation mech-
anisms are required to exclude malicious messages or vehicles from the network and recover from the

attack (Huang et al., 2020, p. 261).

4.2. Classifying V2X-enable CMIs Characteristics regarding ClIs

Now I am going to classify the characteristics of V2X-enable CMI regarding to CII. In contrast to the
chapter before, I do not only focus on V2X as a communication technology. I rather focus on a mobility
infrastructure that enables V2X communication. A CII has ten key characteristics according to recent

research (Dehling et al., 2019, p. 325). To check if V2X-enable CMI comply with these characteristics,
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I will proceed as follows. I will go on for each characteristic of CIIs separately. First, I am going to
explain a characteristic, then I will have a look on how it might be in V2X-enable CMI. Does V2X-
enable CMI also have this characteristic or not and in which manner? Afterwards, I will go on with the
next key characteristic. In the end, after I have checked every characteristic, I will draw a conclusion
and classify V2X-enable CMI accordingly.

Socio-technical is the first key characteristic of ClIlIs (Dehling et al., 2019, p. 325). It means that a CII
consists of different parts of social and technical nature that are interdependent. Technical structures
belong to CII as well as regulations, laws, and organizational processes. Consequently, the two parts
(social and technical) have to be considered when a CII will be improved.

V2X-enable CMIs consist of the road infrastructure (e.g., streets, traffic lights, traffic signs), vehicles
and pedestrians. Vehicles can communicate with another and the infrastructure (Alnasser et al., 2019,
pp- 5-6). Additionally, they can also communicate with pedestrians or cyclists, for example, via mobile
devices like smartphones (Alnasser et al., 2019, p. 37). Avoiding accidents and thereby saving lives and
avoid injuries is the aim of V2X communication and reason for inventing V2X communication (Ghosal
& Conti, 2020, p. 2). Therefore, vehicles and the infrastructure are equipped with technology that ena-
bles communication as explained before. Thus, technical parts of Clls are given in the context of V2X-
enable CMI.

V2X-enable CMIs aim to transport people safely and improve traffic efficiency and be more environ-
ment friendly (R. Y. Ali et al., 2015, p. 1). One day, all cars drive fully autonomous, manual drivers are
required to drive the vehicles. In this case, the driver uses the road infrastructure with the vehicle and
receives information/notifications by the V2X communication of his vehicle, for example, to better
judge in critical situations before a crash might occur or to select the fastest route to the destination
(Karagiannis et al., 2011, pp. 585-586). In the case of fully autonomous and cooperative vehicles (due
to V2X communication), human drivers are not needed anymore. People use vehicles only as a passen-
ger to get to the destination.

The V2X communication becomes more important because the only passenger’s choice might be the
destination. Maybe it is possible to include a preference route-characteristics as well as the most envi-
ronment-friendly route (R. Y. Ali et al., 2015, p. 1). All choices regarding driving are at the vehicle’s
responsibility (Koester & Salge, 2020, p. 1) and are influenced by the information disseminated by other
vehicles, the infrastructure, pedestrians when using cooperative autonomous driving (S. Liu et al., 2019,
pp. 1709-1710).

As the main aim of this infrastructure is to safely transport people, first in an assistant manner in manual
driving and later as a crucial part of cooperative autonomous driving (S. Liu et al., 2019, pp. 1709-1710;
MacHardy et al., 2018, p. 1860), the reference as a social part is already the case. Other parts referred
to as the social part also exist. Regulations are required to implement the infrastructure successfully and
the liability has to be clarified (e.g., in case of accidents or data lacks/abuse) (Axelrod, 2018, p. 35;

Karagiannis et al., 2011, p. 587). Beyond regulations and liability, some organizational concerns need
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to be clarified in order to responsibilities such as the responsibility for the maintenance of the infrastruc-
ture required for V2X communication (Axelrod, 2018, p. 35; MacHardy et al., 2018, p. 1858). So, the
social part of CII is given in the context of V2X-enable CMI as well. Consequently V2X-enable CMIs
are socio-technical and the characteristic “socio-technical” applies.

The next key characteristic of ClIs is “interconnected & interdependent” (Dehling et al., 2019, p. 325).
This characteristic means that the social and technical parts are all interconnected. These interconnec-
tions could also belong over boundaries of countries. Thus, even small changes to specific parts of the
CII can have huge consequences because of the complex network formed by a CII. So, any part might
depend on another party that is not visible without further contemplation.

In the context of V2X-enable CMI, for instance, technical solutions for securing the V2X communica-
tion and providing privacy will exist. These solutions have to guarantee a specific level of protection
according to the laws of security and privacy, which have been created by the politicians of each country
or in case of the European Union (EU) by the corresponding deputies of the European countries together
(Ghosal & Conti, 2020, pp. 27-28; Papadimitratos & Hubaux, p. 61). If solutions exist that do not guar-
antee at least this level of security and privacy, then they cannot be deployed as a consequence of vio-
lation of the law. Further, any technical solution of V2X communication has to satisfy appropriated
regulations to be deployed. Moreover, new technologies such as V2X always have to comply with cur-
rent regulations otherwise users do not have trust in the technology and avoid using it (Koester & Salge,
2020, p. 1). Consequently, the successfully introduction would fail.

As the road network does not stop at a country’s boarder but also continuous in der neighboring country
and vehicles from abroad also use the roads in foreign countries, the used technology in a V2X-enable
infrastructure has to be interoperable with the ones from abroad (Axelrod, 2018, pp.35-36;
Papadimitratos & Hubaux, p. 61). Otherwise, vehicles of a country cannot communicate with foreign
vehicles and the infrastructure might not work as well as before anymore. Thus, there exists a depend-
ence of technical parts like security solutions of V2X-enable CMI on social parts like laws, regulations,
and potential user’s trust in a country and even across borders.

The second part of the characteristic is the consequences of small changes in relation to the complex
network’s functionality. As V2X-enable CMIs are complex systems including various social and tech-
nical parts, small changes might have significant consequences.

It is actually very challenging to design security and privacy mechanisms that provide a security level
according to current regulations in combination with the required performance for the V2X environment,
as the remaining challenges show (e.g., Ghosal & Conti, 2020, p. 12). Small changes/intensifications in
the regulations later, might affect the ornately designed mechanisms. Consequently, these mechanisms
may need to be a little adjusted to satisfy the higher requirements. Supposed that security mechanisms
are just a little adjusted to meet the law again without having a look at the consequences of the adjust-
ments. In that case, the security mechanism’s necessary changes might increase the processing time of

each message due to a higher security level (Calandriello et al., 2011, p. 898). An increased processing
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time due to a more complex security mechanism has also impact on each application QoS, which is
crucial for the successful functionality of safety applications, for instance (Alnasser et al., 2019, pp. 36—
37). If messages of safety applications do not get processed in the defined time interval, the vehicle (the
driver in a manual vehicle) may not respond in time. Finally, an accident may not unavoidable. Thus, a
small change in the laws might have devasting consequences on vehicle’s safety using the V2X-enable
infrastructure, if there is no adjustment of the entire infrastructure.

As shown above, the different parts of V2X-enable CMIs are interconnected in various ways and even
across the boundaries of a country. Additionally, already small changes have huge consequences on the
complex network as the example of changes in the security law shows. Consequently, the characteristic
“interconnected & interdependent” complies to V2X-enable CMIs.

Synergetic is the next key characteristic of CII (Dehling et al., 2019, p. 325). This characteristic means
that a CII creates a value for the users more significant than the aggregation of the values produced by
the different parts. Moreover, a disruption of the tasks executed by the CII would have a critical impact
on various aspects of human life.

The vehicle of a user of a V2X-enable CMI can communicate with other vehicles and exchange mes-
sages about the vehicle’s speed and direction and information about hazardous situations (Liang et al.,
20135, p. 2). Further, the traffic flow might be improved by cooperating with the communication forms
of V2X-enable CMIs (Ghosal & Conti, 2020, pp. 9—10; Karagiannis et al., 2011, p. 586). The user can
also benefit from proper information about the closest restaurants or gas stations, which are available
through the applications based on V2X communication of the vehicle (Huang et al., 2020, p. 244). Not
to forget about the roads used from the vehicle to drive that are also part of the V2X-enable CMI. These
individual opportunities served by V2X communication and the roads have just some little benefits for
the user. It is, for example, nice to know how fast the vehicle next to one is driving and in which direction
(Alnasser et al., 2019, p. 7) but is supposed to have no further impact on the manual driver. The infor-
mation per se is less helpful for the driver. However, in combination with smart applications and infor-
mation from all neighborhood vehicles, more information can be obtained to the driver, which supports
the driver’s decision in critical situations (e.g., side-sweep or turns) and might avoids accidents
(Faezipour et al., 2012, p. 91). Looking at the whole, accidents on the road infrastructure that occur as
a consequence of missing information due to false adjusted mirrors or drivers inattention, can be reduced
(Bulumulle & Bo6l6ni, 2016, pp.©7-8, 14). For cooperative autonomous vehicles, a V2X-enable CMI
constitutes as a central part besides in-vehicle sensors to enable cooperative autonomous driving (S. Liu
et al., 2019, pp.°1697-1698, 1709—1710). Thus, the effect of all vehicles using the V2X-enable CMI, is
even more significant than the simple exchange of messages while driving on the road.

Further, the yearly economic loss due to motor vehicle accidents on highways, for example, in the USA
is estimated to be 836$ billion and it is expected that the number of accidents can be reduced by 80%
using V2X communication (Ghosal & Conti, 2020, p. 2). Consequently, V2X-enable CMI does not only

have an impact on the safety of the roads but also does have serious economic benefits. Hence, the value
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created by a V2X-enable CMI is greater than the sum of the individual part’s value. Next, a disruption
of the tasks performed by V2X-enable CMI needs to have critical consequences. A disruption might be
a breakdown of the communication, means vehicles cannot communicate.

Here, it also has to be distinguished between the case of cooperative autonomous vehicles and the case
of vehicles with manual driver. In the first case (cooperative autonomous vehicles), the consequences
might be even more critical because without the option of communicating, the vehicles only have their
own sensors that deliver data for judging how to drive (S. Liu et al., 2019, p. 1709). The driving system
depends on the communicated data from other vehicles and the infrastructure as well as the data obtained
by in-vehicle sensors (Cui et al., 2019, pp. 2-3). A failure of one component (e.g., in-vehicle sensor or
false data distribution) has impact on the vehicle ‘s driving decision and on the neighborhood vehicles
driving decision due to wrong information will be exchanged (Cui et al., 2019, pp.©2.,4). This would lead
to a major safety loss and hazardous situations would occur, so the likelihood of accidents increases
(Cui et al., 2019, pp.©2.,4,6).

In case of manual drivers, it depends on the kind of how the driver got used to the notifications that help
him to keep track over the complex situations in traffic (e.g., line sweeping). If the driver relies on the
notifications he receives at line sweeping, for example, it would result in an accident (Bulumulle &
Boloni, 2016, p. 7). Supposed, the driver might avoid having a close look at the situation by his own,
instead the driver relies on the notification that arises if a hazardous situation would occur and conse-
quently more accidents would happen. Nevertheless, driving would still be possible.

Further a disruption of the communication in V2X-enable CMIs could have different kind of conse-
quences that may be more critical in case of cooperative autonomous vehicles than in case of manual
driven vehicles. Finally, the key characteristic “synergetic” can be confirmed in V2X-enable CML.

The fourth key characteristic of CII is called “multifaceted” (Dehling et al., 2019, p. 326). CII perform
various tasks, perceived differently by the stakeholders. Further a CII serves “various purposes for var-
ious stakeholder without any central governing authority” (Dehling et al., 2019, p. 326).

A V2X-enable CMI has different tasks. First, part of a V2X-enable CMI is the road infrastructure for
sure. The road infrastructure is needed for the vehicles to drive. Another task of a V2X-enable CMI is
to reduce accidents by enabling communication between vehicles and their environment including other
vehicles and the road infrastructure, until one day the ultimate goal of an “accident-free environment”
(Faezipour et al., 2012, p. 91) is achieved. Due to the communication among the different entities par-
ticipating in traffic, an increased awareness of the position and direction of adjacent vehicles arises that
helps in accomplishing the task of creating a safer traffic on the roads (R. Y. Ali et al., 2015, p. 1). For
the user this might be seen as a progress in traffic safety. Despite for the government, this could be seen
as a monetary benefit as the high economic loss due to accident shows (about 836$ billion (Ghosal &
Conti, 2020, p. 2)).

Besides that, another task of V2X-enable CMI is to improve the traffic flow (e.g., in the areas of inter-

sections) and avoid congestions by better signal and traffic control (R. Y. Ali et al., 2015, p. 2). Further,
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V2X-enable CMIs could help to get closer to the goal of energy independence by reducing fuel con-
sumption of vehicles and thereby reduce air pollutant emissions (R. Y. Ali et al., 2015, p. 1). This might
be another task which is seen differently by the stakeholders. On the one hand side the driver/passenger
may enjoy the benefits of a better traffic flow and less fuel consumption. On the other hand side, the
nation’s government, for example, gets a step closer towards energy independency and less air pollutions
by vehicles.

Advertisements also can be transmitted via V2X-enable CMI (Faezipour et al., 2012, p. 91) such as, for
example, information about nearby services like restaurants or gas stations (Huang et al., 2020, p. 244).
So, besides the driver/passenger of the vehicle themselves benefit from a V2X-enable CMI, also the
owner of services in the neighborhood and/or on the route of the driver’s/passenger’s destination might
benefit. Consequently, a V2X-enable CMI performs different tasks perceived differently by different
stakeholders. Hence, CII do not have a central governing authority (Dehling et al., 2019, p. 326). The
communication of vehicles in a V2X-enable CMI occurs in an ad-hoc manner without the coordination
of a central authority. Vehicles connect with other vehicles or the infrastructure “as they come within
the communication range” (MacHardy et al., 2018, p. 1860). From this point of view, a V2X-enable
CMI acts like a CII but to achieve the required level of trust within the network, for instance, a trust
authority might be needed to manage the registration of vehicles and applications (Huang et al., 2020,
p. 246). Nevertheless, the characteristic of multifaceted can be applied in the context of V2X-enable
CMIs, because to perform the main functionality (communication) a central governing authority is not
required.

The fifth key characteristic is called “opaque” (Dehling et al., 2019, p. 326). As explained in the second
characteristic, a CII is a complex system with different parts that are all connected and dependent among
themselves. This characteristic leads to opaque although different purposes of the system are easy to
identify. Especially the collaboration of the different parts is not easy to understand.

When examining the key characteristic “interconnected & interdependent”, it turned out that V2X-ena-
ble CMI do have this characteristic. Further, different purposes of V2X-enable CMI have been explained
recently. To mention a few, reduction of the number of accidents on the roads, improvement of the
traffic flow and reduction of the fuel consumption (R. Y. Ali et al., 2015, p. 1). Thus, the purpose of
V2X-enable CMI is perceivable as well as the interconnection of the different parts used therefore, as |
have explained before.

Next, it has to be difficult to understand how these different parts work together. The crucial part that
might be difficult to understand is V2X communication, which expands the mobility infrastructure and
enables communication among the different entities (e.g., vehicles, road infrastructure). V2X commu-
nication consists of different parts which have sometimes different tasks and sometimes their tasks im-
bricate (Faezipour et al., 2012, p. 91). So, there is no total separation of tasks which makes it not easy
to understand. As an example, have a look at the two crucial ones, V2V and V2I communication. The

task of V2V communication is to enable communication between the vehicles so various applications
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receive information from nearby vehicles to support driving decisions of the driver (in case of coopera-
tive autonomous vehicles: for the driving system) and overall to avoid accidents by delivering the needed
information in time and at the right place (Faezipour et al., 2012, p. 95). Therefore, vehicles exchange
different kind of messages such as about their speed and direction (Alnasser et al., 2019, p. 7) or mes-
sages about actual road conditions and safety warnings (Faezipour et al., 2012, p. 91). V2I communica-
tion also enables transmitting real-time information about the road condition, actual weather, and safety
warnings but further V2I communication enables transmitting traffic data, advertisements and obsta-
cle/pedestrian detections (Faezipour et al., 2012, p. 91). Hence, these two different kinds of communi-
cation do not have only complementary tasks to accomplish.

However, strictly separated tasks increase the comprehensibility of a system, which is not the case in
V2X-enable CMIs. Moreover, the example mentioned above shows only an extract of the operative
layer and not even the technical implementation, which is still in research as the many open challenges
show. Consequently, V2X-enable CMIs are not easy to understand for layman. Because of that, it can
be said that V2X-enable CMIs are opaque in a similar way like ClIs are.

“Inconspicuous” is another key characteristic of ClIs (Dehling et al., 2019, p. 326). As the goal of de-
signing an information infrastructure is usually not to design a critical one, an information infrastructure
rather becomes critical over time. Since they often operate unnoticed, their importance only becomes
feasible when their tasks are disrupted or other negative consequences manifest. The Cambridge Ana-
lytica scandal is a good example to show clearly. Many have been surprised by how easy public opinion
can be manipulated by a social network.

The main goal of designing V2X communication and implementing it into a mobility infrastructure as
it might be done in V2X-enable CMlIs, is to reduce the number of accidents on the roads until one day
accident-free traffic and cooperative automated driving is reality (Boban et al., 2018, p. 110; Ghosal &
Conti, 2020, p. 2). Thus, V2X communication is going to be designed to have a crucial proportion in
achieving this goal. Further, reducing the number of accidents on the roads and thereby saving lives and
avoiding injuries through accidents, is already a goal of critical extent. Since V2X communication might
be also deployed in case of manual drivers (MacHardy et al., 2018, p. 1860), the impact of V2X com-
munication on the road safety might not be that crucial. V2X communication may influence the driver’s
decision by notifications being obtained from V2X applications (Karagiannis et al., 2011, pp. 585-586).
For example in case of a lane changing, V2X communication can improve the communication between
drivers by transferring more information (e.g., ensuring that the information is received by the destina-
tion vehicle or directly transmitting the following vehicle’s velocity) than by setting the turning lights
(Bulumulle & Boloni, 2016, pp.°3-4,7-8). Further, blind spots will not avoid the communication. An
on-board application judges, based on the transmitted relative vehicle velocities, if an accident would
occur. If that is the case, the application would prevent the driver to initiate lane changing, for example,
or a coordinated course of actions would be negotiated. Thus, in case of manual drivers, V2X manifests

in assistance applications for users (Goyal et al., 2019, p. 41) without having conclusive impact on the
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actual drivers behavior, because the driver still can ignore the notifications (Bulumulle & B616ni, 2016,
p- 1). Further, the driver will probably not distinguish between notifications from internal assistance
systems without external data and assistance systems based on external data from V2X communication.
Thus, V2X-enable CMIs operate unnoticed to the driver and might be only noticed if notifications do
not occur anymore as a result of service disruption in V2X communication.

One day, when all vehicles drive cooperative autonomously, the impact of V2X communication might
be even higher. The driving system will judge rationally based on the available information. This infor-
mation will be obtained by inter-vehicle sensors and as well by data received through V2X communi-
cation (S. Liu et al., 2019, pp. 1697-1698). Furthermore, a disruption of V2X communication might
have even more devasting consequences because the information needed for judging while driving may
be incomplete or false (Cui et al., 2019, p. 2). This may lead to wrong driving decisions ending in acci-
dents. Because passengers of cooperative autonomous vehicles have no influences on driving decisions
(Koester & Salge, 2020, p. 1), a disruption of V2X communication also will be only noticed in case of
disruptions.

Besides disruptions of the services based on V2X-enable CMIs, they can be also noticed in case of
attacks on the data. For example, if sensitive data is stolen and abused against the users (Faezipour et
al., 2012, pp. 97-98). Besides stealing data, also false data can be disseminated to control the traffic.
There are plenty of other options how V2X-enable CMIs might be noticed negatively due to attackers
may be able to break into the system, no matter how strong the security mechanisms will be (Huang et
al., 2020, p. 262).

Thus, V2X-enable CMIs operate largely unnoticed until their tasks are disrupted. Especially in case of
cooperative autonomous vehicles getting the importance of the V2X communication apparently, be-
cause the passengers cannot intervene in driving decisions as the driver of a manual car can do. In con-
sideration of this, V2X-enable CMlIs are designed to support also in critical situations but will become
even more critical when driving autonomously prevails. Accordingly, V2X-enable CMIs are inconspic-
uous like ClIs are.

The seventh key characteristic of CllIs is “evolving” (Dehling et al., 2019, p. 326). Clls do not stay the
same all time, instead they are evolving. New technologies replace old ones and services get improved,
new features added Moreover, new purposes for Clls are employed as a result of new stakeholders
engaging with them. Sometimes also new regulations/laws force the changes.

As V2X-enable CMI are not deployed nationwide yet (Ghosal & Conti, 2020, p. 2), they are still a very
immature technology. Nevertheless, this does not mean that they did not change a lot since the release
of the initial technology for V2X-enable CMIs in 1999 (Zhou et al., 2020, p. 309). Starting with DSRC,
V2X communication changed a lot in the past years. Besides improvements of DSRC, which is based
on the IEEE standards 802.11, also new approaches evolved with the evolution of cellular especially
due to 4G (C-V2X) (Shrestha et al., 2020, p. 2). As 5G is being deployed at the present, it also finds the
way to V2X-enable CMIs (Zhou et al., 2020, p. 309). 5G is seen as the technology that evolves V2X
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technology to the next stage, supporting wider range of automotive applications (e.g., cooperative au-
tonomous driving) and has a higher and more consistent data transmission rate as well as a transmission
latency of a few milliseconds (Huang et al., 2020, p. 259; Zhou et al., 2020, p. 309) . Thus, the first
requirement (new technology replace old ones and services get improved) of this characteristic applies
to V2X-enable CMIs. Next, new features evolving over time constitute the seventh characteristic of
CMIs.

In the context of V2X-enable CMlIs, already an evolution of features is visible. Starting with the goal of
enabling communication between vehicles and vehicles with the infrastructure to reduce the amount of
road accidents and improving traffic flow (Ghosal & Conti, 2020, p. 1), V2X has evolved. Now, for
example, cooperative autonomous driving is an emerging feature (MacHardy et al., 2018, p. 1863). Also
new stakeholders engage with V2X-enable CMIs. For instance, electric vehicle manufacturers engage
with the technology, which might be a key technology to improve the charging of the electric vehicles
and enable new features for better energy management through power grid (C. Liu et al., 2013, pp. 2409—
2414). So, new stakeholders engage and evolve new features.

Lastly, legal regulations also have impact on the evolution of ClIs. In case of V2X-enable CMIs, it is
obvious that there are especially in regard to security and privacy many regulations (according to local
or regional laws) that have big impact on the technology. Since the biggest recent challenges occur
related to security mechanism and privacy preservations. Satisfaction of very high requirements are
expected which already can be preserved in other use-cases with more homogenous and less mobile
parameters (Alnasser et al., 2019, p. 37). Thus, the already existing technologies to provide security
cannot be deployed and new ones have to be developed (Huang et al., 2020, p. 248).

Hence, a V2X-enable CMIS also satisfies the requirements of this key characteristic as the technology
of V2X communication changes and improves, new features are being developed also by new stake-
holders and legal regulations have impact on the evolution of the technology.

Another key characteristic of ClIs is adaptability (Dehling et al., 2019, p. 326). In case of failure of some
parts of the functionality, the failed function can be replaced by other parts (technical or social). So, the
CII is able to continue offering the services. Devising actions to avoid disruptions is a big challenge.
Therefore, an overview of redundancies within a CII is needed.

Due to the possible critical consequences of a V2X-enable CMI that might occur if services are disrupted,
it is desirable to have an emergency plan that allows to continue the concerning services. As shown in
the characteristic “opaque”, there is no strict separation of tasks into the different parts of V2X respec-
tively V2X-enable CMIs. Some parts have some tasks in common, for example V2V and V2I commu-
nication both disseminate safety/warning messages and both disseminate real time road conditions to
their environment (Faezipour et al., 2012, p. 91). Consequently, if a RSU cannot disseminate data re-
garding the actual road condition due to a malfunction of the corresponding sensor, then the data can be

disseminated also by vehicles.
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Nevertheless, not for every task of V2X there is a certain other part of V2X with an adequate replace-
ment (Axelrod, 2018, pp. 30-34). As there is currently a lack of external systems (e.g., V2X-enable
CMIs), vehicle manufacturers and software companies create complex inter-vehicle systems which are
able to compensate this lack. Consequently, the replacement of a failed V2X application is an in-vehicle
application based on the vehicle’s in-vehicle sensors. Thus, in case of cooperative autonomous vehicles,
the vehicle often depends on the in-vehicle applications, if a part of V2X communication fails. However,
in case of manual driver there is besides the inter-vehicle application also a human that has a look at the
actual situation and is able to adjust the driving behavior accordingly. Anyway, there should be another
or additional replacement especially in case of cooperative autonomous vehicles.

However, in-vehicle systems are often the data source of the V2X messages (Lu et al., 2014, pp.°289,
292), so these are kind of part of the V2X-eneable CMI. Thus, this characteristic applies in a limited
way to V2X-eneable CML.

The next key characteristic of ClIs is “data-amassing” (Dehling et al., 2019, p. 326). Clls process infor-
mation. Therefore, CIIs hoard huge amount of data, which requires a lot of storage and processing
power/techniques as well as a high level of security to avoid information privacy violations. Violations
easily result in trust problems and can finally lead to rejection.

The key trait of V2X-enable CMIs is communication of the different entities participating in the mobility
infrastructure (Zhou et al., 2020, p. 309). The exchange of messages is crucial to achieve various goals.
Every message contains data that is processed at least by the receiver and has impact on driving decisions
(Alnasser et al., 2019, p. 6; Faezipour et al., 2012, p. 95). The huge amount of data within the network
gets visible especially in the fact that each connected vehicle produces about 30 TB of data each day
(Shrestha et al., 2020, p. 15). Thus, on the one hand side very high bandwidth is required to transmit the
data in a reasonable time, so the different required QoS can be achieved (Zhou et al., 2020, p. 315). On
the other hand, these huge amounts of data have to be processed to infer information (Goyal et al., 2019,
p- 39; R. Q. Malik et al., 2019, p. 126765).

As V2X-enable CMIs are not in the final stage to be implementable, current research has to resolve
many challenges regarding data processing (Faezipour et al., 2012, p. 95). Open research areas are, for
example, whether the data should be processed in-vehicle or in datacenters and in a distributed manner
or in a centralized manner. In contrary to vehicles, which have very challenging processing power in
regards to the large number of sensors they are equipped with (Goyal et al., 2019, p. 39), data centers
might have unlimited processing power (Faezipour et al., 2012, p. 95). However, some other emerging
technologies such as fog computing might be a crucial support. Fog computing adds an additional layer
between central data centers and the vehicle itself (Hu et al., 2017, pp. 28-29). This layer is called fog
layer and consists of various widely geographically distributed fog nodes (e.g., routers, gateways, access
points) that are able to compute and temporary store data. Thus, fog computing supports “big data ana-
lytics by examining the raw data to draw conclusions about a specific information based on inference

and enhances data processing at the edge in real time” (Shrestha et al., 2018, p. 6). The fog layer is also
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connected to the cloud layer to transmit the data and accomplish more powerful computing or storage

tasks (Hu et al., 2017, p. 29).
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Figure 4: Hierarchical Architecture of Fog Computing (see Hu et al., 2017, p. 29)

This might facilitate real-time processing of big amount of data. Nevertheless, fog computing also faces
some open challenges that need to be resolved until it can be implemented (Hu et al., 2017, p. 40), but
it provides some promising features to support V2X-enable CMIs in the future (Hu et al., 2017, pp. 37—
38).

Besides computing and storing of data, also data security and privacy is a big challenge in V2X-enable
CMIs, as the chapter about challenges of V2X communication shows. In V2X-enable CMIs, safe com-
munication is very crucial for successful deployment and to inspire trust (Kehal & Zhang, 2018, p. 228;
Koester & Salge, 2020, p. 1). As mentioned before a V2X-enable CMI faces many challenges to enable
a safe and trustworthy communication that also protects the privacy of the users. Therefore, another
emerging technology, for example, blockchain could be helpful. Blockchain increases trust among ve-
hicles without a central authority and provides privacy and anonymity of the user information (Shrestha
et al., 2020, pp. 18-20). Further, data is stored in a transparent and immutable manner. Moreover, the
data stored in a blockchain can be considered as true and is traceable. These opportunities that come
along with the blockchain technology makes blockchain a promising support to guarantee a high level
of security and privacy in V2X-enable CMIs. A high level of security and privacy is crucial to avoid
successful attacks on a V2X-eneable CMI that can have devasting consequences like denial of service
or eavesdropping (Ghosal & Conti, 2020, pp. 13-14).

As shown above, V2X-enable CMIs amass huge amount of data, hence, data processing and storage are
of crucial importance as well as security and privacy of data. Indeed, the final technical solution there-
fore is not yet available, it is obvious that these are central parts of a V2X-enable CMI. Consequently,

also the key characteristic “data-amassing” applies.
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The final key characteristic that has to be fulfilled for a CII is “information-disseminating” (Dehling et
al., 2019, pp. 326-327). This means, that new available information to a CII can be disseminated quickly
to all other parts of the infrastructure.

In V2X-enable CMIs it is very important that new information is disseminated quickly to provide the
required information in time to achieve the goals (R. Q. Malik et al., 2019, p. 126767). Nevertheless,
some information is more critical and has to be distributed faster than other information (Karagiannis et
al., 2011, p. 599). Information gets transmitted via messages as a part of V2X communication in V2X-
enable CMI. Thus, there exist different kinds of messages to satisfy each requirement of QoS by the
applications and to avoid message-congestions or losing data integrity due to an attempt of fast trans-
mission of all messages within a V2X-enable CMI (Alnasser et al., 2019, p. 6; Zhou et al., 2020, p. 315).
Messages such as status messages of vehicles which broadcast information like speed location and di-
rection in regular intervals, are not that time critical (Alnasser et al., 2019, pp. 6-7). Though, the data of
these messages should be transmitted within 300ms to enable other vehicles to anticipate, for example,
dangerous situations. However, local event triggered messages are time critical and have to be transmit-
ted very fast, in detail within 100ms (Alnasser et al., 2019, p. 7). The information of these messages
comprises critical warnings or intersections assist and is sent locally to vehicles or pedestrians only.
Especially this kind of information is required quickly by the neighborhood area to avoid accidents.
These two kinds of messages are examples to show that information gets disseminated quickly in the
corresponding vehicle’s neighborhood. Besides that, in V2X-enable CMIs there are also messages that
are disseminated over a wider area. Within these messages, information about global events like road
constructions or road congestions are disseminated, so the vehicles route can be adjusted accordingly.
Thereby also the roadside infrastructure supports the dissemination of the information to attain a wider
area.

Consequently, these different kinds of messages show how new information can be disseminated within
the V2X-enable CMI and how fast this happens or rather how fast this communication has to happen
when the infrastructure is implemented. Thus, the key characteristic also applies to V2X-enable CMls.
Now, all ten key characteristics of ClIs in regards to recent research (Dehling et al., 2019, pp. 325-327)
have been evaluated. Since all key characteristics of ClIs can also be applied in the context of V2X-
enable CMIs, it can be said that V2X-enable CMIs also may be CllIs in relation to the similar character-

istics. Thus, they can be classified accordingly as a CII.

5. Discussion

As the current transport and traffic infrastructure is categorized as a critical infrastructure (Bundesamt
fiir Bevolkerungsschutz und Katastrophenhilfe, 2020), I investigated the future V2X-enable CMI re-
garding to its critical influences on human’s life, and focused on the research question, if V2X-enable

CMIs are ClIs or not. I examined V2X-enable CMIs in regards to the crucial key characteristics of Clls
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according to previous research (Dehling et al., 2019, pp. 325-327). In comparison to critical infrastruc-
tures (e.g., the current traffic infrastructure) that focus on the infrastructure layer, CIIs focus even more
on the application layer (Dehling et al., 2019, p. 320).

First, [ examined V2X communication for the most crucial challenges due to their characteristics. There-
fore, I did a literature review according to Lacity et al., 2010, p. 398 and classified the found challenges
into several master-constructs. The number of codes of a master construct points out the relevance of
each. Afterwards, I focused on a V2X-enable CMI and examined this kind of infrastructure regarding
the key characteristics of ClIs.

The examination of V2X-enable CMIs shows, that they satisfy all key characteristics of ClIlIs. However,
two key characteristics (adaptive and multifaceted) may be applied only in a limited way, I think. V2X-
enable CMIs are only in a restricted way adaptive, because not every task of V2X communication can
be replaced by another part of V2X communication (Axelrod, 2018, pp. 31-34). Often in-vehicle sys-
tems replace a disrupted V2X tasks and not another part within V2X communication. Anyway, also the
data of inter-vehicle sensors are used by V2X applications, so in-vehicle systems are kind of part of
V2X communication and thereby part of V2X-enable CMIs (Lu et al., 2014, pp.°289, 292). From this
point of view, V2X-enable CMIs are adaptive.

The other key characteristic that applies in a limited way to V2X-enable CMIs is multifaceted. The
limitation of this characteristic is the supposed need of a central authority to provide a high level of
privacy and trust according to some current research (e.g., Huang et al., 2020, p. 246). However, for
providing the tasks of V2X communication, a central authority is not imperatively needed because new
technologies such as blockchain might avoid the need of a central authority (Shrestha et al., 2020, p. 20).
Thus, V2X-enable CMIs may be possible without a central authority in the future and by that, the key
characteristic multifaced applies unmitigated.

Nonetheless, V2X-enable CMIs may be classified as ClIs. Thus, V2X-enable CMIs might have critical
influences on human’s life in future and should be handled accordingly with high prudence.

The reader should bear in mind that this examination of V2X-enable CMIs is based on characteristics
which I have discovered in the literature review. Further, there is no nationwide implementation of a
V2X-enable CMI yet (Ghosal & Conti, 2020, p. 2), but only research about how this infrastructure could
be implemented (e.g., Goyal et al., 2019, p. 38). Consequently, I examined V2X-enable CMIs based on
assumptions on how they might be in future, with regards to the current state of research (2020). Fur-
thermore, the key characteristics of ClIs are based on one source (Dehling et al., 2019, p. 325) because
there exist no commonly spread characteristics due a missing common definition of CIlIs (CIPedia, 2020).
As chapter 4.1 shows, there still exist many open challenges (e.g., processing of data, security and pri-
vacy), that should be resolved before the implementation of a V2X-enable CMI could start. The number
of codes of each master-constructs underlines the importance of further research in each area. Especially
the master-construct security and privacy, I would like to emphasize. Security and privacy will be crucial

for successful implementation and additionally crucial to achieve acceptance by the users and establish
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trust in this new infrastructure (Koester & Salge, 2020, p. 1). Moreover, the master-construct standard-
ization may be of even higher importance than the number of codes shows, I think. This kind of infra-
structure should not be implemented nationwide only, but rather in a more transnational way. Thus,
usage with foreign vehicles might be possible. Though a coordination across boarders would be essential.
Therefore, all different interest parties should work together and build legal and technical guidelines
(Axelrod, 2018, p. 36). To design technical solutions, I think there should be a wider view on other
emerging technologies (e.g., fog computing and blockchain), which could be helpful to resolve the re-
maining challenges. In addition, researchers and manufacturers should always keep in mind that they
design not just an information infrastructure, but a critical information infrastructure. CIIs might have
devasting consequences in case of disruptions or other illegal abuse. Especially in the future with regards
to cooperative autonomous vehicles, when human’s interventions in driving decisions are not possible

anymore.

6. Conclusion

This thesis aimed to classify V2X-enable CMIs into CIIs or not, to enable a better understanding of
future V2X-enable CMIs. Based on a literature review of six main databases of computer science (ACM,
EBSCOhost, Emerald Insight, IEEE, ProQuest, and ScienceDirect), I first pointed out the most crucial
challenges of V2X communication. The biggest challenges are data security and privacy, high mobility
of different entities in V2X communication, processing of data and legal responsibilities as well as
standardization. The number of different remaining challenges shows clearly, that this technology is still
in an immature stage and requires further research until the final implementation could start.

In the next step, I examined V2X-enable CMIs regarding CllIs to respond to the research question, if
V2X-enable CMIs are ClIs or not. The examination was based on my assumptions in order to the char-
acteristics and challenges of V2X communication and the classification of the mobility infrastructure
into critical infrastructure. The result is, that V2X-enable CMIs have the same key characteristics as
Clls. Thus, I have shown that V2X-enable CMIs may be CllIs and should be handle accordingly.

This classification shows that a failure of V2X-enable CMIs would have critical consequences in various
dimensions (e.g., direct human harm, economic loss etc.) like ClIs have (Dehling et al., 2019, p. 320).
Consequently, these critical impacts should be kept in mind when designing different parts of the infra-
structure like security mechanisms. Before implementation, there should be extensive tests that confirm
the expected functionality of this infrastructure and prevent critical consequences, for example, by mal-
functions.

Future work should focus on the remaining challenges like security and privacy and also include other
emerging technologies in consideration to overcome the challenges (e.g., Fog computing and Block-

chain). Furthermore, a future collaboration of all different involved parties (e.g., manufacturers, politi-
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cians) might be desirable. Thus, all parties of the collaboration could benefit from the individual com-
petencies. Thereby they could accelerate not only the process of creating this infrastructure but also to

enable interoperability among V2X-enable CMIs of different countries.
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A. Appendix A

The table shows the final search strings of each database I used and the number of results I received.

Table 2: Overview of the Search Strings and the Number of Results

Search String Restrictions Database Number of Results Date Annotation
(("v2X" OR "V2V" OR "V2I" OR "Vehicle-to-Vehicle")
AND (TI "challenges" OR "characteristics" OR
"characteristic"OR "risk" )) AND (TI "V2X" OR "V2V"
OR "V2I" OR "Vehicle-to-Vehicle")

(("V2X" OR "V2V" OR "V2I") AND ti("challenges" OR
"characteristic" OR "characteristics" OR "risk" )) OR checked by experts ProQuest 149 19.11.2020
ti("V2X" OR "V2V" OR "V2I" OR "Vehicle-to-Vehicle")

( (("Document Title":"challenges" OR "characteristic"

OR "characteristics" OR "risk") AND ("Document

Title": "V2X" OR "V2V" OR "V2I" OR "Vehicle-to-

Vehicle")) OR (("Document Title": "V2X" OR "V2V" OR no IEEE 188 19.11.2020
"V2I" OR "Vehicle-to-Vehicle") AND ("Author
Keywords":"challenges" OR "characteristic" OR
"characteristics" OR "risk")))

(AllField:("Vv2X" OR "V2V" OR "V2I" OR "Vehicle-to-
Vehicle") AND Title:("challenges" OR "characteristic"
OR "characteristics" OR "risk")) OR (Title:("V2X" OR
"V2V" OR "V2I" OR "Vehicle-to-Vehicle") AND
Keyword:("challenges" OR "characteristic" OR
"characteristics" OR "risk"))

Title, abstract, keywords: "challenges" OR
"characteristic" OR "characteristics" OR "risk"

Title: "V2X" OR "V2V" OR "V2I" OR "Vehicle-to-
Vehicle"

("V2X" OR "V2V" OR "V2I" OR "Vehicle-to-Vehicle")
AND (tltle:'.'challenges‘i OR "char.acterlstlc" OR no Eme.rald 55 19.11.2020 only articles
"characteristics" OR "risk") OR (titel:"V2X" OR "V2V" Insight

OR "V2I" OR "Vehicle-to-Vehicle")

scholarly (peer reviewed) EBSCOhost 46 16.11.2020 with duplicates 72 results

Only 150 journals and 38
papers of vehicular
technology conferences
included. There are 622
results without this
restriction.

no ACM 36 19.11.2020

no ScienceDirect 32 19.11.2020

Sum: 506
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B. Appendix B

The tables show the assignments of papers to the master-constructs.

Table 3: Assignments of Papers to Master-constructs (Part 1/2)

Titel of the paper

o
ol
o

-

o

Advantages

Data (Computing,
Aggregation, Transfer)
Heterogeneous
Communication-Form
Prioritization
Obstacles

Mobility

Location awareness
Adaptability to future
technologies
Network scalability

Future Connected Vehicles: Challenges and
Opportunities for Spatio-temporal 1 1
Computing

=

Cyber security challenges and solutions for
V2X communications: A survey

Survey and Perspectives of Vehicular Wi-Fi
versus Sidelink Cellular-V2X in the 5G Era 1 1

Reducing Side-Sweep Accidents with
Vehicle-to-Vehicle Communication
INTEGRATING IN-VEHICLE, VEHICLE-TO-
VEHICLE, AND INTELLIGENT ROADWAY 1
SYSTEMS

Progress and challenges in intelligent
vehicle area networks

On the Performance of Secure Vehicular
Communication Systems

Vehicular Networking: A Survey and Tutorial
on Requirements, Architectures, Challenges,
Standards and Solutions

Security issues and challenges in V2X: A
Survey

Network Architectures, Challenges, Security
Attacks, Research Domains and Research
Methodologies in VANET: A Survey

Evolutionary V2X Technologies Toward the
Internet of Vehicles: Challenges and 1 1 1
Opportunities

Data Security and Privacy

ol

Infrastrucuture

4

Information Overlaoad
to manual Driver

Standartization

Human Factor and Legal

Responsibility

4

Lack of Applications
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Table 4: Assignments of Papers to Master-constructs (Part 2/2)

Titel of the paper

v

Recent Advances and Challenges in Security
and Privacy for V2X Communications

Connected Vehicles, V2V Communications,
and VANET

Social internet of vehicles: an
epistemological and systematic perspective

Vehicular Ad Hoc Networks: Architectures,
Research Issues, Methodologies,
Challenges, and Trends

Connected Vehicles: Solutions and
Challenges

Report on the “Secure Vehicular
Communications: Results and Challenges
Ahead” Workshop

Mapping and Deep Analysis of Vehicle-to-
Infrastructure Communication Systems:
Coherent Taxonomy, Datasets, Evaluation
and Performance Measurements,
Motivations, Open Challenges,
Recommendations, and Methodological
Aspects

Challenges of Future VANET and Cloud-
Based Approaches

Evolution of V2X Communication and
Integration of Blockchain for Security
Enhancements

Securing Vehicles against Cyber Attacks

V2X Access Technologies: Regulation,
Research, and Remaining Challenges
Vehicular Internet: Security & Privacy
Challenges and Opportunities

Advantages

Data (Computing,

Aggregation, Transfer)

Heterogeneous

Communication-Form

Prioritization

Obstacles

4

Mobility

4

Location awareness

4

Adaptability to future

technologies

Network scalability

4

Data Security and Privacy

=

4

Infrastrucuture

4

Information Overlaoad

to manual Driver

Standartization

4

Human Factor and Legal

Responsibility

4

Lack of Applications
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