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Abstract II

Abstract

The third generation of Distributed Ledger Technology (DLT) allows advanced and various applications
with Smart Contracts in an environment of interconnected organizations, external entities and real-world
processes. Many organizations operate in such an environment and are engaged with compliance re-
quirements, such as laws and regulation. This leads to a multitude of challenges for organizations. For
the most part, organizations lack a general understanding of this emerging technology regarding the use
in compliance. Therefore, we present in this work, based on a literature review, an overview what chal-
lenges DLT is able to address and what risks could emerge through the use of DLT in this area of
application. Moreover, we differentiate the effects of single DLT characteristics addressing different
compliance challenges and discuss important controversial aspects (e.g. integrity of data vs. GDPR re-
quirements). We further discuss the suitability of the most common DLT designs, Ethereum and Hy-
perledger, in the context of compliance and provide a brief outlook on illustrative business use cases for

DLT in compliance.
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1. Introduction

In 2008, Satoshi Nakamoto, a pseudonym for an unknow person or group, proposed a protocol for the
cryptographic currency Bitcoin (Nakamoto, 2008). The rise of Bitcoin and the development of more
elaborated functions in other cryptocurrencies has fueled research efforts aimed at transferring the un-
derlying idea of DLT to other contexts. DLT is the superordinate concept of a distributed shared database
in a Peer-to-Peer (P2P) network composed of a certain number of storage devices, so-called nodes (Suciu
et al., 2018, p. 370). Each of these nodes holds a consistent replica of the ledger, which has to be agreed
upon in a consensus mechanism (Suciu et al., 2018, p. 370).

This unique structure of DLT provides favorable characteristics for organizational compliance, such as
the transparency and integrity of data. In organizational compliance, organizations must ensure that their
business processes, operations and practices are in accordance with compliance requirements, such as
laws, standards and business partner contracts (Sadiq & Governatori, 2015, p. 265). Organizations face
numerous different challenges to fulfill the compliance requirements. At the current state organizations
face high and increasing costs and efforts to fulfill the compliance requirements (English & Hammond,
2018, p. 5). Potential consequences of non-compliance are high fines as well as legal disputes and bad
reputation (English & Hammond, 2018, pp. 14-31). Therefore, organizations seek to use DLT to address
those challenges, though in practice, the problem for many organizations is the lack of understanding,
what specific challenges of compliance DLT is able to address. Furthermore, the emerging risks through
the usage of DLT need to be taken into account. Finally, it remains unclear in what potential business
use cases DLT can address those compliance challenges.

Prior research regarding DLT in compliance focuses mainly on the development of DLT-based concepts
to address only selected compliance challenges and proposing illustrative business use cases (e.g. Shbair,
Steichen, Francois, and State (2018), Kaaniche and Laurent (2017)). Thus, the current state of research
lacks an overview of the potentials of DLT for compliance. This thesis seeks to address this gap by

answering the following research question:

RQ: What are the potentials and risks for the use of DLT for organizational compliance?

Therefore, the main objective of this thesis is presenting an overview of the potentials of DLT to address
the challenges of organizational compliance. Furthermore, the main objective is presenting an overview
of the risks that emerge through the use of DLT in this particular area of application. This implies the
sub-objectives: What characteristics of DLT are the key factors addressing these challenges? What DLT
concepts and designs are promoted in the current research? What are concrete business use cases of DLT
in compliance? This provides the basis for further research into the presented DLT solutions, in order to

develop more advanced prototypes for real world business environments.
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The thesis is structured into the following chapters: In chapter 2, we first define the terms of compliance
and derive from this the compliance challenges that organizations must address. Then, we give an intro-
duction into DLT, the underlying concepts and characteristics to provide the required technical back-
ground for the subsequent literature analysis. Chapter 3 explains the applied research method, how we
gathered and analyzed relevant literature. In chapter 4 we describe quantitatively the results regarding
DLT concepts and designs, the relationship between DLT characteristics and compliance challenges as
well as risks and finally business use cases. In chapter 5 we discuss those results accordingly. In the
conclusion, we not only summarize the research, but also point out the limitations of our work and

provide a brief outlook for further research.

2. Background on Compliance and Distributed Ledger
Technology

2.1. Compliance

2.1.1. Definition Organizational Compliance

In organizational compliance, organizations must ensure that their business processes, operations and
practice are in accordance with compliance requirements (Sadiq & Governatori, 2015, p. 265). Compli-
ance requirements have different sources. There are national or international laws, such as the Sarbanes-
Oxley Act, a reform of public company accounting in the USA (Sadiq & Governatori, 2015, p. 265) or
the General Data Protection Regulation (GDPR), an EU law regulating data protection and privacy.
Furthermore, compliance requirements also stem from standards and codes of practice (Sadiq & Gov-
ernatori, 2015, p. 265). For instance, the International Organization for Standardization (ISO) 9000
norm defines a family of quality management system standards and the International Financial Report-
ing Standards (IFRS) defines global accounting standards. Ultimately, contractual partners determine in
business partner contracts the requirements and penalty clauses of non-compliance (Sadiq & Governa-
tori, 2015, p. 265). For simplicity reasons, the term compliance will stand for organizational compliance

throughout the remainder of this thesis.

2.1.2. Challenges in Compliance

Organizations face numerous different challenges in fulfilling the compliance requirements. Some of
these challenges are independent from the organizational structure and the industrial sector. Other chal-
lenges depend strongly on these and other factors. To reach a basis of comparison and to gain a better
overview, we generalized the challenges and categorized them according to Meironke, Seyffarth, and
Damarowsky (2019) into five categories: Legal, organizational, technical, economic and human-cen-

tered challenges. We adopted the categorization of Meironke et al. (2019), since they provide a broad
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overview of challenges in compliance and a reasonable categorization. This will allow us to structure

our analysis and locate those categories, where DLT has strong potentials.

Legal Challenges

Legal challenges contain the challenges that derive from the nature of compliance requirements itself.
Organizations face these challenges independent of their organizational structure or industrial sector.
Maintaining compliance is a dynamic and complex process, the challenge is to adapt to constant and
rapid changes of compliance requirements (Khan et al., 2017, p. 30; Schifer, Fettke, & Loos, 2012,
p. 348). Furthermore, new and changing requirements overlap with other requirements and even come
into conflict with them (Sadiq, 2011, p. 1). This increases the complexity and the need for sufficient
guidelines and expertise to interpret and translate the requirements individually for an organization (Tu-

retken, Elgammal, van den Heuvel, & Papazoglou, 2011).

Organizational Challenges

Organizations are confronted with organizational challenges in compliance that derive among other
things from the organizational structure, industrial sector and business environment. The size of the
organization, the multitude and dynamics of businesses that are incorporated, as well as the degree of
global operations are key factors for the complexity of compliance processes (Fdhila, Rinderle-Ma,
Knuplesch, & Reichert, 2015, p. 165; Sadiq, 2011, p. 1).This implies, for example, that in a cross-or-
ganizational business process an organization has to fulfill not only their internal local compliance re-
quirements, but also the possibly divergent compliance requirements of an involved business partner
(Knuplesch, Reichert, Fdhila, & Rinderle-Ma, 2013, pp. 146—147). The different legislations in every
country and the divergent objectives of stakeholders of business partners intensify the complexity of
compliance processes (Meironke et al., 2019, p. 1898).

Sadiq and Governatori (2015, pp. 266—267) distinguish three interrelated but distinct perspectives of the
different organizational tasks and processes, namely corrective, detective and preventative. In the latter
case, organizations should embed and validate compliance into the business model at design-time. This
way, it is possible to identify compliance conflicts in a preventative manner (Schifer et al., 2012,
pp. 347-348). However, it is difficult to achieve “compliance by design” (Sadiq, Governatori, & Namiri,
2007, p. 150). Among other reasons, every business process needs to be mapped to the relevant compli-
ance requirement and vice versa. The detective perspective includes two main approaches (Sadiq
& Governatori, 2015, pp. 266-267). The first approach, the traditional retrospective reporting, ensures
compliance through external or internal audits after runtime (Sadiq & Governatori, 2015, pp. 266-267).
The second and more recent approach demands compliance already during runtime through automated
detection (Sadiq & Governatori, 2015, pp. 266—267). This implies automated audits (Sadiq & Governa-
tori, 2015, pp. 266-267), up-to-date compliance monitoring (Mylrea & Gourisetti, 2018, p. 71) and (fi-
nancial) - risk monitoring (Parra Moyano & Ross, 2017, p. 412). Both approaches, and especially the
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automated detection, require precise documentation and verification of assets, events, processes, con-
tractual agreements, customer identity data, (financial) transactions and others. The high effort and
amount of resources needed to collect, archive and process these records are immense (Hofman,
Lemieux, Joo, & Batista, 2019). Additionally, the authenticity and integrity of these records need to be
ensured (Abreu, Aparicio, & Costa, 2018, p. 1).

Corrective measures intervene if either new or changing compliance requirements impact the organiza-
tion or if a compliance violation has been detected (Sadiq & Governatori, 2015, pp. 266-267). To find
the origin of violations, the mapping of compliance requirements to their relevant business processes
must be transparent and traceable (Meironke et al., 2019, p. 1898). Additional challenges include provid-
ing sufficient reporting channels for compliance violations (Singi, S, Kaulgud, & Podder, 2018, p. 132).

Technical Challenges

Technical challenges refer to the challenges of providing the necessary IT infrastructure and service to
fulfill the compliance requirements. Organizations currently conduct many of the compliance processes
manually, which is time-consuming and error-prone (Meironke et al., 2019, p. 1898). While organiza-
tions grow, enable new business collaborations, integrate new business segments and outsource others,
the IT infrastructure gets more and more complex. Parallel, redundant and sometimes incompatible IT
systems inside organizations and across organizations arise (P. Zhang, Walker, White, Schmidt, & Lenz,
2017, pp. 1-2). This leads to inconsistent data (Meironke et al., 2019, p. 1899), which is highly prob-
lematic for compliance tasks that rely on consistent data, such as auditing.

Organizations are often dependent on external service providers, which conduct compliance tasks, pro-
vide required IT tools or simply a cloud infrastructure. The centralization character of these service
providers makes them a single-point-of-failure and organizations are forced to trust them (Liang et al.,
2017, p. 474). As part of information governance, a major technical challenge for organizations is to
provide the security and privacy of data. Compliance tasks, such as auditing, require the authenticity
and integrity of data at all times (Kaaniche & Laurent, 2017, p. 3). Personal data is subjected to privacy
regulations, such as the GDPR, which requires among other things transparent storage and usage of
personal data as well as anonymity for the data owner (Schmelz, Fischer, Niemeier, Zhu, & Grechenig,

2018, p. 223).

Economic Challenges

Organizations face high and increasing costs for the provision of compliance, due to inefficient compli-
ance processes, a low degree of automation as well as increased complex compliance requirements and
business processes (Kiihnel, 2017, pp. 2379-2380). Furthermore, many organizations lack data and

measurement methods to evaluate the cost efficiency of compliance processes (Kiihnel, 2017, p. 2383).
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In addition to bad reputation, the financial consequences for being non-compliant can be drastic (English
& Hammond, 2018, pp. 14-31). For example, a violation of the GDPR can result in a fine up to 20
million Euro or in the case of a business up to 4% of its total worldwide annual turnover (Schmelz et al.,

2018, p. 223).

Human-centered Challenges

Although organizations instruct their personnel about compliance tasks and their significance, there still
seems to be a lack of awareness and acceptance for compliance (Meironke et al., 2019, p. 1898). The
lack of knowledge of compliance can lead to unconscious misconduct (Meironke et al., 2019, p. 1898),
though, the biggest challenge remains conscious misconduct such as hiding, altering or faking records
(Abreu et al., 2018, p. 4). Another challenge is that a lack of trust and conflicting interests between
stakeholders impede the necessary exchange of compliance relevant data or the participation in a joint

compliance task (Singi et al., 2018, p. 131).

2.2. Distributed Ledger Technology

2.2.1. Definition DLT

A distributed ledger is a database composed of a chronologically ordered list of transactions, which is
replicated among a certain number of storage devices, so-called nodes (Suciu et al., 2018, p. 370). Alt-
hough its most popular applications are crypto-currencies, such as Bitcoin or Ethereum, the transactions
are not limited to monetary transfers and can be any exchange of data (Suciu et al., 2018, p. 370).

A database network is distinguished by two main factors: The level of decentralization and the level of
distribution of storage location. If only one entity has full control over the database, it is referred to as a
centralized network. This requires complete trust in the controlling entity from all participants. The
opposite is a decentralized network, where the control is divided equally among the participants. A non-
distributed database stores the data in only one location, whereas a distributed database stores consistent
replica of the data in multiple locations.

To reach consistency of the data in a distributed ledger, all participants, respectively the nodes, need to
agree to the current state and updates of the ledger (Suciu et al., 2018, p. 370). The nodes communicate
in a P2P network, where each node is connected to a variable set of neighbors, to broadcast the data in
multiple rounds of message exchanges (K. Zhang & Jacobsen, 2018, p. 1338). The owner of a node,
who operates and controls the node, can be an individual, an organization or an external entity, such as
a regulating authority. Figure 1 illustrates a distributed ledger in a P2P network.

While there are networks, where the participants can trust each other, the DLT is also suitable for par-
tially or fully untrustworthy environments. In an untrustworthy environment, nodes can arbitrarily crash,
be temporarily unreachable, or send malicious conflicting information to the network (Kannengiefer,

Lins, Dehling, & Sunyaev, 2019b, p. 3). This is referred to as the Byzantine Generals Problem (Lamport,
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Shostak, & Pease, 1982, p. 382). Therefore, nodes take part in a consensus mechanism to come to an
agreement over the update of the ledger (K. Zhang & Jacobsen, 2018, p. 1338). Since one can only
append data to the ledger, it requires a large effort to modify or delete data retroactively, once it has
been agreed upon by the network (KannengieBer, Lins, Dehling, & Sunyaev, 2019a, p. 7070). Thus,
DLT provides a high degree of integrity, which guaranties an immutable record of the data (Kannen-
gieBer et al.,2019a, p. 7070). For the remainder of this thesis, we will only use the term ‘integrity’, when

referring to immutability and tamper-resistances.

)

Figure 1: A Distributed Ledger in a P2P Network

In recent years, different concepts of the DLT with diverse designs have been developed to address
different areas of applications in all fields of business (Casino, Dasaklis, & Patsakis, 2019). Three gen-
erations of DLT can be distinguished: DLT 1.0 for digital currency, DLT 2.0 for digital finance with the
introduction of Smart Contracts (see chapter 2.2.2) by the Ethereum blockchain, and DLT 3.0 for digital
society (Zhao, Fan, & Yan, 2016, p. 1). DLT 3.0 includes applications in areas beyond financial markets,
such as government, health, science and Internet of Things (Casino et al., 2019, p. 56). Since DLT 3.0
applications interconnect entire industries and the public sector, it requires scalability and a dedicated
DLT infrastructure (K. Zhang & Jacobsen, 2018, p. 1342). DLT in organizational compliance can be,
depending on the scope of use case, distinguished as DLT 2.0 but predominantly as DLT 3.0. The Hy-
perledger project by the Linux foundation is a prominent example of DLT 3.0 (Androulaki et al., 2018).
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2.2.2. Key Concepts

Hashing and Merkle Tree

Hash functions are mathematical algorithms that transform a given input of data of arbitrary length into
an output of fixed length (Pilkington, 2016, p. 228). Cryptographic hash functions are one-way functions,
thus it is extremely difficult to recreate the input data from the hash value of a given output (Pilkington,
2016, p. 228). Cryptographic hash functions are also deterministic, hence, an identical input transforms
to the exact same hash value (Drescher, 2017, p. 72). Furthermore, they are pseudorandom, which means
that the hash value changes unpredictably by any change of input (Drescher, 2017, pp. 72—73). Ulti-
mately cryptographic hash functions are collision resistant so that the probability of receiving an iden-

tical hash value from different input data is extremely small (Drescher, 2017, pp. 72—73).

Based on Merkle (1990) a so-called Merkle tree is a binary hierarchical tree of hashes. Each leaf node
holds the hash of a data input. Each of the internal non-leaf nodes transforms the hash values of their
two child nodes to a new hash value. The final generated hash value is called the root. The Merkle tree
allows for an efficient verification of the hashed data, since the hash value of the root changes, if the

data of only one leaf node changes. Figure 2 illustrates the concept of a Merkle hash tree.

DLT Concepts and designs

DLT includes different DLT concepts, which are subclassified into different DLT designs. The DLT
concept defines the basic data structure and functionality, in particular in the way the transactions are
validated and stored (KannengieBer et al., 2019a, p. 7070). The most common DLT concept is Block-
chain (Nakamoto, 2008), other DLT concepts are block directed acyclic graphs (blockDAG) and trans-
action-based directed acyclic graphs (TDAG).

A Blockchain, also called hashchain, consist of a sequence of blocks that are linked to form a chain
(KannengieBer et al., 2019b, p. 4). A block in this context is the virtual storage object. The internal
structure of a block various between different Blockchain designs (K. Zhang & Jacobsen, 2018, p. 1338).
It commonly consists of a block header and a block body (Zheng, Xie, Dai, Chen, & Wang, 2017, p. 558).
The block body contains the list of transactions and the block header contains the timestamp, a Merkle
tree root hash of the transactions and the link to the previous block, which is the hash of the previous
block header (Zheng et al., 2017, p. 558). Figure 2 illustrates this structure and concept of a Blockchain.
In blockDAG blocks are linked to multiple parenting blocks in a direct acyclic graph, while in TDAG
the transactions itself contain the link to previous transactions (Yeow, Gani, Ahmad, Rodrigues, & Ko,
2018, p. 1516). For a more detailed description of blockDAG and TDAG, we suggest the work of Yeow
et al. (2018).
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Figure 2: Model of the Blockchain concept and structure with Merkle Tree.

DLT concepts are further classified into DLT designs, that differ in their configuration of the DLT char-
acteristics, which defines the suitability for an application (KannengieBer et al., 2019a, p. 7070). Char-
acteristics are grouped in DLT properties. Ethereum and the Hyperledger framework Fabric are both
examples for a Blockchain design, however they differ significantly in their configuration. IOTA is the

most prominent example of a TDAG. Figure 3 visualizes the hierarchical structure of DLT.

Distributed Ledger Technology

DLT Concepts Blockchain blockDAG TDAG
DLT Designs Ethereum ... Spectre ... IOTA
| |
| |
DLT Properties Security Performance .
| |
DLT Characteristics Integrity Confidentiality . Throughput

Figure 3: Hierarchical Structure of DLT (adapted from KannengiefSer et al. 2019b, p. 4).

Configuration of DLT
There are two fundamental distinctions of a configuration of a DLT design: Private or public and per-
missioned or permissionless. The following definition is based on Axon, Goldsmith, and Creese (2018,

p. 263). A public DLT has no access restrictions and anybody can join the network with a new node,
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view the whole transaction record and submit new transactions. A private DLT has restricted access,
and potential participants are individually granted permission for joining the network and submitting
transactions. A permissionless DLT allows any participant to take part with their nodes in the validation
and consensus process, while in a permissioned DLT a centralized entity controls which nodes are al-
lowed to take part in the validation and consensus process.

Thus, the level of decentralization differs strongly between public and private as well as between per-
missionless and permissioned DLTs. Only public and permissionless DLTs are truly decentralized. Pri-
vate, permissionless DLTs though are centralized due to the presence of the controlling entity (Zheng et
al., 2017, p. 559). For instance, Hyperledger Fabric implements a membership service provider that
manages the identities and the functional range of all nodes in the system (Androulaki et al., 2018, p. 8).
A partially decentralized DLT constructed by different controlling entities, for example multiple organ-
izations, is called a consortium DLT (Zheng et al., 2017, p. 559). Apart from the higher level of decen-

tralization it has the characteristics of a private DLT.

Validation and Consensus

When a node wants to submit a transaction to the distributed ledger, it applies a digital signature with
asymmetric cryptography to the transaction and broadcast it to the peer-to-peer network (Christidis &
Devetsikiotis, 2016, p. 2293). The neighboring nodes validate the transaction and forward it further
through the network until each node eventually received and validated the transaction (Christidis & De-
vetsikiotis, 2016, p. 2293). For example if a node wants to transfer an amount of cryptocurrency that
exceeds its account balance, the transaction is discarded, since the account balance, (the ledger) is known
to the entire network.

In the case of a Blockchain, multiple validated transactions are pooled and packaged into a timestamped
candidate block (Christidis & Devetsikiotis, 2016, p. 2293). The consensus mechanism defines, which
node generates the new block (Christidis & Devetsikiotis, 2016, p. 2294). In public Blockchains a node
that takes part in this consensus process and which is often referred to as a miner, proposes the generated
block back to the network (Christidis & Devetsikiotis, 2016, p. 2293). Every other node verifies the
block by its hash reference to the parent block and by the transactions and finally update their distributed
ledger to the new state (Christidis & Devetsikiotis, 2016, p. 2293).

Due to concurrency and network delays, multiple valid blocks may be generated simultaneously, so that
multiple, possibly contradicting branches of the Blockchain occur (Saito & Yamada, 2016, p. 169). This
phenomenon is called a fork, to resolve it, a fork resolution protocol dictates the new consistent state of
the Blockchain (KannengieB3er et al., 2019b, p. 4). For example, the Nakamoto Consensus protocol of
Bitcoin selects the branch with the longest chain (Nakamoto, 2008). The most common consensus mech-
anism is Proof-of-Work (PoW), which requires a computational puzzle to be solved (K. Zhang & Ja-

cobsen, 2018, p. 1339). This requires immense computational resources, which provides the desired
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integrity of the blockchain (K. Zhang & Jacobsen, 2018, p. 1339). On the other hand, the high compu-
tational costs of the PoW mechanism are highly critical from an economical and environmental perspec-
tive (K. Zhang & Jacobsen, 2018, p. 1339). An alternative to PoW that requires less computational re-
sources is Proof-of-Stake (PoS), where each participant’s voting power is proportional to their amount
of cryptocurrency in that system (Pass & Shi, 2017, p. 389).

In a private or consortium DLT, such as Hyperledger Fabric, an ordering service determines the next
block, which prevents the possibility of a fork (K. Zhang & Jacobsen, 2018, p. 1339). The ordering
service is either executed by a static central node or by periodically changing distributed nodes (K.
Zhang & Jacobsen, 2018, p. 1339). Before the block is appended to the chain, all participating nodes
need to verify the block and agree on the new state (KannengieBer et al., 2019b, p. 4). In the case of
Hyperledger Fabric, the nodes execute a Practical Byzantine Fault Tolerance protocol (PBFT) to reach
an agreement (K. Zhang & Jacobsen, 2018, p. 1339). To obtain further detailed technical information of

the different consensus mechanism, we refer to the provided references.

Smart Contract

Smart Contracts are programmable scripts that allow for the execution of customized business logic on
a distributed ledger (Glaser, 2017, p. 1546). DLTs of the first-generation support only a finite set of
basic OP_CODE:s, such as Bitcoin Script language, to specify the conditions of unlocking and accessing
stored assets (Kannengiefer et al., 2019b, p. 6). DLTs of the second and third generation support arbi-
trary, Turing-complete code in high level programming languages (Suciu et al., 2018, p. 370), such as
Java, Python in Hyperledger and Solidity in Ethereum (Kannengiefler et al., 2019b, p. 6).

Smart Contracts in Ethereum reside on the distributed ledger and are triggered by a transaction to their
unique address or if defined conditions are met (Christidis & Devetsikiotis, 2016, p. 2296). For the ex-
ecution of Turing complete Smart Contracts the Ethereum foundation provides the Ethereum Virtual
Machine (EVM) that runs on every node in the network (Christidis & Devetsikiotis, 2016, p. 2296). The
Hyperledger foundation provides different DLT frameworks that support Smart Contracts in a slightly
different way. Each framework validates and executes the Smart Contract on a dedicated Smart Contract
layer, before it is passed to the consensus layer (The Linux Foundation, 2018, p. 4). The different frame-
works support various Smart Contract technologies and programming languages (The Linux Foundation,
2018, p. 8). The Smart Contract technology of Hyperledger Fabric is called Chaincode, but for the sim-
plicity we will use for the rest of this work the term Smart Contract independently of the underlaying
technological term. Smart Contracts are not only able to send and store any kind of data information on
the distributed ledger, they are also able to retrieve data from external data sources, so-called oracles
(KannengieBer et al., 2019b, p. 6). In case of Ethereum, once a Smart Contract is executed every node
needs to execute the Smart Contract and update to the new state of the distributed ledger (Kannengiefer
et al., 2019b, p. 6). Hyperledger Fabric maintains confidentiality by only propagating the new state to
all nodes, after selected trusted nodes have executed the Smart Contract (Androulaki et al., 2018, p. 4).
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2.2.3. DLT Characteristics

The DLT design determines the DLT characteristics, such as scalability or level of decentralization. We
adopted a comprehensive list of DLT characteristics and its descriptions from KannengieBBer et al.
(20190, pp. 13—14). In their research, they aggregated similar DLT characteristics to DLT properties as
master variables, which we also adopted KannengieBer et al. (2019b, p. 12). The properties are listed
and described in Table 1 and the characteristics in Table 2, Table 3 and Table 4.

Table 1: DLT Properties (adapted from Kannengiefer et al. 2019b, p. 12).

DLT Property Description
Community A group of individuals who have a common interest in using and/or maintaining a DLT design.
Flexibility The degree of technical freedom to customize a DLT design and to deploy applications on a DLT design.
Law &
. The ability of authorities to enforce compliance of a DLT design with legal and regulatory requirements.
Regulation
The perception of an individual of being informed about the relevant actions and characteristics of another party who
Transparency .
uses the DLT design.
The accomplishment of a given task on a distrusted ledger measured against targets for accuracy, completeness, cost,
Performance
and speed.
Security The preservation of confidentiality, integrity, and availability of data stored on a distributed ledger.
Usabilit The extent to which DLT design users can achieve their goals with respect to effectiveness, efficiency, and satisfac-
sability

tion in their use contexts.

Table 2: DLT Characteristics part 1 (adapted from KannengiefSer et al. 2019b, p. 13).

DLT DLT
Description
Property Characteristic
L The engagement and size of the community involved with the continued development of the DLT
Development Activity )
design.
=y Assistance (e.g., documentation, forums) offered by the community or foundation to answer ques-
g Developer Support ) ) ) o )
g tions with respect to deployment and operation of applications on the DLT design.
g The structures in place to motivate contribution of resources (e.g., computing power) for DLT de-
. . p g puting p
@] Incentive Mechanisms . .
sign operation.
Network Size The number of nodes participating in a DLT design.
o The ability to communicate between DLT designs and with other external services from a DLT
Interoperability )
design.
Maintainability The degree of effectiveness and efficiency with which a DLT design can be kept operational.
) The logical partitioning of a DLT design into smaller components to facilitate implementation, up-
Modularity
dates, and change management, among others.
2 Smart Contract The degree to which the DLT design supports the integration, development, and testing of smart
) Support contracts.
X
é’ Token Purposes The possible uses of tokens within a DLT design (e.g., security token, utility token, stable coin).
Transaction The existence and measure of a fixed maximum storage size of a transaction.
Size Limit
Compliance The alignment of DLT design characteristics and operation with regulatory requirements.
Governance The existence of control mechanisms (e.g., decision rights and accountabilities) to ensure desirable
Mechanisms behavior of DLT design users (e.g., customers, miners).
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Table 3: DLT Characteristics part 2 (adapted from Kannengiefler et al. 2019b, p. 13-14).

DLT DLT
Description
Property Characteristic
o The degree to which an independent third party (e.g., state institution, certification authority) can
Auditability . o .
assess the technical functionality and stored data of a DLT design.
g ) ) The probability that a transaction in a DLT design will be intentionally aborted or processed with
B=| Censorship Resistance o ) )
L; malicious modifications.
éb Compliance The alignment of DLT design characteristics and operation with regulatory requirements.
3 Governance The existence of control mechanisms (e.g., decision rights and accountabilities) to ensure desirable
E Mechanisms behavior of DLT design users (e.g., customers, miners).
bil The existence of a real or juridical person that can be subjected to litigation with respect to the DLT
Liability
design.
Block Creation The time between the creation of consecutive blocks (only in DLT designs using blocks).
Interval
Block Size The size of data that can be stored in a block (only in DLT designs using blocks).
. The time until sufficient subsequent transactions have been added to a distributed ledger so that the
Confirmation Latency o . . ) .
likelihood of future transaction manipulation becomes negligible.
History Retention The maximum number of transactions that can be maintained by a DLT design.
) The computational efforts required to operate a DLT design (e.g., transaction validation or block
Resource Efficiency .
o creation).
Q
g Message Propagation The time, bandwidth, and number of connections required to propagate transactions (or blocks)
@ Efficiency through the network.
& Propagation Delay The time between the submission of a transaction (or block) and its recipience by all nodes.
Response Time The time between sending a transaction and receiving feedback from a DLT design.
Scalabil The capability of a DLT design to efficiently handle decreasing or increasing amounts of required
calability
resources (e.g., of transactions per second).
The maximum number of transactions that can be appended to a DLT design in a given time inter-
Throughput
val.
Transaction The time required for verifying the validity of a transaction.
Validation Latency
Traceability The extent to which transactions can be traced chronologically in a DLT design.
>
2 Transaction Content The ability to publicly view a user account’s holdings and transactions in a DLT design.
0]
% Visibility
§ Unidentifiability The degree of difficulty of mapping an account to real identities in a DLT design.
= Node Verification The extent to which nodes are verified prior to joining a distributed ledger.
Cost Financial resources required for the implementation and operation of a DLT design.
2 Ease of Node Setup The ease of configuring and adding a new or crashed node to the DLT design.
% Ease of Use The simplicity of accessing and working with a DLT design.
5 Support for Con- The extent to which devices with limited computing capabilities (e.g., small sensors), can partici-
strained Devices pate in a DLT design.
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Table 4: DLT Characteristics part 3 (adapted from Kannengiefer et al. 2019b, p. 14).

DLT DLT
Description
Property Characteristic
Atomicity The assurance that transactions are either completely executed or not executed.

o The degree to which the correctness of particular data, which is stored on a distributed ledger, can
Authentication

be verified.
Availability The probability that a distributed ledger is operating correctly at any point in time.
Confidentiality The degree to which unauthorized access to data is prevented.
Consistency The homogeneity of data stored by all nodes participating in a DLT design.
Durability The property of a database that data, which was once committed to the ledger, will not be lost.

The degree to which a DLT design continues to operate correctly even if transactions (or blocks)
Fault Tolerance . .
are dropped (or delayed) or if nodes fail.

g Integrity The degree to which transactions stored on the distributed ledger are protected against unauthorized

3 (or unintended) modification or deletion.

” Isolation The property of a database that transactions do not impact each other during their execution.
Level of The number of independent node controllers participating in transaction validation and consensus
Decentralization finding.

Node Trust Level The trustworthiness of nodes participating in a DLT design.
Non-Repudiation The difficulty of denying participation in transactions.
Reliability The period of time during which a distributed ledger is correctly functioning.
The number of blocks in a period of time that have been mined but not appended to the distributed
Stale Block Rate

ledger (only in DLT designs using blocks).

Strength of Encryption | The difficulty of breaking cryptographic algorithms employed by the DLT design.

3. Research Method

We conducted a systematic literature review following the Hermeneutic Approach of Boell and Cecez-
Kecmanovic (2014). A literature review is not a linear, but rather iterative process of gathering relevant
information while developing a broad understanding of it (Boell & Cecez-Kecmanovic, 2014, 260-263).
We therefore applied the two hermeneutic circles: the search and acquisition circle and the analysis and

interpretation circle, which are closely intertwined (see Figure 4).

3.1. Literature Search

Our search and acquisition process followed the approach by Boell and Cecez-Kecmanovic (2014) and
was guided by Lins and Sunyaev (2017). At first, we formulated a general, abstract form of the research
problem and question, which is part of the analysis and interpretation circle. We then started a first
searching cycle in scientific databases with only the major search terms: (“Distributed Ledger Technol-
ogy”” OR Blockchain) AND (Compliance). To obtain a wide coverage of journal and conference articles
and to ensure the high quality of it, we limited our search to peer-reviewed, English articles in repre-
sentative scientific databases: Association for Computing Machinery Digital Library (ACM DL), Asso-
ciation of Information Systems electronic Library (AISeL), EBSCO HOST, Institute of Electrical and

Electronics Engineers Digital Library (IEEE Xplore DL), ProQuest and ScienceDirect.
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Figure 4: A hermeneutic framework for the literature review process consisting of two major herme-
neutic circles (adapted from Boell & Cecez-Kecmanovic, 2014, p. 264).

Through several iterations of searching, reading and identifying further search terms, we refined our
search strategy and developed a more precise form of the research problem and question. For the iden-
tification of potentially relevant literature for further analysis, we used one final search string, that com-
bined the gathered search terms with logical operators. This way, we received one consistent search
documentation. We scanned the title, keywords and abstract of articles with the search string: (“Distrib-
uted Ledger Technology” OR DLT OR Blockchain OR “smart contracts” OR Ethereum OR Hy-
perledger) AND (compliance OR “general data protection regulation” OR GDPR OR KYC OR financial
risk OR auditing OR “business process compliance” OR BPC OR regulation OR law). Following the
search circle, we sorted out books and grey literature, including dissertations, case reports and magazines.
We then read all titles and keywords to sort out duplicates and articles that were completely off topic
but occurred for example due to matches with abbreviations of the search terms. In the next step, we
read the abstract of the remaining articles, to select those articles that are potentially relevant. The se-
lected articles were acquired and fully read. In the final step, we skimmed the full text of the articles and
categorized them into two groups: The relevant articles, that we passed to the analysis circle and the
partially relevant articles, that only cover the subject of compliance or DLT as a side topic and that we

did not analyze further. The relevant articles are listed with a reference number in the Appendix A.

3.2. Literature Analysis

In the mapping and classifying process of the analysis circle we conducted three concept matrices
through an iterative process. It consisted of thorough analytical reading of the relevant articles and de-

fining the structure of the matrices, variables and the appropriate coding scheme.
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C1: DLT Concepts and Designs

The first concept matrix, C-1, provides a descriptive overview of the DLT concepts and designs for the
use in compliance, that are presented in the literature. The rows of the matrix represent the relevant
articles with reference numbers (see Appendix A). The columns represent DLT designs, that we grouped
equivalent to their superordinate DLT concept and sorted by their frequency of occurrence in the litera-
ture. Table 5 illustrates this schematically. We added a DLT design to the list, if it was studied and
recommended by the author regarding the subject of compliance. We then coded every intersection of
articles and DLT designs, that met the criteria, with an ‘x’. If the author either did not mention the DLT

design or studied it in the context of a different subject, we left the intersection blank.

Table 5: Schematic of Concept Matrix C-1: DLT Concepts and DLT Designs.

DLT Concept e.g. Blockchain

DLT Design e.g. Ethereum e.g. Hyperledger

Reference Number

1 X
2 X S
Frequency of Occurrence 2 1

C2: DLT Characteristics vs. Challenges and Risks

The second concept matrix, C-2, provides an overview of the relationship between DLT characteristics
on the one side and challenges and risks of using DLT on the other side. The rows of the matrix represent
the dependent variables: DLT characteristics. The columns represent the independent variables: chal-
lenges of compliance as well as risks that can emerge through the use of DLT. We adopted the compre-
hensive list of DLT characteristics (see chapter 2.2.3) from Kannengiefer et al. (2019b, pp. 13—14). In
their research, they aggregated similar DLT characteristics to DLT properties as master variables, which

we also adopted and used to structure our matrix accordingly Kannengiefler et al. (2019b, p. 12).

For the identification and aggregation of the independent variables, we followed the method of Lacity,
Khan, Yan, and Willcocks (2010, p. 398). In an iterative process, we first identified the variables and
checked them for semantic ambiguities as suggested by Shaw and Gaines (1989) (Lins & Sunyaev, 2017,
p. 6). Therefore, we determined one variable name and description, if different terminology was used to
describe essentially the same concept (Shaw & Gaines, 1989, p. 343). In the second step, we defined the
independent master variables and mapped the variables to them accordingly (Lacity et al., 2010, p. 398).
The independent master variables aggregate similar challenges and risks. We adopted and generalized
many of the challenges and risks from Meironke et al. (2019) and merged them with our own list of

variables.
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When we identified a relationship between the dependent and independent variables, we coded the in-
tersection with the according reference number from the list of relevant articles (see Appendix A). In
addition, we assigned one of three possible codes to the relationship, using the coding scheme of Jeyaraj,
Rottman, and Lacity (2006, pp. 4-7): If the author strongly argued, that a higher value of the DLT char-
acteristic has a positive effect addressing the challenge or reducing the risk, we coded it as ‘+’. If the
author strongly argued that a higher value of the DLT characteristic has a negative effect addressing the

3

challenge or fortify the risk, we coded it as ‘-> and marked it red. An exception to this rule are the
variables: Block Creation Interval, Confirmation Latency, Propagation Delay, Response Time, Trans-
action Validation Latency, Node Trust Level and Cost. For these variables a lower value is coded ‘“+’
for a positive effect addressing the challenge or reducing the risk, respectively ‘-’ for a negative effect
or the fortification of the risk. If the relationship was studied by the author but not evaluated, we coded

it as ‘0’. Table 6 illustrates this schematically.

Table 6. Schematic of Concept Matrix C-2: DLT Characteristics vs. Challenges and Risks.

Challenges in Compliance Risks Through Use of DLT
e.g. Precise Documentation and ... | ... | e.g. Non — Conformity of DLT
Master Variable: Challenge/Risk . . . .
Verification with laws and regulations
e.g. Authenticity and integ- .e. | ... | e.g. Non— Compliance with
Variable: Challenge/ Risk ) )
rity of evidence and records GDPR
DLT DLT
Property Characteristic
e.g. Smart Contract
e.g. e.g. [3,12,16,24] + [Reference Numbers] -
Support
Flexibility

C3: Business use cases

In the third concept matrix, C-3, we identified all business use cases of DLT in compliance, that are
presented in the literature. The rows of the matrix represent the business use cases and the columns the
relevant articles with reference numbers (see Appendix A). If we identified a new business use case, we
added it to the list and coded the intersection with an ‘x’. If a business use case was studied by the author
and fitted to an existing one from the list, we coded the intersection with an ‘x’. Table 7 illustrates this

schematically.

Table 7: Schematic of Concept Matrix C-3: Business Use Cases

Business Use Case e.g. Financial Risk Management | e.g. Auditing of Software Development

Reference Number
1 X
2 cee X
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4. Results of Literature Review

4.1. Descriptive Results of Literature Search

In this chapter we will describe the results of our literature review on a quantitative basis. Our final
literature search string yielded a total sum of 965 peer reviewed articles. We excluded 45 non-English
articles and another 150 articles belonging to books and grey literature. After we read the title and key-
words of the articles, we excluded 7 duplicates and marked 161 articles to be further examined. We then
read the abstracts and identified 41 potentially relevant articles that we acquired and read. Finally, we
determined 27 articles as relevant and coded our three concept matrices based on them. The whole se-

lection process of our literature search is illustrated in Figure 5.

Literature Search
Databases: ACM DL, AlSeL, EBSCO HOST, IEEE Xplore DL, ProQuest and ScienceDirect

Search Term: (“Distributed Ledger Technology” OR DLT OR Blockchain OR “smart contracts” OR Ethereum OR Hyperledger)
AND
(compliance OR “general data protection regulation” OR GDPR OR KYC OR financial risk OR auditing OR
“business process compliance” OR BPC OR regulation OR law)
Limits: Searched within title, abstract, keywords (T+A+K); Peer-reviewed only
Total search resulfs: n = 965 articles

. 2

. Excluded n= 195
Articles filtered (n= 965)

Non-English (45), Grey literature & books (150)

¥

Articles screened based on title and keywords (n = 770)

4

Articles screened based on abstract (n= 161)

L 2

Potentially relevant articles acquired and read (n=41)

L 2

Final result of literature search: n = 27 relevant articles

Excluded n= 609

Duplicates (7), off topic or irrelevant (602)

Excluded n= 120 irrelevant

Excluded n= 14 only partially relevant

111 1

Figure 5: Literature Search and Selection Process Model (adapted from Lins & Sunyaev, 2017, p. 6).

4.2. DLT Concepts and Designs

In our first concept matrix, C-1, we identified and listed 13 different DLT designs that are all classified
as a Blockchain. Other DLT concepts, like TDAG, were not studied in the literature. Some of the authors
are not explicitly recommending a certain Blockchain design, but rather referring to the main configu-
ration: permissioned or permission less and private, public or consortium blockchain. We listed 11 arti-
cles, where the authors recommended a permissioned blockchain configuration and zero articles with
explicit recommendation for a permissionless one. We counted seven recommendations for a private

blockchain, two for a public one and four recommendations for a consortium blockchain.
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Table 8 is a breakdown of C-1 showing the DLT designs with the highest frequency of occurrence. The

complete concept matrix is presented in the Appendix B.

Table 8: Breakdown of Concept Matrix C-1: DLT Concepts and DLT Designs.

DLT Blockchain
Concept
DLT o w
T 505 |2 3 |elS 2+ g
8§13 |3 g & 5|88 S | . ki
AN i RN RN R I R R -
2| 5|28 882|288 (2|5 EE| 2|5 |2
M| T | T A2 o | A= | a1 & &al| &l 8
Reference
Number
1
2 X X
3 X X X
4 X X
5 X
6 X X X X
7 X X
8 X
9
10 X X X
11 X X X
12 X X X
13 X
14
15 X X X
16 X X X
17 X X
18 X X X
19 X
20 X X X X X
21 X X X
22
23 X X X X X
24 X
25 X X X
26
27 X
Frequency 9 8 4 2 2 2 2 1 11 1 7 2 4




Results of Literature Review 19

In eight articles the authors recommended in general Hyperledger and in additional four articles they
explicitly recommended the Hyperledger framework Fabric. The second most recommended Blockchain
design is Ethereum with nine articles referring to it. The authors recommended the Quorum, Multichain
and ProvChain Blockchain as well as Blockchain as the general technology each twice in the literature.
Quorum is a fork of the Ethereum protocol. Instead of Ethereum’s public and permissionless Blockchain
design, Quorum is configurable as a private and permissioned Blockchain for enterprise applications
(Magrahi, Omrane, Senot, & Jaziri, 2018, p. 2). Equivalent to the Ethereum Blockchain, Quorum sup-
ports the Smart Contract language, Solidity. Quorum is a project of JPMorgan Chase.

Multichain 2.0 is an open-source-fork of Bitcoin core protocol but is primarily used in a private or
consortium configuration for enterprise applications (Al-Zaben, Hassan Onik, Yang, Lee, & Kim, 2018,
p- 81). ProvChain is a concept of a blockchain-based data provenance architecture, to provide prove-
nance tracking and auditing for cloud data storage (Liang et al., 2017, p. 470). The underlying block-
chain configuration is not further described in the literature. The other Blockchain designs, namely R3
Corda, Sia, Filecoin, Factom, Verady, Libra, PikcioChain, Truyo and Volta, were each recommended
only once and thus we will not discuss them any further. We will narrow our focus on Hyperledger and

Ethereum respectively Quorum.

4.3. DLT for Challenges in Compliance

For the first part of our concept matrix C-2, we identified a total of 59 challenges in compliance, which
we then aggregated to 19 master challenges (see Table 9). We coded the relationship between every
characteristic of DLT and every challenge in compliance. We listed only those challenges in compliance,
where at least one author studied a relationship between a DLT characteristic and the challenge. To gain
a better overview, we sorted the master challenges according to Meironke et al. (2019) into the five
categories: Legal, organizational, technical, economic and human-centered challenges. The complete
and detailed results of C-2 are shown in the Appendix C. For a breakdown of C-2 we split the matrix
and present in Table 10, Table 11, Table 12 and Table 13 the matrix with only aggregated challenges.

Furthermore, we left out the DLT characteristics where no relationship with a challenge or risk occurred.

The authors of the relevant articles that we analyzed focused mostly on the organizational and technical
challenges in compliance. Meironke et al. (2019), however, studied in their work a wide range of chal-
lenges including also legal, economical and human-centered challenges. We identified only a few argu-
ments of other authors, regarding economic and human-centered challenges and no arguments for legal

challenges.



Results of Literature Review

20

Table 9: Master Variables: Challenges in Compliance

Challenges in Compliance

Description

Complexity of compliance

The number and complexity of compliance requirements is high and increas-

requirements ing. Compliance requirements can come in conflict with each other.

= | Transformational pace and change of | Continuous and sometimes rapid change of compliance requirements.

)

2 | compliance requirements

Difficult interpretation of Due to the complexity and lack of implementation guidelines of compliance
compliance requirements requirements, divergent interpretation of terms and concepts can occur.
) ) The complexity of compliance processes is dependent on the size of an or-
Complexity of business and o ) ) )
) ganization, the multitude and dynamics of business processes and the degree
compliance processes o
of global activity.
) o Complex risk and vulnerability analysis in business processes. Difficulties
Modeling and design-time . . . . i .
) ) ) in modeling and mapping compliance requirements to business processes.
verification of compliance ) ) ) )
) Incomplete documentation of business processes. Various process modeling
requirements
Té languages.

o - — - - - - - :
= Compliance monitoring High manual, time-consuming effort to forward compliance checking. Dif-
'g and auditability ficulties to provide compliance monitoring and auditability.

S ) o o Providing a high degree of transparency for risk monitoring and preserving

Financial risk monitoring ) o
anonymity between financial institutes.
) ) Precise, authentic and tamper-proof documentation and verification of as-
Precise documentation and o
. . sets, events, processes, contractual agreements, customer identity data or (fi-
verification . .
nancial) — transactions.
Transparency and Insufficient reporting channels. Protection of anonymity for whistleblowers.
traceability of compliance Insufficient traceability of compliance requirements and sources.
Technical support and automation of | Identification of compliance violations and fraud. Low level and potential
Compliance of automation of compliance processes.
Complex and inefficient IT and Distributed, heterogeneous and isolated applications and systems. Parallel
= | compliance infrastructure and low systems and redundant data. Inconsistent data and decisions of management.

Q
£ | system integration Incompatible IT systems.

Q
&2 | Dependency on service providers and | Monopoly of service providers. Service provider as single-point-of-failure.

centralization of services Lack of trust regarding the service provider

Technical aspects of data security and | Confidentiality, availability, authenticity and integrity of data. Transparency

privacy of data storing and usage. Data privacy and anonymity.

Inadequate cost efficiency of Costs for provision of compliance. Lack of cost efficiency of compliance
§ provision of compliance processes. Consequential charges and legal costs.

g Insufficient efficiency of resources Low alignment to efficiency. Inefficient allocation of resources.
=
[5.10) Difficulties concerning measurability | Extensive data processing and evaluation. Lack of key figures and measure-

of compliance ment methods to evaluate cost efficiency.
Compliance seen as a bureaucratic burden. Ignorance and lack of communi-
= | Lack of awareness and acceptance )

o cation.

0
5 | Conscious or unconscious miscon- Deficits in knowledge and errors. Insufficient compliance focus. Preventing
Q
g duct deliberate infringement
g Conflicts of interest and trust issues Diverse interests and goals. Different roles and relevance. trust issues in dis-
T

between stakeholders

tributed working environments. Different opportunities of influence.




Results of Literature Review 21

We identified arguments in almost every article for positive effects of the DLT properties flexibility,
law and regulations, transparency and security on the organizational challenges. We counted 18 articles,
where the authors emphasized the positive effect of DLT characteristics to address the challenge of
deficiencies in compliance monitoring and auditability. The results for the challenge of precise docu-
mentation and verification disclose resemblances. We identified only sporadic arguments for positive
effects of DLT characteristics addressing the challenges of complexity of business and compliance pro-
cesses, modeling and design-time verification of compliance requirements and lack of transparency and

traceability of compliance.

In 22 of the articles the authors argue that the flexibility, transparency and security of DLT have a pos-
itive effect addressing the technical challenges of compliance. The results suggest that almost every
DLT characteristic of the properties law and regulation, transparency and security have a positive effect
on technical aspects of data security and privacy. However, there are some conflictive results regarding
the effect of the DLT’s characteristic integrity and technical aspects of data security and privacy. We
will explain and discuss this conflictive result as well as all the above-mentioned relevant relationships

in the following discussion chapter.
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Table 10: Breakdown of Concept Matrix C-2: Challenges in Compliance
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Table 11: Breakdown of Concept Matrix C-2: Challenges in Compliance
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Table 12: Breakdown of Concept Matrix C-2: Challenges in Compliance
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Table 13: Breakdown of Concept Matrix C-2: Challenges in Compliance
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4.4. Risks Through the Use of DLT

For the second part of the concept matrix C-2 we identified a total of 17 risks, that organizations must
consider using DLT for compliance. We aggregated them to nine master risks. A complete list of the
master variables with descriptions is presented in Table 14. We coded the relationship between every
characteristic of DLT and every risk. The complete and detailed results of the second part of C-2 are
shown in the Appendix D. For a breakdown of C-2 we present in Table 15 and Table 16 the matrix with
only aggregated risks.

Table 14: Master Variables: Risks through the use of DLT

Risks
Description
through the use of DLT
Surveillance Surveillance and profiling through evaluation of metadata.

Identification of perpetrator | Anonymity or pseudonymity of perpetrator.

Difficulties to restructure Lack of expertise for blockchain technology. Required system modulations. Incon-
the IT and compliance sistency problem if not all stakeholders participate and all necessary business pro-
system cesses are implemented via the DLT.

Non - Conformity of DLT Immutability of illegal content on the DLT. Non - Compliance with the GDPR.

with laws and regulations

Hard fork-event can compromise the integrity of data. Mathematical or processing
power advancements (e.g. quantum computers) can compromise DLT cryptography
Security problems retroactively. Difficulties translating rules error-free into Smart Contract program
code. Behavior of Smart Contract instances cannot be predicted with certainty. Zero-

defect-tolerance of Smart Contracts during execution.

Job losses due to automa- Automation may lead to the reduction of intermediaries, process steps and a possible

tion loss of jobs.

) Dominance of the miners: Monopoly position of the miners due to high computing
IT dependencies ) ) ) ) o
requirements, miners can reject transactions, which increases dependency.

Performance problems Performance of Peer-to-Peer networks inferior to regular networks.
High consumption of Potentially insufficient storage capacities for the local storage of the DLT copy. High
resources energy wastage.

Half of the authors focused only on the advantageous of DLTs and did not mention any risks, that are
caused by DLT. The risks include economic risk, such as the consumption of resources as well as tech-
nical risk, such as security problems. Furthermore, we identified legal risks, such as non-conformity
with laws and regulations and society risks, such as job losses due to automation. It is noticeable that
especially the DLT properties transparency and security are the most beneficial properties to address
several challenges. On the other hand, these properties are accountable for several risks. We will exam-

ine this in detail in the discussion chapter.
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Table 15: Breakdown of Concept Matrix C-2: Risks through the use of DLT
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Table 16: Breakdown of Concept Matrix C-2: Risks through the use of DLT
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4.5. Business Use Cases of DLT in Compliance

The third concept matrix C-3 (see Appendix E) lists a total of 24 business use cases, where, according
to the authors, DLT could addresses successfully challenges of compliance in organizations. We identi-
fied five business use cases in the financial sector, such as Automated Know Your Customer (KYC)
Checks of Financial Transactions (Dillenberger et al., 2019) or Financial Risk Management (Kavassalis,
Stieber, Breymann, Saxton, & Gross, 2018). KYC is a compliance requirement for financial institutions
and insurances, to prevent money laundering and financing of terrorism. Furthermore, we identified
eight business use cases in the area of auditing, such as Auditing and Monitoring Compliance of Assets
in a Circular (Economy) Business Model (CBM) (Alexandris, Katos, Alexaki, & Hatzivasilis, 2018) and
Audit Logs in Online Transaction Processing (OLTP) (Ahmad, Saad, Bassiouni, & Mohaisen, 2018).

In the area of Information Governance of Personal Data, the authors proposed in total four business use
cases, such as Blockchain Based Personally Identifiable Information Management System (Al-Zaben et
al., 2018) and Health Insurance Portability and Accountability Act (HIPAA) Compliant Information
Governance in the Healthcare Industry (P. Zhang et al., 2017). Additional business use cases include
Supply Chain Provenance Tracking (Dillenberger et al., 2019; Wohlgemuth, Umezawa, Mishina, &
Takaragi, 2019), Advertising Verification to Avoid Advertising Fraud (Anjum, Sporny, & Sill, 2017),
Business Process Compliance in general (Meironke et al., 2019), Distributed Software Development
with Open Source Licenses (Singi et al., 2018) and Critical Infrastructure Protection (CIP) Compliance
(Mylrea & Gourisetti, 2018).

5. Discussion

Due to the large number of DLT characteristics and compliance challenges and the limitation of this
thesis, this discussion focuses on the most prominent relation between DLT characteristics and chal-
lenges. Regarding legal, economic and human-centered compliance challenges, the results suggest a
rather low potential of improvement through the use of DLT. Thus, we will focus our discussion mainly
on how DLT can address organizational and technical compliance challenges and review only a few

aspects of economic and human-centered challenges.

DLT Design for Compliance

New DLT designs with different characteristics are constantly being developed and published, thus or-
ganizations raise the question which of the many DLT designs is most suitable to their needs. The type
of application, the network size and the performance requirements are, among others, all aspects that
define, what DLT design should be used for. There is not a one-size-fits-all DLT design for every situ-

ation, but rather it is conditioned by many trade-offs between different DLT characteristics. We will
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look at some of these trade-offs in the following sections. For a comprehensive overview of the trade-
offs of DLT characteristics we refer to Kannengief3er et al. (2019b).

The results of our literature review show, that, despite the existence of other DLT concepts like TDAG,
the authors mentioned and recommended only the Blockchain concept for the use in compliance. The
overall consensus of Hyperledger or Ethereum as their favored Blockchain design has several reasons,
although these two designs have different configurations and characteristics. The main reason is the
advanced support of Smart Contracts by Hyperledger and Ethereum. As our results show, in most cases
the use of Smart Contracts is the foundation of the solution statement to address the compliance chal-
lenge. We will discuss this in detail in the following section about Smart Contracts. Since all of the
presented approaches in the literature are in a conceptual design phase, it is primarily important to im-
plement a working prototype in the most efficiently manner. Hyperledger and Ethereum are a suitable
choice for this matter, because both designs are open source with a strong developer and support com-

munity as well as being functional and stable (Ahmad et al., 2018, p. 447).

The Ethereum Blockchain in its original configuration is public and permissionless. This means that any
transaction, Smart Contract or data on the distributed ledger is publicly viewable and anybody can be
part of the network and the consensus process. While this could be a viable solution for governmental
institutions or public organizations to provide full transparency, it is not the case for private organiza-
tions. Organizations do not want to have their financial records or customer data on such a permission-
less and public network (Parra Moyano & Ross, 2017, p. 420). Hence, five of the nine authors, that
recommended Ethereum, suggested a permissioned and private or consortium configuration based on
the Ethereum Blockchain. The Quorum Blockchain is such a viable solution and fulfills confidentiality
and governance requirements of organizations through its private and permissioned configuration. Fur-
thermore, the Quorum Blockchain requires no decentralized consensus mechanism, like PoW or PoS,
because of its private or consortium network. Quorum implements two consensus mechanisms: Raft-
based and Istanbul BFT. These consensus mechanisms provide in comparison to PoW or PoS a higher
transaction throughput and other beneficial characteristics for the use in organizational environments

(JPMorgan Chase, 2018).

Hyperledger Fabric is by design a permissioned and private or consortium Blockchain. It offers high
degrees of confidentiality and flexibility through a modular framework architecture (Magrahi et al., 2018,
p. 2). Hyperledger Fabric implements the PBFT consensus mechanism, which provides a cost-efficient
and high transaction throughput (Bayle, Koscina, Manset, & Perez-Kempner, 2018, p. 788). Organiza-
tions can configure and optimize Hyperledger Fabric exactly to their needs by changing different com-
ponents, such as consensus mechanism, identity management or key management (Ahmad et al., 2018,

p. 447).
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Hyperledger as well as Quorum or any other private or consortium DLT still has a controlling entity, a
so-called trusted third party (TTP), which governs the DLT-based network. By contrast, Ethereum elim-
inates the TTP through its public nature (Parra Moyano & Ross, 2017, pp. 419-420). In case of a private
or consortium network, in which different organizations take part, an external entity can take the role of
the TTP. Depending on the required compliance regulations, this entity could for instance be a govern-
mental authority, regulator or third-party auditor. In theory, the TTP might be corrupt or compromised
by hacking or by insider fraud. However, in most western countries the possibility of a corrupt TTP is
considered to be low (Parra Moyano & Ross, 2017, pp. 419—420). Thus the beneficial characteristics of
a private network like Hyperledger outweighs the risk of a corrupt TTP (Parra Moyano & Ross, 2017,
pp. 419-420). In case of a corrupt TTP, the distributed validation through the PBFT protocol supports

the detection of such abnormalities.

Smart Contracts

In many cases, it is possible to translate compliance requirements from legal terms into structured logical
expressions (Dillenberger et al., 2019, p. 9), thus machine-readable code and then implement it into a
Smart Contract. The process itself is a difficult challenge and demands very high technological and legal
expertise (Al Khalil, Butler, O’Brien, & Ceci, 2017), though, the advantage is that Smart Contracts can
monitor business processes or transactions and automatically enforce the compliance requirements in a
detective way during runtime (Meironke et al., 2019, p. 1900). Another advantage is that organizations
which operate in multiple countries with different laws, regulations and standards, are able to add each
local compliance requirement to their international distributed ledger. Thus, Smart Contracts can be
applied in the compliance processes of multi-national organizations or distributed working environments
to automatically detect and inform conflicts about regulations from different jurisdictions. This prevents,
for example, unconscious non-compliant acts of employees who were not aware of foreign compliance
requirements. A suitable business use case is, for instance, the Distributed Software Development with

Open Source Licenses (Singi et al., 2018).

Smart Contracts are also able to facilitate the auditing process with a third-party auditor (TPA), such as
a governmental entity. For this purpose, different Smart Contracts control access rights and ownership
registries of data or assets and the auditing policy for the TPA (Alexandris et al., 2018, p. 4). Smart
Contracts can not only facilitate TPAs, but also supersede them in some use cases. Smart Contracts can
automatically execute auditing tasks, such as verifying the integrity of data in databases, to omit the trust
requirement for a TPA (Yu & Yang, 2018, p. 492). It is also possible to deploy compliance requirements
with Smart Contracts between different interconnected DLTs, so-called satellite chains (W. Li, Sforzin,
Fedorov, & Karame, 2017, p. 11). Another effective and resource efficient use of Smart Contracts is the

automated, secured documentation and formatting of evidence, such as financial events and transactions
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(Kavassalis et al., 2018, p. 50) or requests and permission logs of financial customer data (Norvill,

Steichen, Shbair, & State, 2019, p. 10).

In the field of information governance of personal data, regulations, such as the GDPR, obligate organ-
izations to provide the data owner with full control over their personal data. This includes full control
over usage, deletion, transfers and access rights of their personal data (Al-Zaben et al., 2018, p. 77).
Smart Contracts are able to hold and execute the terms and conditions for using the personal data of an
individual along with their consent (Al-Zaben et al., 2018, p. 79). Hence, the individual, the data owner,
keeps full control by dictating the conditions of the Smart Contract (Kaaniche & Laurent, 2017, p. 3).
This could be a viable solution for an information governance system in the health care industry (Bayle

etal., 2018).

Beside the many beneficial aspects of Smart Contracts, there are, however, some important risks that
must be considered before their implementation. At first glance, the acceptance of high-level program-
ming languages makes it relatively easy to specify and encode Smart Contracts (Frantz & Nowostawski,
2016, p. 211). However, it is difficult to fulfill the requirement of error-free code (J. Li, Greenwood, &
Kassem, 2019, p. 290). Additionally, hybrid on/off-chain architectures fortify the risks of implementing
buggy Smart Contracts due to their higher complexity (Molina-Jimenez et al., 2018, p. 86). A security
bug or a deviation between the execution and the defined rule can cause legal problems, loss of sensitive
information or financial losses and others. Therefore, Smart Contracts must be thoroughly validated and
tested before their use (Molina-Jimenez et al., 2018, p. 86). From a social point of view an increase in
automation of compliance tasks through Smart Contracts will likely lead to an elimination of unneces-

sary process activities and intermediaries, hence eventually to job losses (Meironke et al., 2019, p. 1902).

Transparency and Security

There are compliance processes that require the collaboration of multiple parties. In such a collaboration
between organizations and customer, between multiple organizations or between organizations and
trusted third parties like a TPA, trust issues occur. This is often based on asymmetric information (Aker-
lof, 1970). To reduce this asymmetry, a high level of transparency is desirable, while keeping identities
as well as personal and business sensitive data protected. DLTs like Hyperledger or Ethereum provide
a full chronological record of every transaction on the distributed ledger at any time (Dillenberger et al.,
2019, p. 8). The traceability and the ability to view the content of the distributed ledger is the key factor
for every auditing process, compliance monitoring, provenance tracking and verification of evidence
and records. Timestamped and traceable records make corrective measures such as the investigation to
the source of a compliance breach feasible. Liang et al. (2017), for instance, present a Blockchain-based
data provenance tracking architecture for cloud storage applications. Their concept provides transpar-

ency and auditability for TPAs, while at the same time ensuring privacy for the content owner. Kaaniche
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and Laurent (2017) developed a Hyperledger-based concept, with which organizations can provide au-
diting of data usage for their customer. Hence, the organization can fulfill the requirement to give data
owners full transparency on how they collect, store, access and process their (personal) data. In the use
case of distributed KYC identity data processing (Parra Moyano & Ross, 2017), one financial institution
collects and stores the KYC identity data of a customer and shares it with the customers permission with
other financial institutions, which are part of the same network. However, the financial institutions do
not trust one another and compete for the customer’s assets and accounts. The DLT allows them to
collaborate anonymously, but ensures through Smart Contracts that all parties involved comply with
regulations at all times (Parra Moyano & Ross, 2017, p. 422). DLT overcomes the trust issues between
the collaborating parties by making all relevant information equally available to the involved parties,

thus averting asymmetric information.

While transparency is necessary for many compliance tasks, the security, in particular the integrity and
authenticity of data, is essential and the key benefit of DLT. To ensure these features, every node in the
network validates and stores the entire data and executes every Smart Contract that is on the distributed
ledger. This is a simplification of the validation and consensus process, since different DLT designs
have different gradations of the functional range of the nodes. However, by raising the number of par-
ticipating nodes, hence the level of decentralization, the integrity and the availability of the data im-
proves. Considering again the previous use case, the KYC record of a customer is stored tamper-proof
and consistently distributed in the ledger, which serves all financial institutions as well as TPAs as a
single point of truth (Parra Moyano & Ross, 2017, p. 422). The DLT ensures that nobody, not even with
access to the data, such as the data owning organization, a competitor, a government entity nor any third
party is able to modify or erase any data on the distributed ledger. This prevents the conscious miscon-
duct of hiding, altering or faking records and is essential, when verifying documentation, conducting
audits or investigating into compliance breaches.

In addition to the authenticity and integrity of data on the distributed ledger, organizations gain full
control over access rights of data through private and public key management (Liang et al., 2017, p. 472).
The benefit of confidentiality is especially relevant for preserving data privacy and anonymity, but also
for business sensitive or safety-critical data. The use case of a multi-disciplinary optimization (MDO)
process between distributed engineering teams in the aircraft building industry illustrates the benefit of
DLT (Reniers et al., 2019). Engineering teams from multiple organizations collaborate in the research
and development process and thus need to share safety-critical information. Due to the safety critical
nature of the data, the non-repudiation of data access operations and its auditability must be ensured
(Reniers et al., 2019, p. 346). The proposed DLT fulfills the requirement of sharing the data confiden-
tially among the specific parties while preserving accessibility only to the designated parties (Reniers et
al., 2019, p. 348). Every data access and modification is recorded on the distributed ledger to provide
non-repudiation and auditability (Reniers et al., 2019, p. 347).
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Even though the DLT provides confidentiality and anonymity and data is usually additionally encrypted,
there remains the potential risk of surveillance or profiling through the analysis of metadata of transac-
tions (Ma et al., 2018, p. 74). The metadata, such as transaction times, is publicly available due to the
traceability and transaction content visibility. Another controversial aspect is the unidentifiability char-
acteristic. In case of an investigation into an infringement of compliance, it is difficult to identify the
perpetrator, if the DLT provides anonymity or pseudonymity through a high degree of unidentifiability
(Meironke et al., 2019).

The increase in digitalization of compliance processes make organization more dependent on a stable,
functional and continuous IT system. A high level of decentralization averts the dependency in one
entity as a single point of failure (Liang et al., 2017, p. 474). The DLT’s degree of availability, durability,
fault tolerance and reliability are dependent on the DLT design, configuration, consensus mechanism
and on the size and complexity of the network. In case of single nodes failing, the distributed character
helps the system to be less vulnerable. This supports the use in critical infrastructure systems, such as
the use for cybersecurity of energy grids. Mylrea and Gourisetti (2018) elaborate the advantages of a
Blockchain-based system for the North American Electric Reliability (NERC) Critical Infrastructure
Protection (CIP) compliance process. They propose a system that automatically detects compliance vi-
olations in a preventative way already at design time as well as during runtime (Mylrea & Gourisetti,

2018, pp. 71-72).

Interoperability and Performance

Many of the above-mentioned possible applications of Smart Contracts require the interoperability with
other systems to address the compliance challenge. This includes the interoperability of Smart Contracts
or the whole DLT with other trusted structures or interfaces, such as non-DLT-based IT-systems or other
DLTs. The external (off-chain) sources, from which the Smart Contract retrieves data, are called oracles.
As an example. in distributed KYC identity data processing the bank’s local non-DLT-based client ap-
plication communicates with a Smart Contract of a customer in order to obtain the customer’s KYC
verification status (Parra Moyano & Ross, 2017, p. 419).

In this use cases, the required storage capacity of a DLT for a small data set per individual is sufficient.
In other use cases, extensive documentation and large files must be stored for compliance. Since the
current DLT designs are not capable of storing large data files and being scalable as well as providing
high performance at the same time, the solution is a hybrid on/off-chain storage system (Reniers et al.,
2019, pp. 350-351). The term on/off-chain stems originally from the Blockchain but is used here uni-
versal for any DLT. The actual data is stored off-chain in a trusted database and the distributed ledger
only stores hash values of the data and, or metadata, such as its location. This way, a modification of the

actual data changes the hash value. It is therefore possible to recognize any modification of the data in
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the database by comparing the original hash value on the distributed ledger with the current hash value
of the data (Al-Zaben et al., 2018, p. 80). This provides verification of data integrity and availability of
the data at the same time (Reniers et al., 2019, p. 351). Furthermore, an off-chain solution reduces sig-

nificantly the computational resources and cost for storing data on-chain (P. Zhang et al., 2017, p. 2).

Another reasons to store data off-chain is the risk that DLT is not compliant with regulations regarding
the controlling and processing of personal data. For instance, article 17 of the GDPR requires “the right
to be forgotten” meaning that the data owner has the right to obtain erasure or complete anonymization
of his personal data at any time without undue delay (General Data Protection Regulation, 2016). This
requirement contradicts the before mentioned benefit of the integrity of data in DLT. All of the presented
DLT designs do not allow the erasure or modification of any transaction respectively data on the dis-
tributed ledger (Schmelz et al., 2018, p. 227). Even if the distributed ledger contains only encrypted
personal data, the GDPR qualifies it only as pseudonymized not anonymized personal data, which does
not fall under the scope of the GDPR. In article 32, the GDPR defines pseudonymization only as a
suggested security measure, since encryption can be broken by trial and error (so-called brute force
attacks) or by future quantum computing (Bayle et al., 2018, p. 790). Furthermore, in the case that illegal
content enters the distributed ledger, the integrity of data makes the whole distributed ledger illegal
(Ateniese, Magri, Venturi, & Andrade, 2017, p. 112). An off-chain storage solution bypasses this risk.

The Blockchain-based data storage solutions InterPlanetary File System (IPFS), Storj and Blockstack
all solve the problem of storing large data files decentralized and safe (Magrahi et al., 2018, p. 2). How-
ever, they are also unable to fulfill the compliance requirements of the GDPR (Magrahi et al., 2018,
p- 2). In order to develop GDPR-compliant DLT solutions, personal data must be stored off-chain and
erasable. This diminishes the benefits of transparency and security, in particular the confidentiality of
the data at the transition of the DLT-based system to the off-chain oracle. Therefore, the use of off-chain
storage solutions should be limited to the necessary minimum, since a purer DLT setup provides a higher
leverage of the DLT-based solution (Parra Moyano & Ross, 2017, p. 414).

In conclusion, storing the data on the distributed ledger is, for now, not an effective solution. Hy-
perledger and R3 Corda are developing more advanced DLTs, where larger data could be stored on the
distributed ledger (Parra Moyano & Ross, 2017, p. 421). However, the risk of being non-compliant with
data protection regulations will persist. Nevertheless, one advantage of a hybrid on/off-chain solution is
that organizations can implement the DLT more easily in an existing system, if the main data remains

in the current data base.

Apart from legal risks, current DLTs face performance problems, due to technical restrictions. This
limits the scalability of the network. However, the relevance of the scalability depends on the use case,

as the following examples illustrate. In the afore mentioned case, confidential data sharing in federated
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MDO the number of collaborating parties is relatively low and constant. In such a business use case, the
scalability regarding the number of participating nodes of a private or consortium distributed ledger
network will be sufficient. Ahmad et al. (2018) examine the performance of their Hyperledger-based
auditing architecture. In their experiment, they evaluate the correlation between the number of nodes in
their network and the transaction validation latency with regard to different payload sizes of the trans-
action. The payload ranges from 2 Megabyte to 20 Megabyte. Their results show that independently of
the payload size, the network latency margins remain insignificant as long as the network consists of
less than 30 nodes (Ahmad et al., 2018, p. 447). If the number of nodes exceeds 30, the latency factor
increases significantly with every additional node (Ahmad et al., 2018, p. 447).

In other use cases, such as the information governance in the healthcare industry, the DLT must be very
scalable to provide services for millions of patients (P. Zhang et al., 2017, p. 3). The required scalability
cannot be achieved by any DLT currently available. To increase the performance, especially the scala-
bility in private or consortium networks, multiple parallel distributed ledgers are interconnected. This
method is called sharding and requires a high interoperability between those distributed ledgers (W. Li
et al., 2017). The developers of Ethereum are currently working on Ethereum 2.0 with the objective to
increase the scalability through sharding, a shift from the PoW consensus mechanism to PoS and off-
chain solutions. An additional aspect is the high energy consumption of the PoW consensus mechanism
(Mylrea & Gourisetti, 2018, p. 76). Considering the challenges of climate change, organizations should
avoid such consensus mechanisms, if there are not powered by renewable energy. Consensus mecha-
nisms in private or consortium distributed ledgers, such as Hyperledger’s PBFT consensus, are much

more energy efficient.

Economic aspects and Usability

Beside organizational and technical challenges of compliance, organizations face high and increasing
costs for the provision of compliance. Thus, one key factor for the decision whether an organization
uses DLT for compliance, is the final cost-value ratio of implementing and operating a DLT.

One advantage of DLT is that the automation of compliance tasks through Smart Contracts can reduce
the resource effort and therefore the costs for organizations for the provision of compliance (Kavassalis
et al., 2018, p. 45). Furthermore, in a consortium of organizations DLT can replace centralized compli-
ance management systems that operate in parallel. In such a distributed system with multiple collabo-
rating organizations, the costs for the system can be divided proportionally. In the use case of distributed
KYC identity data processing, the customer needs to carry out the KYC process only once with a finan-
cial institution (Shbair et al., 2018, p. 4). Once the customer intends to work with other financial insti-
tutions, they can share their KYC results through the distributed ledger with those financial institutions
(Shbair et al., 2018, p. 4). This eliminates duplicated tasks for both parties and the financial institutions
share the cost for the KYC process proportionally among them (Parra Moyano & Ross, 2017, p. 417).
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Smart Contracts control and automatically execute the money transfer in cryptocurrency, while main-

taining full anonymity for the financial institutions (Parra Moyano & Ross, 2017, p. 417).

Many aspects of this discussion on DLT’s potential for compliance are inhibited by the lack of practical
implementations in a realistic environment. All of the proposed solutions in the literature are either still
at a conceptual stage or were evaluated only as a prototype in a test environment. Therefore, it is difficult
to calculate and foresee the operating cost and required resources for a DLT implementation for com-
pliance tasks at the moment. Organizations need to deliberate for their specific use case, whether the
advantage of DLT outweigh the operating costs and investments of converting all necessary applications
to a DLT-based system. If an organization uses a conventional system parallel to the DLT for the same
compliance tasks, they cannot assure consistency of their data. This risk of inconsistency can also occur
if not all required stakeholders, such as collaborating organizations, governmental entities or TPAs,
participate with the new DLT-based system. To reduce this risk, further simplification of setting up a

distributed ledger system and an improvement in the ease of use is necessary.

6. Conclusion

The third generation of DLT allows advanced and various applications with Smart Contracts in an en-
vironment of interconnected organizations, external entities and real-world processes. Organizations
operate in such an environment and are engaged with compliance requirements. Organizations face a
multitude of challenges to fulfill these compliance requirements, but they lack a general understanding
for this emerging technology regarding the use in compliance. Thus, we raised the following research
question: What are the potentials and risks for the use of DLT for organizational compliance? We con-
ducted a literature review of the current state of research of DLT in compliance. Based on this review,
we identified compliance challenges in organizations and provided an overview, what challenges DLT
can address due to its distinctive and beneficial characteristics. The results suggest that DLT has a high
potential to address organizational and technical challenges, though, economic, human-centered and
legal challenges are only partially addressed.

The implementation of Smart Contracts is the key concept of DLT for compliance challenges. Compli-
ance requirements can be translated and implemented into Smart Contracts to monitor business pro-
cesses and automatically enforce compliance. Furthermore, Smart Contracts are able to execute auto-
matic auditing tasks and control access rights and auditing policies for TPAs. Smart Contracts can be
used for automatic documentation and verification of evidence in a secure and consistent manner. In the
field of information governance of personal data, Smart Contracts control the access rights and usage of
personal data, to protect the data owner’s privacy.

The underlying distributed ledger provides the secure and transparent storage of all evidence that is
required for compliance while preserving confidentiality for the content owner. In particular, the integ-

rity of the DLT ensures that nobody is able to modify or erase any data on the distributed ledger, which
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prevents conscious fraud. Time-stamped, authentic and traceable records on the distributed ledger are
essential for verifying documentations, conducting audits and the investigation into compliance
breaches. DLT can reduce the cost for the provision of compliance by automating compliance tasks with
Smart Contracts or by sharing the cost for a distributed compliance management Systems with collabo-
rating organizations. However, due to the conceptual stage of the DLT solutions the overall costs-benefit

ratio in comparison to conventional systems is difficult to calculate and depends on the use case.

Beside the potentials of DLT for compliance, we identified several risks that organizations must consider
using DLT for this matter. Smart Contracts are difficult to implement error-free and a deviation between
the execution and the defined rule can cause severe risks. Thus, a thorough validation is inevitable before
deployment. For many compliance tasks Smart Contracts need to interoperate with external non-DLT-
based IT systems or other DLTs. In addition, due to the limited storage capacity of current DLTs or the
GDPR requirement of the right to erasure of personal data, storing large or personal data off-chain is
inevitable. However, this diminishes the benefits of DLT. A controversial aspect and risk is that on the
one hand the DLT provides the required confidentiality and anonymity for collaborating organizations
but on the other hand this characteristic impedes the identification of a perpetrator in case of an infringe-
ment of compliance. Considering the challenges of climate change, the high energy consumption of the
PoW consensus mechanism in public DLTs needs to be avoided. While developers are working on dif-
ferent solutions and improvements, current DLTs face also performance problems, if the required net-

work needs to be scaled to a large number of participants.

Due to the overall consensus of the authors to use a Hyperledger or Ethereum based Blockchain, we
compared both designs to distinguish their advantages and suitable use cases of compliance. The most
prominent characteristic of both DLT designs is the advanced support of Smart Contracts, which is
essential for compliance tasks. The modular Hyperledger framework Fabric is most suitable for smaller
trusted environments in private or consortium enterprise networks, where it provides a cost-efficient and
high transaction throughput. Additionally, the consensus mechanism of Hyperledger Fabric is much
more energy efficient. Ethereum is most suitable for compliance applications in large untrusted public
networks, where a high degree of decentralization is required, such as the information governance in the
health care industry. Further concrete business use cases, where DLT is able to address compliance
challenges, are foremost in the financial sector or related to auditing. The secure and reliable character

of DLT makes it also suitable for compliance in critical infrastructure IT systems.

6.1. Limitations of this Work

Since compliance, as the area of application for DLT, is a rather new field of research, there is constantly
new scientific literature published or under review. We therefore limited our analysis to already pub-

lished scientific literature until 22 August 2019. Additionally, the published literature represents only a
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part of the global research regarding this field, due to the fact that many DLT projects are published in
white papers or are private commercial research projects by organizations. All of the analyzed literature
studied only the DLT concept Blockchain. Therefore, our derived results are limited to the generaliza-
bility of DLT characteristics to other concepts. The concept matrix C2 only consists of those relation-
ships that were studied by the author. Due to the large number of DLT characteristics and the limitation
of scientific articles, not every author studied every characteristic in relationship to their topic, which
limits the quantitative results of our concept matrix C2. Due to the limitation of this work, we are not
able to consider every tradeoff between different DLT characteristics and different DLT designs. For a

more detailed overview we refer to Kannengief3er et al. (2019b).

6.2. Future Research

The proposed DLT-based solutions are still in a conceptual stage. Thus, the next step is to convert the
concept into a working prototype and implement it in an appropriate business environment. Analyzing
the functionality and performance of the operating DLT, especially in the interaction with oracles, will
provide further information on the impact of the network structure. The analysis should be extended, if
applicable, to different DLT designs in order to have a comprehensive comparison which DLT design
is most suitable for a given compliance challenge and business use case. As most of the proposed con-
cepts focus on addressing one particular compliance challenge, further research must be conducted re-
garding the combination of different concepts to one DLT system, that addresses multiple compliance
requirements. As an example, many concepts are successfully addressing an organizational challenge,
but are not compliant with the GDPR.

Despite the exigency of climate change and illegal destruction of biotopes, we identified no business
use cases with regard to environmental compliance. Thus, we suggest further research into the use of
DLT for environmental compliance requirements, such as the supply chain provenance tracking of nat-

ural resources.
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A. List of Relevant Literature with Reference Number
Reference
Author Title
Number
Abreu et al. (2018) Blockchain technology in the auditing environment 1
Ahmad et al. (2018) Towards Blockchain-Driven, Secure and Transparent Audit Logs 2
Alexandris et al. (2018) Blockchains as Enablers for Auditing Cooperative Circular Economy Networks 3
Al-Zaben et al. (2018) General Data Protection Regulation Complied Blockchain Architecture for Person- 4
ally Identifiable Information Management
Anjum et al. (2017) Blockchain Standards for Compliance and Trust 5
Bayle et al. (2018) When Blockchain Meets the Right to Be Forgotten: Technology versus Law in the 6
Healthcare Industry
Buocz et al. (2019) Bitcoin and the GDPR: Allocating responsibility in distributed networks 7
Dillenberger et al. (2019) Blockchain Analytics and Artificial Intelligence 8
Hofman et al. (2019) “The margin between the edge of the world and infinite possibility” 9
J. Lietal. (2019) Blockchain in the built environment and construction industry: A systematic review, 10
conceptual models and practical use cases
Kaaniche and Laurent (2017) A blockchain-based data usage auditing architecture with enhanced privacy and 11
availability
Kavassalis et al. (2018) An innovative RegTech approach to financial risk monitoring and supervisory 12
reporting
Liang et al. (2017) ProvChain: A Blockchain-Based Data Provenance Architecture in Cloud Environ- 13
ment with Enhanced Privacy and Availability
Maet al. (2018) Nudging Data Privacy Management of Open Banking Based on Blockchain 14
Magrahi et al. (2018) NEFB: A Protocol for Notarizing Files over the Blockchain 15
Meironke et al. (2019) Business Process Compliance and Blockchain: How Does the Ethereum Blockchain 16
Address Challenges
Mylrea and Gourisetti (2018) Blockchain for Supply Chain Cybersecurity, Optimization and Compliance 17
Norvill et al. (2019) Demo: Blockchain for the Simplification and Automation of KYC Result Sharing 18
P. Zhang et al. (2017) Metrics for assessing blockchain-based healthcare decentralized apps 19
Parra Moyano and Ross (2017) | KYC Optimization Using Distributed Ledger Technology 20
Reniers et al. (2019) Analysis of architectural variants for auditable blockchain-based private data sharing 21
Schmelz et al. (2018) Towards Using Public Blockchain in Information-Centric Networks: Challenges 22
Imposed by the European Union’s General Data Protection Regulation
Shbair et al. (2018) Blockchain orchestration and experimentation framework: A case study of KYC 23
Singi et al. (2018) Compliance adherence in distributed software delivery 24
W. Lietal. (2017) Towards Scalable and Private Industrial Blockchains 25
Wohlgemuth et al. (2019) Competitive Compliance with Blockchain 26
Yu and Yang (2018) Decentralized and Smart Public Auditing for Cloud Storage 27
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Risks Through the Use of DLT

D. Concept Matrix C-2
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