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Abstract

Cloud service certifications (CSC) are good means to establish trust, increase trans-
parency of the cloud market, and allow providers to improve their processes and sys-
tems. Several CSCs, such as ‘CSA STAR’, ‘EuroCloud Star Audit’ or “TUV Cloud Secu-
rity’, have recently evolved. However, cloud services (CSs) are part of an ever-changing
environment, resulting from fast technology life cycles and inherent cloud comput-
ing characteristics, like on-demand provisioning and entangled supply chains. Hence,
such long validity periods may put in doubt the reliability of issued certificates. Con-
ditions and requirements of CSCs may no longer be met throughout these periods, for
instance, due to configuration changes or major security incidents. Continuous mon-
itoring and auditing of selected certification criteria (henceforth defined as dynamic
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lish a trustworthy CSC, after the initial certification process is accomplished. Dynamic
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1. Introduction

An increasing number of organizations outsource their data, applications and business
processes to the cloud, empowering them to achieve financial and technical benefits.
Cloud computing enables ubiquitous, on-demand provisioning of up to date computing
resources and services, like networks, applications, or storage on a pay-per-use basis.?
However, some organizations are still hesitant to adopt cloud services (CS) because of
security, privacy, and reliability concerns regarding provisioned CSs as well as doubts
about the trustworthiness of their cloud service provider (CSP).2 Thus, CSPs have to ad-
dress these concerns and prove their credibility to increase adoption of potential custom-

ers.

Cloud service certifications (CSC) are good means to establish trust, increase transpar-
ency of the cloud market, and allow providers to improve their processes and systems.*
Several CSCs, such as ‘CSA STAR’®, ‘EuroCloud Star Audit’® or ‘TUV Cloud Security’”’,
have recently evolved.® These CSCs attempt to assure a high level of security, reliability,
and legal compliance, for a validity period of one to three years. However, CSs are part
of an ever-changing environment, resulting from fast technology life cycles and inherent
cloud computing characteristics, like on-demand provisioning and entangled supply
chains.® Hence, such long validity periods may put in doubt the reliability of issued

1 Cf. Cimato et al. (2013), p. 101.

2 Cf. Mell, Grance (2011), p. 2.

3 Cf. concerning security Kalloniatis, Mouratidis, Islam (2013), p. 300, concerning privacy and reliability
Subashini, Kavitha (2011), p. 2, 6, 7, and regarding trustworthiness Khan, Malluhi (2010), p. 20.

4 Cf. Schneider et al. (2014), p. 1, Cimato et al. (2013), p. 100, concerning transparency Sunyaev, Schnei-
der (2013), p. 34, and regarding process and system improvements Federal Office for Information Secu-
rity (2011), p. 21.

> See Cloud Security Alliance (n.y.).

® See EuroCloud Europe (n.y.).

" See TUV Rheinland (n.y.).

8 Cf. this and the following sentence Schneider et al. (2014), p. 1 and Schneider, Lansing, Sunyaev (2013),
p. 13-14.

® Cf. Kunz, Niehues, Waldmann (2013), p. 522, Bezzi, Kaluvuri, Sabetta (2011), p. 40-41, Cimato et al.
(2013), p. 100, and European Network and Information Security Agency (2013), p. 32-33.



certificates.'® Conditions and requirements of CSCs may no longer be met throughout
these periods, for instance, due to configuration changes or major security incidents.
Thus, continuous monitoring and auditing of selected certification criteria (henceforth
defined as dynamic certification) is required to assure continuously reliable and secure
CSs, and to establish a trustworthy CSC, after the initial certification process is accom-
plished.

Dynamic certification is still in its beginning, so in a first step CSC criteria must be eval-
uated and classified in order to assess, whether or not a continuous monitoring and audit-
ing is required. For instance, a criterion might be audited on a high frequency when a CSP
can benefit (e.g., cost reductions) from discontinuing adherence to it. Moreover, dynamic
certifications cannot be carried out solely manually due to high costs and considerable
expenditures, thus requiring (semi) automated methods.*? However, literature concerning
the usage of (semi) automated methods is scarce.'® For example, Chieu et al. (2012) show
how to automatically validate the configuration of activated CSs regarding security re-
quirements,* and Liu et al. (2013a) present an approach to audit and validate the integrity
of data stored in a cloud.'® Nonetheless, the automation of processes is limited due to their
complexity and interconnectedness.'® Likewise, unstructured and human-driven interac-
tions may complicate the automation of privacy and data security certifications. Thus,

automated methods have to be evaluated regarding their practical feasibility.

10 Cf. also Cimato et al. (2013), p. 101, Kunz, Niehues, Waldmann (2013), p. 522, European Network and
Information Security Agency (2013), p. 5,24, and Schneider, Lansing, Sunyaev (2013), p. 16.

11 Cf. Windhorst, Sunyaev (2013), p. 414, and European Network and Information Security Agency
(2013), p.18-19.

12 Cf. Kunz, Niehues, Waldmann (2013), p. 522, Bezzi, Kaluvuri, Sabetta (2011), p. 41, Brown, Wong,
Baldwin (2007), p. 21, Schneider, Lansing, Sunyaev (2013), p. 16, and Woodroof, Searcy (2001),
p. L.

13 Cf. Aceto et al. (2013), p. 2094, Bernnat et al. (2012), p. 13, Accorsi, Lowis, Sato (2011), p. 145, and
Schneider et al. (2014), p. 2.

14 Cf. Chieu et al. (2012), p. 286-289.

15 Cf. Liu et al. (2013a), p. 1.

16 Cf. this and the following sentence Schneider et al. (2014), p. 3, Doganata, Curbera (2009), p. 310-311,
and Kunz, Niehues, Waldmann (2013), p. 522.



To address these research gaps, this thesis aims to answer the question Which automated
monitoring and auditing methods can be used in practice to assure ongoing CSC adher-
ence? (RQ 1). To answer this question, this thesis first focuses on the question Which
CSC criteria should be continuously monitored and audited? (RQ 2). Moreover, for each
CSC criterion an auditing frequency is determined (e.g., monthly or quarterly). After de-
fining a set of CSC criteria appropriate, automated monitoring and auditing methods are
identified. In addition, these methods are evaluated regarding their applicability in CS
contexts, hence, answering the question Which (semi) automated monitoring and auditing
methods exist and are applicable in the context of cloud computing? (RQ 3). Identified
methods are discussed with practitioners involved in conducting CSC audits, to ensure
applicability in auditing practice, therefore answering the question Which monitoring and
auditing methods can be applied in practice? (RQ 4). Based upon these discussions and
assessments, design recommendations and guidelines for dynamic CSCs are derived, and
a first conceptual model of dynamic CSC is developed to answer the research question
What needs to be considered when designing dynamic certifications? (RQ 5). Finally, on
the basis of this model of dynamic certification, CSC criteria are mapped to applicable
methods, hence, answering the question Which CSC criteria can be monitored and au-
dited by which methods? (RQ 6).

To answer these questions, existing CSC criteria catalogs are assessed and aggregated, a
systematic literature review is performed to identify existing methods, interviews with
practitioners are performed to assess applicability of methods and to derive design rec-
ommendations, and finally CSC criteria and applicable methods are mapped.

The remainder of this thesis is structured as follows. Section 2 proceeds with a theoretical
background on cloud computing, CSCs, and a differentiation between continuous moni-
toring and auditing. Section 3 outlines the applied research approach. Further on, section
4 presents the results of the assessment which CSC criteria should be continuously mon-
itored and audited. Section 5 and 6 summarize identified auditing and monitoring meth-
ods, and present insights regarding their practical applicability. Finally, section 7 depicts
derived design recommendations and guidelines for dynamic certification, and presents a

first conceptual model of dynamic certification, followed by a conclusion in section 8.



2. Background
2.1 Cloud Computing

Cloud Computing enables “ubiquitous, on-demand network access to a shared pool of
configurable computing resources [...] that can be rapidly provisioned and released with
minimal management effort or service provider interaction.”!’ These resources refer, for
instance, to hardware, development platforms, and applications.'® Cloud computing en-
tails five essential characteristics, that are: the provision of (i) on-demand self-service
access to (ii) virtualized, shared, and managed IT resources that are (iii) scalable on-de-
mand, (iv) available over a network, and (v) priced on a pay-per-use basis. These charac-
teristics challenge current assessment and certification processes, and make it difficult to
certify CSs.®

Cloud computing is composed of three service models: Infrastructure as a Service (laaS),
Platform as a service (PaaS), and Software as a Service (SaaS).?° laaS refers to offering
processing, storage, networks, and other basic computing resources. The CS customer is
able to deploy and run operating systems and applications on these resources. Likewise,
PaaS refers to providing CS customers the capability to deploy individual or acquired
applications. Lastly, SaaS enables CS customers to use applications running in the cloud.
Furthermore, deployments models of CS can be differentiated into private, public, com-
munity and hybrid cloud. In a private cloud, the “cloud infrastructure is provisioned for
exclusive use by a single organization comprising multiple consumers [...] [,] may be
owned, managed, and operated by the organization, a third party, or some combination of
them, and it may exist on or off premises.”?* Similar, a public cloud infrastructure is pro-
visioned for open use by the general public, a community cloud infrastructure is provi-
sioned for exclusive use by a specific community of consumers from organizations.??
Lastly, a hybrid cloud is a composition of at least two previously described deployment

models.

17 Mell, Grance (2011), p. 2.

18 Cf. this and the following sentence Mell, Grance (2011), p. 2-3.

19 Cf. Windhorst, Sunyaev (2013), p. 413, and Kaliski, Pauley (2010), p. 2-4.
20 Cf. this and the following sentences Mell, Grance (2011), p. 2-3.

21 Mell, Grance (2011), p. 3.

22 Cf. this and the following sentence Mell, Grance (2011), p. 3.



2.2 Cloud Service Certification

Several CSCs have emerged and cloud certification schemes in particular (e.g., I1SO
27017) are currently under development.?® A certification is defined as a third party at-
testation of products, processes, systems or persons that verifies the conformity to speci-
fied requirements.?* As a result of this certification process, a formal written certificate is

awarded.?®

The adoption of CSCs can support (potential) cloud customers by providing additional
information about CSs, thus customers don’t have to rely solely on information from a
CSP.% Customers can compare the certification results of different CSPs to gain a market
overview and make a better provider selection, as well.? In general, CSCs are good means
to establish trust in dynamic cloud environments.?® Furthermore, CSCs allow providers
to improve their processes and systems.?® The European Union has issued the cloud strat-
egy ‘Unleashing the Potential of Cloud Computing in Europe’ in order to accelerate and
increase the usage of cloud computing in Europe.®® According to Gartner Inc., cloud cer-
tification will become the norm for cloud offerings.®! However, existing CSCs are not yet

fully matured, and an established and recognized CSC standard is missing.%2

Nonetheless, existing CSCs represent a backward look at the fulfillment of technical and
organizational measures at the time of their issuing. Since CSs are part of an ever-chang-
ing environment, resulting from fast technology life cycles and inherent cloud computing

characteristics, their ongoing reliability might be questioned. To increase the

23 Cf. European Network and Information Security Agency (2013), p. 3-4, 6-7, and International Organi-
zation for Standardization ISO/IEC 27017 (n.y.).

24 Cf. International Organization for Standardization 1SO/IEC 17000:2004 (n.y.), p. 3-4.

25 Cf. Bruhn (2008), p. 424.

26 Cf. Windhorst, Sunyaev (2013), p. 412.

27 Cf. Rannenberg (2000), p. 2.

28 Cf. Khan, Malluhi (2010), p. 24-25, Schneider et al. (2014), p. 1, and Cimato et al. (2013), p. 100.

29 Cf. Federal Office for Information Security (2011), p. 21.

30 Cf. European Network and Information Security Agency (2013), p. 2.

31 Cf. Heiser, Nicolett (2008), p. 5.

32 Cf. Schneider et al. (2014), p. 1, and Schneider, Lansing, Sunyaev (2013), p. 13-14, and concerning

missing standard Bernnat et al. (2012), p. 2.

33 Cf. this and the following two sentences Windhorst, Sunyaev (2013), p. 414.



trustworthiness of issued certifications, and to assure continuously reliable and secure
CSs, dynamic certifications are introduced. A dynamic certification comprises a variety
of mechanisms, techniques, and activities. First, an auditor certifies a CS according to a
CSC catalog. Second, continuous monitoring and auditing (see section 2.3 for a detailed
description) have to be performed, to assure ongoing adherence of selected certification
criteria. Third, methods and mechanisms have to be implemented to cope with identified
deviations, triggered alerts or cases of non-adherence. Finally, auditors have to provide

cloud customers with ongoing information about certification (non-) adherence.

2.3 Differentiation between Continuous Monitoring and Auditing

Continuous monitoring (CM) and continuous auditing (CA) are important processes in
the context of dynamic certification. Both terms are often used interchangeably in litera-
ture,® however, throughout this thesis a precise distinction is made between these con-

cepts.

Continuous monitoring is defined as ongoing “observance and analysis of the operational
states of systems [and applications] to provide decision support regarding situational
awareness and deviations from expectations.”*®> CM comprises several domains, for in-
stance, network, configuration, vulnerability and incident management as well as mal-
ware detection.® Throughout this thesis, CM is performed by CSPs or a third party (e.g.,
a third party providing monitoring as a service capability) to continuously track, measure,
and assess system and application behavior to detect and diagnose problems, and to pro-

vide information for further analyses.

In contrast, a continuous audit is defined as “a methodology that enables independent
auditors to provide written assurance on a subject matter, for which an entity’s manage-
ment is responsible, using a series of auditors’ reports issued virtually simultaneously
with, or a short period of time after, the occurrence of events underlying the subject mat-

ter.”®” Thus, CA enables auditors to react to changes or events concerning the subject

3 Cf. Brown, Wong, Baldwin (2007), p. 1, and Hardy (2011), p. 2.
% Mell et al. (2012), p. 9.

3% Cf. Mell et al. (2012), p. 10.

37 CICA/AICPA (1999), p. xiii.



matter, and to adjust their auditing reports based on the assessment of these changes and

events.

Performing CM by CSPs forms a prerequisite for auditors to perform efficient CA, since
monitoring capabilities of auditors might be limited due to technical, organizational and
legal reasons. First, technical limitations and barriers might hamper auditors to gather
necessary certification information by themselves. Integration of additional monitoring
methods requires extensive modifications to the auditees’ systems, which can be quite
expensive to realize, especially post hoc.*® Matching auditees’ heterogonous data formats
and legacy systems can be complex and expensive for auditors as well.3® Furthermore,
integrated modules, developed for one CSP, might not be easily utilized for another pro-
vider.*® Second, efficient CM requires extensive knowledge about organizational pro-
cesses and structures as well as system architectures. Moreover, auditees are not neces-
sarily willing or obligated, and may be even resisting to integrate auditors’ techniques
into their systems.*! Third, due to privacy, regulatory and legal requirements gaining ac-
cess to required data and systems might be limited for external auditors.*> Hence, dynamic
certification requires on the one hand CSPs to implement suitable CM methods to provide
necessary monitoring information. On the other hand, it requires auditors to implement
CA methods to continuously analyze and assess provided, and additional gathered infor-

mation to assure certification adherence.

The frequency of performing CM and CA depends on the observed subject matter. Thus,
the frequency of performing monitoring and auditing operations might range from real-
time to daily, weekly, or monthly.*® To be efficient and cost effective, CM and CA require

a high degree of standardization and automation.** In addition, automation enables

38 Cf. Murthy, Groomer (2004), p. 148-149.

39 Cf. Du, Roohani (2007), p. 137, and Flowerday, Blundell, Von Solms (2006), p. 328.

40 Cf. Du, Roohani (2007), p. 136.

41 Cf. Alles et al. (2006), p. 146, Du, Roohani (2007), p. 136, and Groomer, Murthy (1989), p. 68.

42 Cf. Du, Roohani (2007), p. 136-137.

4 Cf. Marques, Santos, Santos (2013), p. 305 cited by Vasarhelyi, Alles, Williams (2010).

4 Cf. Kunz, Niehues, Waldmann (2013), p. 522, Bezzi, Kaluvuri, Sabetta (2011), p. 41, Brown, Wong,
Baldwin (2007), p. 21, Schneider, Lansing, Sunyaev (2013), p. 16, Chan, Vasarhelyi (2011), p. 155,
and Woodroof, Searcy (2001), p. 1.



efficient validation of specific requirements (e.g., data location compliance),* the auto-
mated management of certificates for CSPs,*® and increases monitoring and auditing ef-

ficiency.*’

CSP as well as auditors can realize several benefits, when adopting and implementing
CM and CA. First of all, internal processes and systems can be improved when imple-
menting suitable CM techniques.*® Moreover, a CSP can actively detect and investigate
exceptions as they occur rather than to react after the exception has long occurred.*®
Hence, CM can be considered as proactive and enables corrective action to be taken as
soon as a problem is detected. Likewise, automated CA is more cost-effective, by ena-
bling auditors to test larger samples, and examine data faster and more efficiently, com-
pared to their manual predecessors.® More importantly, through timely detection and
continuous assurance of certification adherence, CA can improve the trustworthiness of
auditors’ CSC.*! Notwithstanding the benefits of CA, recent surveys reveal that from a
practical perspective, CA is still maturing and wide adoption is missing.>?

4 Cf. Kunz, Niehues, Waldmann (2013), p. 522.

4 Cf. Bezzi, Kaluvuri, Sabetta (2011), p. 41.

47 Cf. Woodroof, Searcy (2001), p. 1, and Manson, McCartney, Sherer (2001), p. 126.

48 Cf. Brown, Wong, Baldwin (2007), p. 21.

49 Cf. this and the following sentence Chan, Vasarhelyi (2011), p. 154-155, and Flowerday, Blundell, Von
Solms (2006), p. 326.

50 Cf. Brown, Wong, Baldwin (2007), p. 2, 21, Rezaee et al. (2002), p. 151, and Woodroof, Searcy
(2001), p. 1-2.

51 Cf. Windhorst, Sunyaev (2013), p. 414.

52 Cf. Vasarhelyi et al. (2012), p. 268, 279, and Lin, Lin, Liang (2010), p. 415.



3. Research Approach

The applied research approach is divided into five steps, accompanied by a cooperation
with Certify®® to gain practical insights, and access to practical knowledge. Figure 3-1

illustrates the research approach.
Legend
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Practitioner

Cooperation with Certify, _ _
1) field observation of cloud [ desien recommendations
service certification auditing processes

0 =25 A BEDS

DD
PIDOW Hass

Identifying and

Deriving design

Aggregating and aggregating Assessing - Mapping
classifying (semi) automated method re;:r?gwnzj?ggl?ﬂg:s criteria
CSC criteria  monitoring and auditing  applicability gulidetines, and methods
constructing first model
methods
) @) (4) (®) (6)

Figure 3-1 Hllustration of applied research approach.

3.1 Cooperation with Certify

To drive the adoption and application of dynamic certification in practice, it has to be
ensured that dynamic certification is applicable in practice. Only practitioners can assess
possible obstacles regarding the automation of CSC audits, and application of CM and
CA methods due to their experience in conducting CSC audits. Hence, to gain practical
insights into CSC auditing processes, and to get access to knowledge and experience of

practitioners, the author cooperated with Certify.
** further information on Certify was deleted to preserve confidentiality**

Due to the cooperation, the author was able to gain practical insights into CSC processes,
and to get access to knowledge and experience of practitioners. First, several workshops

with practitioners were conducted (see section 3.2). Second, the author was able to

53 Company is pseudonymized to preserve confidentiality.
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participate in an one-site CSC audit. During this two-day audit, technical analyses by
means of interviews with auditee’s were observed. This observation deepened the au-
thor’s understanding of how CSC audits are performed in practice. Moreover, insights
concerning the design of dynamic certifications were gained and will be discussed in sec-
tion 7. Third, to evaluate the practical applicability of identified (semi) automated meth-
ods, interviews with practitioners from Certify were conducted (see section 3.4). Practi-
tioners who participated in workshops and interviews have several years of experience in
conducting cloud certification audits. Table 3-1 provides an anonymized overview of
practitioners participating in the workshops and interviews. Throughout this thesis, state-
ments and opinions from practitioners will be marked with their corresponding identifier
‘[iI0X]".

Iden- | Position Participated in

tifier

101 | Principal Consultant Workshops

i02 | Security Analyst Workshop
103 | Security Analyst Workshop, Interview
104 | Research Analyst Interviews

Table 3-1 Anonymized overview of practitioners participating in workshops and interviews.
3.2 Aggregating and Classifying Cloud Service Certification Criteria

When analyzing the application of dynamic certification in cloud computing context, first
a collection of CSC criteria has to be defined and further analyzed. For each criterion of
this collection it has to be determined whether or not a high frequency monitoring and
auditing is required after the initial certification process was accomplished. To take a
variety of CSC criteria into consideration, the Certify requirements catalog and a CSC
criteria taxonomy developed by Schneider et al. (2014) were included in this classifica-
tion step. The taxonomy for CSC criteria is based upon seven well-known and established
security standards, cloud computing frameworks (e.g., Badger et al. (2012) and Federal

Office for Information Security (2011)), and expert interviews.>* The Certify

54 Cf. Schneider et al. (2014), p. 1.
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requirements catalog comprises 273 CSC criteria, whereas the taxonomy by Schneider et
al. (2014) consists of 328 CSC criteria.>®

To construct a comprehensive collection of CSC criteria for the succeeding analyses, the
author compared and merged the Certify requirements catalog and CSC criteria taxonomy
according to the following steps. First, in an iterative process, the entire criteria contained
in the taxonomy were compared with a Certify criterion (see Figure 3-2). A taxonomy
criterion was assigned to a Certify criterion, if both criteria descriptions matched.
Matched criteria descriptions were analyzed in detail, to aggregate them or to extend the
corresponding Certify criterion description. Once the entire taxonomy criteria were com-
pared, a further iteration started with the next criterion from the Certify catalog. Second,
each taxonomy criterion that was not assigned to a Certify criterion was added to the
Certify requirements catalog. Finally, each assignment, aggregation and addition was re-
viewed to ensure validity and integrity. As a result, the revised Certify requirements cat-

alog comprised 414 certification criteria.

Iteration 1 Iteration 2 Iteration 273
Seertemssesreesssesressssesresssserresssssrressssens i aeetreesssssressssseressssesressssesressssessesssss . Seertemssesreesssessessssesresssserresssssrressssan .
i certify Taxonomy Certify Taxonomy Certify Taxonomy
i| criterion 1 criteria i criterion 2 criteria criterion criteria
: <« P 3 ) €—
compare and match descriptions compare and match descriptions compare and match descriptions

Figure 3-2 Iterative comparison and matching of certification criteria.

The author further classified each criterion of this collection whether or not a high fre-
guency monitoring and auditing is required. This classification is based upon a checklist
listed in table 3-2. This checklist was built upon analyzing the criteria definitions and the
experience in classifying criteria gained in previous work (see Lins (2014)). It consists of
questions to evaluate whether or not a criterion needs a high frequency monitoring and
auditing, and corresponding attributes. Each criterion was individually assessed in regard
to the checklist questions. If a checklist question could be affirmed, the corresponding
attribute(s) were assigned to the criterion, and the criterion was marked as a candidate for

continuous monitoring and auditing. Consequently, not every CSC criterion needs to be

55 Cf. Schneider et al. (2014), p. 5.
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continuously monitored or audited. Moreover, for each criterion an estimated auditing

frequency (e.g., monthly or quarterly) was notated.
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Attribute Question

Regularity Does the criterion imply actions, which have to be performed on a

regular basis (e.g., monthly review of firewall rules)?

Internal Is the criterion affected by internal changes (e.g., cloud configura-
Changes tion changes or aging of components)?

External Is the criterion affected by external changes (e.g., new customers or
Changes supplier changes)?

Critical Cloud Does the criterion require that critical cloud characteristics (e.qg.,

Characteristic availability, integrity, or scalability) are assured?

Critical Does the criterion necessitate managing critical security measures
Security and issues (e.g., performing a security check when integrating new
Criterion cloud components or vulnerability scans)?

Benefits due to | Can the cloud provider benefit (e.g., cost reductions) from discon-

discontinuity tinuing adherence to the criterion?

Transparency Does the criterion require cloud service providers to notify cloud
customers or third parties on emerged events or performed actions

(e.g., informing about security incidents or providing information

about updating business continuity plans)?

Table 3-2 Checklist to assess whether or not a criterion has to be continuously monitored and audited.

To increase validity and reduce subjectivity of the initial criteria classification performed
by the author, three workshops were held with experts from Certify. In these workshops,
practitioners [i101, i02, i03] and the author discussed the criteria aggregation, classification
and estimated auditing frequency. The workshops lasted about two hours on average. In
these workshops each criterion that was changed or inserted during the criteria aggrega-
tion process was discussed in conjunction. This discussion led to a reduction of certifica-
tion criteria, since some newly added criteria were already covered by other included
criteria, some criteria were merged, or assessed as not being feasible. As a result, the final
Certify requirements catalog contains 326 certification criteria in total. A list of the crite-

ria is outlined in appendix F.

Furthermore, practitioners [i01, 103] and the author jointly assessed the initial classifica-
tions whether or not a high frequency monitoring and auditing is required. First, the clas-

sification checklist was presented and discussed. Workshop participants agreed on the
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validity and integrity of the checklist [i01, 103]. Afterwards, each classified criteria was
jointly discussed. In total, 78 out of 326 certification criteria were marked as a candidate
for continuous monitoring and auditing. Finally, the proposed auditing frequency was
adjusted based upon their experience from conducting CS audits and technical
knowledge. The results of the joint assessments and classification as well as classification
examples are presented in section 4.

3.3 ldentifying and Aggregating (semi) automated Monitoring and Auditing
Methods

This thesis extends previous work regarding the identification of (semi) automated mon-
itoring and auditing methods. Lins (2014) and Thiebes (2014) performed a systematic
literature review to identify (semi) automated monitoring and auditing methods. In total,
35 methods were identified and further grouped into six clusters. Moreover, a first eval-
uation concerning their applicability in the context of cloud computing was made. These
methods and evaluations were included in this paper. Previously identified methods and
corresponding publications are listed in appendix A, in order to differentiate them pre-
cisely against new methods identified in this thesis. The corresponding publications were
re-read, and methods were further analyzed concerning their applicability in cloud com-
puting contexts during this work.

Based upon the experience gained in the previous research, the author performed a new
review with an adjusted search string, and search parameters to further extend the set of
identified methods. Hence, to identify publications addressing (semi) automated monitor-
ing and auditing methods, a systematic scientific database search in the following data-
bases that cover a wide range of journals and conferences was applied (i.e., they cover
the top computer science and information systems journals and conferences): AlS Elec-
tronic Library, ACM Digital Library, EBSCOhost, Emerald Insight, IEEE Xplore,
ProQuest, and ScienceDirect. There are a variety of terms (interchangeably) used to de-
scribe activities in this research area, such as continuous assurance, continuous auditing,
continuous monitoring, and real-time auditing.>® Therefore, and to cover a broad set of

publications, each database was searched with the following string in title and keywords:

%6 Cf. Hardy (2011), p. 2, and Brown, Wong, Baldwin (2007), p. 1.
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(certif* OR audit* OR monitor* OR assur*) AND (continuous* OR permanent*
OR dynamic* OR automat* OR realtime OR computerized OR (machine AND
readable) OR computer AND (assisted OR aided))

To assure transferability to the cloud computing context, the search was limited to sources
published after 1980, because in 1981 the concept of TCP/IP was introduced.®” Further-
more, screening of randomly sampled articles that matched the keywords and were pub-
lished before 1980 did not yield relevant articles. The search was limited to peer-reviewed
articles, when possible. Because of this broad search string, 10,142 articles were identi-

fied in the initial search.

The relevancy of each article was assessed by analyzing title, abstract, and keywords in
order to identify possibly relevant publications. If any indication for relevancy appeared,
the article was marked for further processing. A large number of publications from med-
ical (e.g., glucose and heart rate monitoring), environmental (e.g., water and vegetation
monitoring), sensor network (e.g., energy certification of wireless sensor networks),
speech recognition (e.g., continuous speech analysis), and power supply contexts (e.g.,
power monitoring) were identified through the broad initial search and were then ex-
cluded, leading to a remaining set of 151 possibly relevant articles. Afterwards, the rele-
vance of the remaining 151 articles was validated in detail. Inclusion and exclusion crite-
ria for this relevance validation are listed in table 3-3. Research that does not propose
(semi) automated methods (15), is not applicable to cloud computing (13), or off-topic
(56) were excluded. Moreover, duplicates (6) and non-research articles were excluded
(5). Furthermore, a number of publications were marked exclusively for backward anal-
ysis (12). These publications are reviewing literature on automated monitoring and audit-
ing methods. Nonetheless, reviewed and cited sources seemed to be relevant for this the-
sis, thus these publications were included in the backward analysis. The relevancy assess-
ment led to a set of 44 relevant articles. Furthermore, 25 relevant articles were added from
Lins (2014) and Thiebes (2014), leading to at total set of 69 articles.

57 Cf. Postel (1981), and Badach, Hoffmann (2007), p. 94, 107.
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Inclusion criteria Exclusion criteria
(semi) automated monitoring methods Published before 1981
(semi) automated auditing methods No (semi) automated methods

Not applicable to cloud computing

Work-in-progress, editorials, forums

Not written in English or German

Table 3-3 Applied exclusion and inclusion criteria.

Following the recommendation of Webster, Watson (2002), a backward and forward
analysis on the set of relevant articles was made using Google Scholar. In addition, a
backward analysis was made on articles that were earlier marked for backward analysis
only. This backward search resulted in 1941 articles and the forward search yielded 2536
articles. Again, a relevancy validation was made, which led to 30 additional relevant ar-

ticles. Hence, 99 relevant articles were included in the final set.

To identify (semi) automated monitoring and auditing methods, each relevant publication
was read and analyzed. In total, 23 (semi) automated monitoring and 18 (semi) automated
auditing methods were extracted and are presented in section 5 and 6. Appendix B and C
provide an overview of identified methods as well as corresponding sources. Further-
more, monitoring and auditing methods were separately clustered. Methods were clus-
tered regarding their objectives and application contexts. Additionally, some clusters
were adapted from Lins (2014) and Thiebes (2014). This clustering resulted in five audit-

ing clusters (see table 3-4) and six monitoring clusters (see table 3-5).

Computer-Assisted Auditing Technologies and Tools (CAATTS)

Various CAATTS exist to support continuous auditing by enabling auditors to extract,

sample and analyze auditee’s data as well as to perform technical assessments.

Evidence Gathering Mechanisms

Mechanisms to gather and store electronic evidence and information, for example em-

bedded auditing components, independent digital agents, data marts and databases.

Auditing System Architectures

Architectural concepts and systems to support and perform continuous auditing.
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Data Integrity Validation

Methods to audit and validate the integrity of customer data stored in a cloud.

Automated Analysis of Processes and System Models

Process mining techniques and semi automated model evaluation algorithms to support

auditing operations.

Table 3-4 Clusters of identified auditing methods.

Cloud Monitoring Tools and Architectures

Basic architectural concepts as well as components to continuously monitor cloud ser-

vice systems and gather necessary data.

Logging and Inspection

Logging frameworks and methods to create and analyze logs, which contain e.g. infor-

mation about system operation.

Monitoring of virtualized Environments

Methods to monitor virtual machines, virtual environments, and to detect attacks on

virtualized applications.

Intrusion, Anomaly and Behavior of Malware Detection

Methods for monitoring cloud infrastructure and networks to detect intrusions, anom-

alies, and behavior of malware.

Service Level Agreements Monitoring

Methods for (dynamic) monitoring of service level agreements adherence.

Compliance Monitoring

Methods to ensure contractual and regulatory compliance, for example, data protection

and location compliance.

Network Monitoring

Methods to gather information about network operations and to ensure network relia-
bility.

Table 3-5 Clusters of identified monitoring methods.

3.4 Assessing practical applicability of (semi) automated Methods

After identifying methods, their practical applicability in context of dynamic certification
needed to be assessed. Therefore, semi-structured one-to-one interviews with practition-

ers from Certify were conducted. Interviews allow gathering of rich data from people in
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different roles.>® Furthermore semi-structured interviews involve the use of pre-formu-
lated questions, but allow improvisation for emerging topics during the conversation as
well. Nonetheless, there is some consistency across interviews, because of a similar set

of initial questions.

In total, three semi-structured interviews were conducted with practitioners [i03, i04],
lasting about 60 minutes in one case and 90 minutes in the other two cases. Since [i04]
did not participate in the preceding workshops, an email was send in advance, including
an introduction to dynamic certification and an interview guideline. Interview guidelines
were prepared individually beforehand and are summarized in the appendix D. Interviews
started with general questions concerning the execution of certification processes, fol-
lowed by descriptions of selected methods, and questions regarding their general feasi-
bility and applicability. All interviews were approved to be recorded and transcribed af-
terwards. Practical applicability and feasibility assessments were analyzed and are pre-
sented in section 5 and 6.

3.5 Deriving Design Recommendations and Guidelines for Dynamic Certification

The concept of dynamic certification was discussed during the interviews to gather first
insights into how to design dynamic certifications. Based upon insights gained by ana-
lyzing relevant publications in the research area of CM and CA, participating in work-
shops, accompanying a CSC audit, and discussing the concept of dynamic certification
during the interviews, design recommendations and guidelines for dynamic certifications
were derived. These recommendations and guidelines are presented and discussed in sec-
tion 7.1. Further on, an initial conceptual model of dynamic certification was developed
(see section 7.2), comprising necessary processes and components to assure ongoing cer-
tification adherence. Finally, this conceptual model was reviewed by [i01] to increase

model validity. This review led to minor model adjustments and extensions.

3.6 Mapping of Methods and Certification Criteria

Finally, the author mapped the identified CSC criteria and methods. This mapping was
performed in accordance to the constructed model of dynamic certification. Mapping was

based on a ‘best-fit effort” considering the gathered information of the method, method

%8 Cf. this and the following two sentences Myers (2013), p. 119,122.
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applicability assessments, and the requirements of the criteria. Remaining CSC criteria
were individually assessed whether they have potential for automation, although no suit-

able method could be identified. Appendix E presents the criteria and method mapping.

4. Cloud Service Certification Criteria Assessment
4.1 Criteria Delineation

Assessments during the workshop revealed that 78 of 326 certification criteria should be
continuously monitored and audited. These criteria are listed in appendix E. Due to size
limitations and confidentially issues, in the following only a few exemplary criterion as-

sessments are presented.

One criterion states that source code reviews should be performed regularly to identify
possible vulnerabilities and security issues when developing software. Since this criterion
implies actions, which have to be performed on a regular basis, the ‘Regularity’ checklist
attribute was assigned, and the criterion was marked as a candidate for continuous moni-
toring and auditing. Another criterion requires that a service desk has to have appropriate
capabilities to cope with the current amount of cloud customers. Hence, the service desk
would have to be enlarged in case of a major growth of cloud customers (assigned attrib-
ute ‘External Change’). However, a CSP might neglect this enlargement to realize cost
savings (assigned attribute ‘Benefits due to discontinuity’). Furthermore, the catalog re-
quires CSPs to implement secure and reliable multi-tenancy capabilities. Since multi-ten-
ancy is a critical cloud characteristic, and multi-tenancy security vulnerabilities might
have major effects on CSs, both attributes ‘Critical Cloud Characteristic’ and ‘Critical
Security Criterion” were assigned. As a last example, one criterion demands that cloud
customers are to be informed about major security incidents. This criterion has to be con-
tinuously audited to assure ongoing notification. Hence, the attribute ‘Transparency’ was
assigned. Figure 4-1 shows the distribution of assigned checklist attributes and points out
that attribute ‘Regularity’ and ‘Critical Security Criterion’ were assigned topmost. In ad-

dition, appendix E lists criteria and assigned attributes.
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Figure 4-1 Distribution of assigned checklist attributes.

To briefly delineate criteria that were marked as candidates for continuous monitoring
and auditing, they were further grouped into different categories based upon their require-
ment contexts. First, criteria of category Cloud Architecture ensures ongoing network
security, performing backups and assure secure multi-tenancy capabilities. Second, crite-
ria in category Security Architecture and Management necessitate performing vulnerabil-
ity analysis and assuring encrypted storage of data, data confidentiality and integrity.
Moreover, Monitoring compromises criteria, which require ongoing monitoring of cloud
components, networks and availability of services. Incident Response Management con-
tains criteria that require providers to receive and process incident messages in a timely
manner. Further criteria belonging to the category IT Service Continuity Management
require providers to test, extend and update service and business continuity plans regu-
larly. Criteria assigned to the category Internal Audit Management necessitate providers
to audit potential sub-providers, perform technical audits as well as to implement internal
audit findings. Concerning Development Processes, documenting code, performing code
reviews and assuring secure development processes should be continuously monitored
and audited. Ongoing Compliance Management assures compliant data location, im-
provements of existing service directives, and service adjustments due to changes of legal
or regulatory requirements. Change management implies performing (security) tests be-
fore integrating new hardware components and software as well as performing patch man-

agement processes. Furthermore, Risk Management requires providers to perform
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ongoing risks analyses, reviews and updates of risk management plans. The criteria con-
tained in category Administration ensure performing regular administration tasks, for ex-
ample, deletion of inactive user accounts. Service Level Management implies monitoring
of service level agreements (SLAS) adherence and reporting this adherence to customers.
Finally, Employee Management contains criteria that recommend performing regular
trainings of employees. Figure 4-2 lists these categories and the number of criteria con-

tained.

Cloud Architecture

Secruity Architecture and Management
Monitoring

Incident Response Management

IT Service Continuity Management
Internal Audit Management
Development Processes
Compliance Management

Change Management

Risk Management

Administration

Service Level Management

Employee Management

Figure 4-2 Categories of criteria that were marked for continuous monitoring and auditing.
4.2 Monitoring and Auditing Frequencies

After assessing criteria for continuous monitoring and auditing, one has to specify the
frequency of operations. The frequency of CM operations is determined by the certifica-
tion criterion requirements, internal CSP processes and operations (i.e., frequency of per-
forming internal audits), as well as by the frequency of CA operations (upper frequency
boundary). In general, CA has a lower frequency compared to CM to ensure economic
feasibility for auditors. For example, a criterion requires CSPs to continuously monitor,
document and report capacity utilization, thus the CM process has to be performed in
real-time. In contrast, an auditor verifies monthly that this CM process is actually per-
formed according to the certification requirements.
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During the workshops, the CA frequency of each certification criterion was individually
discussed and determined. Figure 4-3 presents the proposed frequencies and shows that
their frequencies are greatly varying across different certification criteria. In addition,
figure 4-3 shows that for some criteria a period of time (i.e., monthly to quarterly) was

determined as frequency.
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Figure 4-3 Distribution of auditing frequencies.

The required auditing frequency is influenced by several factors. First, it depends on the
CS type [i03, i04]. A highly dynamic CS requires a higher frequency compared to a static
one [i03]. For instance, a CS with a fairly consistent number of customers and a stable
function portfolio is less affected by external and internal changes, thus a lower frequency
of CA is required. Second, auditee’s operations and processes influence the frequency
[101, i03]. A CSP might review their firewall guidelines on a semi-annually basis for
example. Hence an auditor has to align his CA frequency to their reviewing processes.
Finally, one has to evaluate the economic feasibility of CA. This was emphasized by a
practitioner as well: “You have to keep in mind, what a provider is able to achieve on a
monthly or quarterly basis. A continuous audit must always be economically achievable
for him” [i03]. In conclusion, the frequency of CA has to be individually adjusted based

upon the auditee’s context.

In addition, emerging external or internal events might trigger further audits as well. Such

external events comprise, for instance, announced software and hardware vulnerabilities
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(e.g., Heartbleed vulnerability®®), and might require auditors to verify certification re-
quirements, which were not specified as CA candidates initially. Internal events might
comprise major security incidents, major architectural changes or adjusted SLAs, among

others.

5.  Continuous Auditing Methods

The preceding criteria assessment emphasizes the need for dynamic certification, since a
variety of criteria should be continuously monitored and audited. To be efficient and cost
effective, CM and CA require a high degree of automation.®° In this section, identified
(semi) automated CA methods are presented and discussed according to their applicabil-
ity in cloud computing contexts. In addition, assessments of practitioners about whether
or not these methods can be used by external auditors to continuously audit CSC criteria

are presented.

5.1 Computer-Assisted Auditing Technologies and Tools

Since the 1980s, researchers and major accounting organizations have developed various
computer-assisted auditing technologies and tools (CAATTS) which might support CA.%
CAATTSs can be used by an auditor as part of their audit procedures to automatically
process necessary data contained in auditee’s information systems to improve the effi-
ciency and efficacy of these audit procedures.®> CAATTs comprise generalized auditing
software, electronic working papers, tools for fraud detection, network security testing,
audit reporting, as well as databases of audit history among others.®® Pedrosa, Costa

(2014) propose a classification for CAATTSs which is shown in table 5-1.

%9 United States Computer Emergency Readiness Team (2014).

60 Cf. Kunz, Niehues, Waldmann (2013), p. 522, Bezzi, Kaluvuri, Sabetta (2011), p. 41, Brown, Wong,
Baldwin (2007), p. 21, Schneider, Lansing, Sunyaev (2013), p. 16, Chan, Vasarhelyi (2011), p. 155
and Woodroof, Searcy (2001), p. 1.

61 Cf. Chou, Du, Lai (2007), p. 2275, and Ahmi, Kent (2012), p. 88-89.

62 Cf. Lungu, Vituiu (2007), p. 217, and Singleton, Flesher (2003), p. 49, 52.

83 Cf. Mahzan, Lymer (2014), p. 328.
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Description
Features i
Aim Software
_ Data analysis, import and join data
Data Analysis and Ex- o _ )
) from distinct file formats, extracting IDEA, ACL
traction _
registers
) _ ] ] _ ) IDEA, DRAI 3,
Ratio analysis Financial ratio and trend analysis _
ACD Auditor
Attribute Sam-
_ _ Obtain a representative sample of the | pling, PPS Sam-
Audit sampling _ )
population pling, IDEA,
ACL
Includes new data mining techniques | Benford’s Law,
o ) to classification and association on Text Mining,
Digital analysis ) o
emails, structured and unstructured Data Mining,
texts Log Analytics
Data mining: regres- Define linear regression models to un-
SAS, SPSS

sion/ANOVA

derstand how variables are related

Working Papers on au-

Plan, document and share (in a collab-

Working Papers,

dit orative perspective) all the ACD Auditor,
itin

J audit process DRAI 3, SIPTA

_ ) o IDEA, ACL,
Big Data Analytics Audit Big Data

Hadoop
) Use online tools to audit the work in Audit Applica-
Cloud Analytics .
the cloud tions

Security and Privacy

Tools

Generate bring your own device and

data privacy alerts

Table 5-1 Classification of CAATTSs adapted by Pedrosa, Costa (2014).64

According to literature, generalized audit software (GAS) is one of the most commonly
used types of CAATTS.% GAS provides user-friendly, packaged and automated auditing
processes (e.g., data extraction, sampling and analysis tools), and is offered by software

64 Cf. Pedrosa, Costa (2014), p. 140-141.
85 Cf. Braun, Davis (2003), p. 727 and Ahmi, Kent (2012), p. 88-89.
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vendors.® The ‘Audit Command Language’ and ‘Interactive Data Extraction and Analy-
sis’ software are widely used in the context of GAS.®” ‘ Audit Command Languages’ allow
auditors to connect their own laptops to the auditee’s system to download data for further
analysis, provide data integrity and fraud detection tests as well as detailed journals of the
accomplished audit.®® Similarly, ‘Interactive Data Extraction and Analysis’ software pro-
vides functions to accomplish audit objectives concerning financial situations, offering
verification and calculation instruments, crossed data verification, fraud investigation and
testing of security norms among others.® In addition, CM and CA functions were recently
added to both software packages, and are currently under further development.”® How-
ever, existing CAATTs are mainly used in, and developed for accounting contexts.’
Hence, their applicability in cloud computing contexts might be questionable. Likewise,
interviews revealed that in CSC auditing practice CAATTSs are mainly used to support
technical security analyses [i01, 103, i04]. Auditors predominantly use customized note-
books with a variety of different software, and virtualized operating systems [i01, i04].
Furthermore, an isolated server room can be utilized to access higher computing power

and to perform different types of security analyses [i04].

Regularly performing penetration tests is recommended to validate adequate security
mechanisms, and to identify system vulnerabilities [i01, i03, i04]. To support efficient
penetration testing, a broad variety of corporate and open-source tools exist [i03, i04].7?
Such tools were typically developed first by hackers, and then sold or distributed by dif-
ferent companies [i04]. Penetration testing tools and vulnerability scanners can be used
to gather information about cloud systems, and to identify vulnerabilities in implemented
cloud components [i01, i03, 04]. For example, ‘Nmap Security Scanner’’® is an auditee

independent tool, which can be used to scan network ports, identify running services, and

8 Cf. Chou, Du, Lai (2007), p. 2275, Braun, Davis (2003), p. 727 and Ahmi, Kent (2012), p. 88-89.

87 Cf. Braun, Davis (2003), p. 727, Ahmi, Kent (2012), p. 90 and Lungu, Vatuiu (2007), p. 219.

88 Cf. Lungu, Vituiu (2007), p. 219, 221.

8 Cf. Lungu, Vituiu (2007), p. 221.

70 Cf. ACL Services Ltd. (n.y.), and CaseWare IDEA Inc. (2008).

L Cf. Pedrosa, Costa (2014), p. 138, Chou, Du, Lai (2007), p. 2275, Ahmi, Kent (2012), p. 88-89, and
Braun, Davis (2003), p. 727.

72 See for example Dalziel (2013), and tenable network security (n.y.).

8 Lyon (n.y.).
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gather information about identified services (e.g., name and version) [i04]. This infor-
mation can be used to test well-known or identified security vulnerabilities [i04]. By at-
tempting to execute prohibited behavior or attacks on vulnerabilities, auditors can verify
that such behavior is prevented, or detected and compensated. Typically, penetration and
vulnerability tests are carefully conducted on production, live or staging systems after
consultation with auditees [i04]. Such testing provides strong evidence for comprehensive
and exhaustive protection mechanisms. To support these penetration and vulnerability
tests, several computerized tools are used in practice, for instance, ‘Nessus’’* and
‘Qualys’’. These tools provide a variety of (semi) automated functions (e.g., analyze and
test SQL injection vulnerability), and can be configured based upon an auditee’s context
[103, 104]. During the interviews it was noted that performing penetration tests does not
require a high amount of computing power [i04]. The scope and duration of these tests is
depended on the scope of the auditee “s systems, CS type and configured testing parame-
ters. Performing extensive penetration tests on a continuous basis (e.g., weekly) might be
limited in cloud environments, since those tests might affect multiple customers (e.g.,
temporary performance losses or operational disturbances), even though some customers

may not insist on continuous penetration tests.

Aside from the emergence of a broad variety of computer-aided auditing tools, important
technological advances enhanced the technological feasibility of CA.”® The introduction
of XML in 1996 enabled a platform independent, efficient and effective exchange of data
over the internet.”” By using the XML specification, information can be exchanged and
processed without modification. Practitioners recommend using XML-coded data when
exchanging data between an auditee and an auditor, because XML-coded data is stand-
ardized, well-structured, and can be processed quickly [i03, i04]. Based on XML, the
Extensible Business Reporting Language (XBRL) was established as a standard way of
preparing and exchanging business information.”® Users can attach financial data to
XML-tags, and extract or analyze the data with analytical applications. Moreover, the
related XBRL Global Ledger (XBRL GL) specification can be used for representing both

" Tenable network security (n.y.).

> Qualys (n.y.).

76 Cf. Gao (2010), p. 2142.

7 Cf. this and the following sentence Boritz, No (2005), p. 13, and Gao (2010), p. 2143.

78 Cf. this and the following sentence Gao (2010), p. 2143, and Murthy, Groomer (2004), p. 144.
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financial and nonfinancial information.” “It is both extensible, given its roots in XML,
and standards-based, enabling cross-platform information exchange around the globe.”
Similar, a broad variety of other languages can be used to facilitate CA. For example,
Koschorreck (2011) analyzed the ‘Open Vulnerability and Assessment Language’ and
the ‘Extensible Configuration Checklist Description Format’ to enable (semi-) automated
IT controls checks, patch and configuration management validation, and vulnerability as-

sessments. Table 5-2 summarizes methods and concepts of this cluster.

Generalized Audit Software (GAS)

GAS provides user-friendly, packaged and automated auditing processes (e.g., data

extraction, sampling and analysis tools), and is offered by different software vendors.

Penetration Testing

Using a variety of corporate and open-source tools to perform penetration tests to val-
idate adequate security mechanisms, and to identify system vulnerabilities.

Formal Languages

By using formal languages, for example XML or XBRL GL, exchanging data between

an auditee and an auditor can be improved. Likewise, a variety of other languages can

be used to facilitate CA and CM, and to perform automated checks.

Table 5-2 Summary of methods and concepts in cluster CAATTS.

5.2 Evidence Gathering Mechanisms

Several automated mechanisms have been identified to enable auditors to gather elec-
tronic evidence and information. Continuous evidence extraction and transmission re-
quire a (permanent) communication connection between the auditing object (i.e., the CS)
and the auditor’s systems. To enable a permanent communication, Du, Roohani (2007)
propose a CA model, which effectively connects auditor’s systems to the auditee’s sys-
tems. They classify auditee systems into two categories, XML-ready systems and non-
XML-ready system.®! If the auditee’s system is XML-ready, the Simple Object Access
Protocol (SOAP) is used to send messages or requests between the auditing system and

the auditee’s system. Otherwise, the Common Object Request Broker Architecture

™ Cf. Gao (2010), p. 2143.
8 Gao (2010), p. 2143.
81 Cf. this and the following two sentences Du, Roohani (2007), p. 139.
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(CORBA) is used as a middleware to gather information from a variety of heterogeneous

auditee’s applications.

The most frequently mentioned mechanism to gather audit evidence and information is
an embedded audit module (EAM). EAMs are special purpose functions, programs, or
other code objects that are embedded into the auditees’ information systems and supervise
all of the audit-related data in real-time.8? One of the most important advantages of EAMs
is that they automatically act as triggers and inform the auditor when suspicious events
appear, thus eliminating the need for high frequency assurance queries.®® Recently, or-
ganizations have begun to combine artificial intelligence with EAMSs to expand their ca-
pabilities, and to reduce the number of necessary modules.®* On the contrary, EAMs are
more vulnerable to manipulation, especially by the auditees’ employees who have neces-
sary access privileges to interfere with the EAM.® In addition, EAMs are proprietary
software solutions, hence they might not be portable to other auditing contexts.2® When
assessing the applicability of EAMs in cloud computing contexts, an EAM might be used
to monitor the availability of a CS for example.8” However, the usage of EAMs for CA
in cloud computing contexts may be limited, because the incorporation of EAMs into a
cloud architecture that is distributed across different datacenters and locations requires a
complicated, expensive development and customization process.® More importantly,
practitioners assess that the use of EAMs is not practically feasible. First of all, most
auditees are not willing to permit auditors’ to integrate EAMSs due to security and privacy
concerns [i01, i03, i04]. An external EAM might cause new security vulnerabilities or
might disturb operating cloud systems [i04]. Auditees might even fear data theft or cor-

porate espionage [i04]. Moreover, integrating EAMs might violate internal compliance

82 Cf. Alles et al. (2006), p. 146, Chen (2004), p. 34, Schroeder (1995), p. 73-74, Chou, Du, Lai (2007), p.
2276, Groomer, Murthy (1989), p. 54, 57, Rezaee et al. (2002), p. 152, Hunton, Rose (2010), p. 303,
and Braun, Davis (2003), p. 726-727.

8 Cf. Chou, Du, Lai (2007), p. 2276, Groomer, Murthy (1989), p. 65-67, Schroeder (1995), p. 73-74, and
Alles et al. (2006), p. 145-146.

8 Hunton, Rose (2010), p. 303 cited by Hermanson et al. (2006).

8 Cf. Alles et al. (2006), p. 146, and Groomer, Murthy (1989), p. 67.

8 Cf. Lin, Lin, Liang (2010), p. 419.

87 Cf. Ardagna et al. (2012), p. 1-6.

8 Cf. concerning the development and customization process Alles et al. (2006), p. 146, Groomer,
Murthy (1989), p. 68, and Lin, Lin, Liang (2010), p. 419.
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requirements or corporate security policies [i04]. Integrating EAMs into the auditee’s
systems seems to be exclusively feasible, if these EAMs require minimal access privi-
leges, and analyze non-confidential data [i03].Hence, the integration of EAMSs into the

auditee’s systems has to be viewed critically.

An interceptor can be applied as a wrapper that is used to wrap information systems or IT
components.® They can monitor data flowing into and out of systems, therefore enabling
CA. Interceptors can be configured to validate the accordance with implemented business
logics and certification requirements.®® Contrary to EAMs, interceptors usually operate
independently of information system. Hence, they can be implemented in any phase of a
software life cycle, and detailed knowledge about auditee’s information systems are not
necessary to initiate an interceptor. Interceptors can be installed in the application, mid-
dleware, and operating system or on the network layer, to capture any messages flowing
into or out of the information system.%! Especially the middleware layer is the most ap-
propriate layer for implementing the interceptor approach. Currently, CORBA and SOAP
provide portable interceptors,®? and different providers offer a variety of tools to imple-
ment interceptors, for example, ‘Windows Hook’®® for the application layer, ‘Apache
Axis handler’®* for the middleware layer, ‘Microsoft Spy++’%® for the operating system
layer, and the ‘Microsoft network monitor’ for the network layer.®” Due to their inde-
pendence ability, auditors can modify an interceptor without interrupting the operations
of the auditee’s information system if any modification or customization is required (e.g.,
changing an audit rule).®® CSC auditors are currently using interceptor tools (e.g., ‘Burp

Suite’% or ‘OWASP’1%) to intercept data streams between cloud servers and their web

8 Cf. this and the following sentence Lin, Lin, Liang (2010), p. 418, and Fang et al. (2006), p. 1.
% Cf. this and the following two sentences Zmuda, Psiuk, Zielinski (2010), p. 128-129.
%1 Cf. this and the following sentence Lin, Lin, Liang (2010), p. 420.

92 Cf. Lin, Lin, Liang (2010), p. 420, and Fang et al. (2006), p. 1.

% Microsoft (b) (n.y.).

% The Apache Software Foundation (n.y.).

% Microsoft (a) (n.y.).

% Microsoft (c) (n.y.).

% Cf. Lin, Lin, Liang (2010), p. 420.

% Cf. Lin, Lin, Liang (2010), p. 420, and Fang et al. (2006), p. 3.

% Portswigger Web Security (n.y.).

100 OWASP Foundation Inc. (n.y.).
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browser [i04]. By intercepting client requests and server responses, auditors identify and
test security vulnerabilities [104]. From a technical perspective, this interceptor concept
can be further extended such that each customer request and the corresponding service
response can be intercepted in general [i04]. For instance, a physical interceptor compo-
nent can be placed inside the auditee’s network or data can be routed to corresponding
interceptors [i04]. However, analyzing the entire data traffic is practically not feasible
due to performance losses, privacy and security concerns, and legal requirements (e.g.,
fear of monitoring employees) [i04]. Hence, when implementing interceptors in cloud

contexts, one has to filter and adjust the amount of data that is actually analyzed.

Furthermore, CA models that use multiple digital agents to support auditing processes are
suggested.*®! Digital agents (DASs) (also referred to software, autonomous, or intelligent
agents) are software objects that achieve individual goals by autonomously performing
actions and reacting to events in a dynamic environment. Furthermore, they are charac-
terized by having different degrees of artificial intelligence and mobility (the ability to
travel from one platform to another).1%2 Moreover, they can be added, removed, reconfig-
ured and updated during runtime without altering and influencing an auditee’s or auditors
system.1% DAs are supposed to automatically perform activities that are traditionally un-
dertaken by human auditors, for example, collecting and evaluating information and audit
evidence, validating certification requirements as well as asset examination when using
RFID technologies.* Typically, audit tasks are performed by a team of DAs, which are
hierarchically structured.!® For instance, each audit agent team consists of one captain
agent, M mediator agents and N operator agents (with 0<M<N). The captain and mediator
agent are mainly responsible for coordination and aggregation, operator agents are dis-
patched to different information system to collect the necessary audit evidence. Through

their artificial intelligence, mobility and individual, autonomous acting, they seem to be

101 Cf. this and the following sentence Du, Li, Wei (2005), p. 372, Fuggetta, Picco, Vigna (1998), p. 334,
Chou, Du, Lai (2007), p. 2276, Shaikh (2005), p. 410-414, Woodroof, Searcy (2001), p. 4, and Doe-
litzscher et al. (2012a), p. 6.

102 Cf. Chou, Du, Lai (2007), p. 2276, and Shaikh (2005), p. 410-414.

103 Cf. Doelitzscher et al. (2012a), p. 6-7.

104 Cf. Chou, Du, Lai (2007), p. 2276, Shaikh (2005), p. 410-414, and Woodroof, Searcy (2001), p. 4.

105 Cf. this and the following two sentences Ye, Yang, Gan (2012), p. 224, and Doelitzscher et al.
(2012b), p. 7.
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very suitable for CA of CSs, especially when comparing DAs to EAMs. However, high
efforts and expenses for DA development and implementation as well as possible nega-
tive impacts on system performance have to be considered.'% Similar to EAMs, the usage
of DAs has been evaluated critically by practitioners: “I believe that the customer ac-
ceptance to permit digital agents to perform actions is very low, because with these agents
you implement untrustworthy software into your cloud systems” [103]. Especially agent
deployment interfaces might be a highly valuable target for attackers to compromise the
auditee’s and auditor’s systems [i03]. Thus, potential security vulnerabilities when using

DAs bear high risks for both auditees and auditors.

Auditing mechanisms might have a negative impact on auditee’s system performance.'%’
To counteract this issue, audit-related processing can be performed outside the source
system by applying the concept of ‘ghosting’.1%® Ghosting entails operating a ‘copy’ of
an entire system on separate hardware, including data and system settings. Many compa-
nies utilize copies of the production environment or staging systems for development
processes and change management.%® Auditors prefer testing on these staging systems,
if staging systems are technically similar to production or live systems [i01, i04]. How-
ever, in most cases staging systems are not connected to the internet due to potential open
security issues or vulnerabilities [103]. Thus, auditors are not able to access these systems

externally to perform auditing operations.

Moreover, audit relevant data can be transferred at predetermined intervals to supplemen-
tary databases, for instance, in audit data marts (ADM).11® ADMs are small, mostly audi-
tee-independent data repositories in which relevant data from all application systems are
automatically integrated.!!! By using extract, transform and load tools, audit-relevant data

can be extracted from the requisite systems, and transformed to facilitate audit reporting

106 Cf. Chou, Du, Lai (2007), p. 2284-2285.

107 Cf. Singh et al. (2013), p. 302.

108 Cf. this and the following sentence Kuhn Jr., Sutton (2010), p. 95.

109 Cf. Braun, Davis (2003), p. 727.

10 Cf. Singh et al. (2013), p. 302, Ye, Yang, Gan (2012), p. 221, and Rezaee et al. (2002), p. 153.

11 Cf. Chou, Du, Lai (2007), p. 2276, Rezaee et al. (2002), p. 152, 155, and David, Steinbart (1999),
p. 30.
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and analytics.'? Thus, ADMs enable a real-time data access on which continuous (semi)
automated analysis and auditing can be performed. ADMs may be used for CA of CSs, if
appropriate data formats are available and a secure access to the collected data is guaran-
teed.

Besides gathering information from the auditee’s system, auditors need to identify and
evaluate external changes, for example, emergence of security threats or vulnerabili-
ties'3. External information can be gathered and evaluated in decision support system
(see section 5.3), to trigger re-auditing events or alerts. Open vulnerability databases, like
the Common Vulnerability and Exposures'* and Common Configuration Enumeration*®
database can be assessed, to expose unknown vulnerabilities and system weakness con-
figurations that may cause system crashes and malfunctions.!*® These databases offer in-
formation about vulnerabilities in open data formats, like XML. Additionally a vulnera-
bility scoring system*!’ has been developed, which proposes a vulnerability rating method
from zero to ten, indicating the risk height, and can be accessed via internet. Using auto-
mated scanners and questionnaires, information about the auditee’s system can be gath-
ered and then compared to the information retrieved from the databases and scoring sys-
tems, thus, enabling (semi) automated vulnerability analysis.!!® Table 5-3 summarizes
evidence gathering mechanisms, and databases to store or gather audit evidence.

Embedded Audit Module (EAM)

EAMs are special purpose code objects (e.g., programs) that are embedded into the

auditees’ information systems and supervise all of the audit-related data in real-time.

Interceptor

Interceptors can be applied as a wrapper that is used to wrap information systems or IT
components. They can monitor data flowing into and out of systems.
Digital Agent (DA)

112 Cf. Baksa, Turoff (2011), p. 240.

113 See for instance Shahriar, Zulkernine (2011), for a classification of vulnerabilities.
114 The MITRE Corporation (n.y.).

115 National Institute of Standards and Technology (n.y.).

116 Cf. this and the following two sentences Kuo et al. (2011), p. 643-644.

117 Forum of Incident Response and Security Teams (n.y.).

118 Cf. Kuo et al. (2011), p. 645-646.
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DA:s are intelligent and mobile software objects that achieve individual goals by auton-
omously performing actions that are traditionally undertaken by human auditors.
Audit Data Mart (ADM)

ADMs are small, mostly auditee-independent data repositories in which relevant data

from all application systems are automatically integrated and analyzed.

Vulnerability Databases

Assessing external vulnerability databases (e.g., Common Vulnerability and Exposures

database) to exposure unknown vulnerabilities and system weakness configurations

which might re-trigger audits.

Table 5-3 Overview of evidence gathering mechanisms and corresponding databases.
5.3 Auditing System Architectures

Aside from individual components and mechanisms to gather audit evidence, researchers
have developed several comprehensive CA systems and system architectures. A monitor-
ing and control layer (MCL) can be implemented as an independent computer system,
which is usually owned and operated by the auditor.*'® It forms an overlay on top of a set
of existing systems and utilizes a middleware layer to provide integration between loosely
coupled applications such as the auditee”s service applications and legacy systems.'?° The
concept of a MCL was first proposed by Vasarhelyi, Halper (1991).22! In general, the
MCL architecture comprises several layers: (1) data capture layer, (2) data filtering layer,
(3) relational storage, (4) measurement standards layer, (5) inference engine, (6) analytic
layer, (7) alarms and alerting layer, and (8) reporting platform.'?2 A MCL can query data
from integrated applications or receive periodic data from them.'2® Thus, a read-only ac-
cess to the auditee’s system is exclusively required.*?* Extracted data is compared to a
predefined rule-set of audit procedures inside the analytical layer.1?> Any violations, as

defined by the rule-set, are stored and might automatically trigger an alert to the auditor.

119 Cf. Alles et al. (2006), p. 145-146, and Kuhn Jr., Sutton (2010), p. 95.

120 Cf. Vasarhelyi et al. (2004), p. 10, and Kuhn Jr., Sutton (2010), p. 95.

121 Cf. Perols, Murthy (2012), p. 37.

122 Cf. Vasarhelyi et al. (2004), p. 10, and Kuhn Jr., Sutton (2010), p. 95.

123 Cf. Kuhn Jr., Sutton (2010), p. 95, Alles et al. (2006), p. 146, and Perols, Murthy (2012), p. 37-38.

124 Cf. Alles et al. (2006), p. 145-146.

125 Cf. this and the following sentence Vasarhelyi et al. (2004), p. 12, Kuhn Jr., Sutton (2010), p. 95, and
Perols, Murthy (2012), p. 37-38.
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Alles et al. (2006) provide an insight into the implementation of a MCL at Siemens that
focused on detecting control exceptions in business processes using control information
from SAP applications.?® Similar, Singh et al. (2013) reviews CA/CM systems that are
based on the MCL architecture. In contrast to embedded components, data retrieved by a
MCL can be presumed to be safe to manipulation by the auditee’s employees because of
the independency of the MCL.*2" However, Alles et al. (2006) identify the need for man-
agement of audit alarms and the prevention of possible alarm floods.'?® The usage of
MCL in cloud computing contexts might be limited due to distributed cloud infrastruc-

tures.

Beside MCLs, agent-based CA architectures are common in literature. Under this archi-
tecture, a DA is initiated to represent a certain audit procedure and dispatched to different
auditee’s systems.*?® A flexible (e.g., platform independent) and adaptable (e.g., agents
can be deployed as required) agent-based architecture facilitates gathering audit evidence
in distributed and heterogeneous auditee’s systems.!3 In general, it consists of several
components: organizing and planning modules, scheduling modules, agent repositories
and dispatcher, audit evidence and knowledge databases. These components are imple-
mented into the auditor’s systems and only agents are dispatched to the auditee’s sites.
Typically, audit organizer modules provide auditors with an interface to invoke functions,
such as planning, analyzing and reporting. Moreover, audit planning modules are in
charge of generating an audit plan, which may include objectives, metrics, and audit rules
for a particular DA.3! A scheduling module determines which agent needs to be instan-
tiated as well as a dispatching destination.**? Furthermore, an agent repository possesses
the source code of each kind of DA. The agent dispatcher deploys DAs of various func-
tions to auditee’s sites according to the audit and scheduling plan.**® Hierarchically struc-

tured teams consisting of captain, mediator and operator agents will then perform the

126 Cf. Alles et al. (2006), p. 138-139, and Perols, Murthy (2012), p. 37-38.
127 Cf. Alles et al. (2006), p. 145-146.

128 Cf. Alles et al. (2006), p. 157, and Perols, Murthy (2012), p. 37-38.

128 Cf. Chou, Du, Lai (2007), p. 2276, and Ye, Yang, Gan (2012), p. 221.
130 Cf. this and the following three sentences Wu et al. (2008), p. 355, 357.
181 Cf. Wu et al. (2008), p. 357, and Ye, Yang, Gan (2012), p. 222-223.

132 Cf. this and the following sentence Ye, Yang, Gan (2012), p. 222-223.
133 Cf. Wu et al. (2008), p. 357, and Ye, Yang, Gan (2012), p. 222-223.
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planned audit operations, for example, interacting with the auditee”s system and retriev-
Ing necessary audit evidence, testing effectiveness of business processes, mining data to
analyze and identify fraud behavior.*** To secure the movement of DAs, a concept of
using shared keys between agents and data sources to authenticate operations are pro-
posed.’*® Finally, information and audit evidence gathered by DAs are stored in
knowledge and audit evidence databases to support the audit report.1® In contrast to the
usage of MCL in cloud contexts, agent-based CA architectures enable a flexible deploy-
ment and transmission of DAs across different cloud infrastructures and locations. In ad-
dition, DAs are able to perform a broad variety of auditing operations. Thus, agent-based
architectures seem to be suitable in the context of CSC. The Java Agent Development
Framework (JADE) might be used to implement DAs in cloud contexts.*®’ It is one of the
widely used frameworks for developing multi-agent systems that enables Java agents to

be easily deployed regardless of auditee’s operating system platforms.

CA can be realized as a set of web services that reside within the auditor’s computing
environment.*3® Each auditing function is therefore represented as a web service which
can be invoked to continuously audit an auditee’s system.**® Such a web service model
can be realized by implementing wrappers for each business process within the auditee’s
system. For instance, by integrating web services description language wrappers at the
auditee’s system, SOAP and HTTP communication is facilitated between the auditor’s
web service and auditee’s systems. Alternatively, an XBRL GL data hub can be integrated
into the auditee’s system, which converts system data into the XBRL GL format and
transmits formatted data to the auditor’s web services. The use of web services for audit-
ing enables new businesses model for auditing firms.**® In such business models, cloud
customers can invoke auditor’s web services to continuously retrieve assurance reports.

Each time a web service is invoked, an auditor can receive a service fee. The literature

134 Cf. this and the following two sentences Ye, Yang, Gan (2012), p. 224, and Doelitzscher et al.
(2012b), p. 7.

135 Cf. Zhang, Wan (2011), p. 1-4.

136 Cf. Ye, Yang, Gan (2012), p. 222-223.

187 Cf. this and the following sentence Wu et al. (2008), p. 358-359.

138 Cf. Yeh, Chang, Shen (2008), p. 1013, Murthy, Groomer (2004), p. 149, and Gao (2010), p. 2143.

139 Cf. this and the following three sentences Murthy, Groomer (2004), p. 147, 149-150.

140 Cf. this and the following two sentences Murthy, Groomer (2004), p. 147, 149-150.
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review revealed that the concept of auditing web services has already been applied in
context of cloud computing. The Cloud Research Lab at Furtwangen University in Ger-
many is developing an incident detection web service for cloud computing.**! A cloud
customer is able to define security SLASs that regulate which cloud components should be
monitored and how.'*2 To validate defined security SLAs, an agent framework is used,
whereas DAs are deployed at all core components of a cloud infrastructure (e.g., running
VMs of cloud users, data storage, network transition points).}** These DAs are able to
detect security incidents, for instance, account misuses, distributed denial of service at-
tacks, VM breakouts, and cloud resource misusage, among others.*** Cloud customers

can track the status of monitored components through a web portal .14

Finally, it is recommended to implement Decision Support Systems (DSS) to support CA
processes.'*® In general, DSS are intended to improve decision quality, expedite decision-
making processes and decrease the amount of effort required for effective performance.
To support CA, these DSSs may incorporate different mining techniques, which are per-
formed on a regularly basis. Data mining involves many different techniques (e.g., neural
networks, distributions of numbers) for discovering patterns in large sets of data and to
detect irregularities in these patterns. Text mining involves discerning patterns from text
to detect deception and fraud, and can be applied for example to email, discussion groups,
media, and in general to the internet. These mining techniques enable an efficient em-
ployment of scarce auditing resources. Nevertheless, for auditors, mining techniques are
difficult to develop. Especially when employing mining techniques, a huge volume of
data, exceptions and reports may be generated, thus threatening audit efficiency. In these
cases, DSSs can be used to aggregate information from many different sources, for in-
stance from EAMSs, minded external and internal data, and efficiently and automatically

decide to take actions or to alert the auditor, based on the aggregated and analyzed

141 Cf. Doelitzscher et al. (2013), p. 150.

142 Cf. Doelitzscher et al. (2012a), p. 379.

143 Cf. Doelitzscher et al. (2012a), p. 379, and Doelitzscher et al. (2012b), p. 8.
144 Cf. Doelitzscher et al. (2012b), p. 13-14.

145 Cf. Doelitzscher et al. (2013), p. 158.

146 Cf. this and the following sentences Hunton, Rose (2010), p. 297, 301, 303.
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evidence.!*” Future DSSs may even evolve to intelligent and adaptive audit process sys-
tems, which collect large volumes of data from the audit environment, automatically ad-
just audit plans based upon data analysis and environmental triggers, and automatically
generate new audit tests for unexpected events.*® DSSs can be used to support CA in
contexts of CS and reduce the workload of auditors, by aggregating information and pro-
mote decisions automatically. Especially concerning decisions, about whether or not to
re-audit several criteria, based upon auditee’s information, DSSs can be used to reduce
auditor’s manual judgment. Thus, in combination with interfaces or websites, in which
an auditee reports information and changes, a DSS can be used to automatically react on
changes, perform actions, or promote alerts. Additionally, mining techniques can be used
to inform auditors about changes in the auditee’s system, which may be relevant for the
certification process. Also mining of external sources, for example reports about major
security risks or incidents, new viruses or threats, can provide the auditors with timely
information. Currently, DSSs are not used during CSC processes [i03]. Nonetheless, au-
ditors endorse the concept of using DSSs to support and to automate their auditing prac-
tices [i103]. Implementation efforts depend on the scope of such DSSs, hence simple sys-
tems might be easily developed [i03]. Table 5-4 outlines identified continuous auditing

system architectures.

Monitoring and Control Layer (MCL)

The MCL forms an overlay on top of a set of existing systems and utilizes a middleware
layer to provide integration between loosely coupled applications, such as the auditee’s
service applications and legacy systems.

Agent-based continuous Auditing Architectures

Digital Agents are initiated to represent a certain audit procedure and dispatched to
different auditee’s systems. A flexible (e.g., platform independent) and adaptable (e.g.,
agents can be deployed as required) agent-based architecture facilitates gathering audit

evidence in distributed and heterogeneous auditee systems.

Auditing Web Services

147 See Kleinmuntz (1990) for a discussion, about DSSs are better aggregators for information cues than
human decision makers.
148 Cf. Hunton, Rose (2010), p. 304-305.
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Auditing functions can be represented as web services that reside within the auditor’s

computing environment, and can be invoked to continuously audit an auditee”s system.

Decision Support System (DSS)

DSSs can expedite decision-making processes and decrease efforts by incorporating
mining techniques (e.g., data and text mining) and monitoring technologies, and by

aggregating and analyzing data from different information sources.

Table 5-4 Overview of identified continuous auditing system architectures.

5.4 Data Integrity Validation

As CS customers do not longer possess their data locally, assuring that their data is being
correctly stored and maintained in cloud environments is of critical importance [i03]. Data
integrity may be threatened by malicious insiders, data loss due to management errors,
technical or byzantine failures, and by external attackers.!*® Ensuring data integrity in
cloud environments is a challenging task due to multitenant architectures and distributed
systems.™™ In addition, validating data integrity of outsourced customer data and cus-
tomer’s meta data is more challenging compared to traditional integrity checks of in-
house stored data [i03]. To ensure data integrity proactively, auditors are analyzing audi-
tee’s processes and technical arrangements [i03]. For instance, appropriate data backup
processes, and security mechanisms to prevent malicious data modification have to be in
place to ensure data integrity [i03]. However, to create trustworthy CSs, auditors might
continuously validate that data integrity is maintained as well. A wide range of research
currently addresses the question on how to assure data integrity in cloud computing con-
texts. Recently, Liu et al. (2013b) and Yang, Jia (2012) analyze and provide a survey on
main aspects of this research problem, summarize methodologies as well as present

achievements of selected integrity validation approaches.

A broad variety of methods enables a third party to audit and validate the integrity of data
stored in a cloud.’®! Especially hashing techniques have been identified as adequate

149 Cf. Nithiavathy (2013), p. 125-126.

150 Cf. Subashini, Kavitha (2011), p. 5.

151 See Liu et al. (2013a), Wang et al. (2013), Wang et al. (2011), Yang, Jia (2013), Zhu et al. (2013),
Sujana, Revathi (2012), Nithiavathy (2013), Wang, Li, Li (2013b), Rajkumar, Kumar, Sivarama-
krishnan (2013), Liu et al. (2014), and Shah, Swaminathan, Baker (2008).
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methods for monitoring the integrity of large amounts of data.'®> These methods enable
auditors to simultaneously verify the integrity of multiple users’ data, which is important
in multitenant cloud environments with many users operating at the same time. Moreover,
simultaneous monitoring of multiple and hybrid clouds, and multiple owners is feasi-
ble.’>® Auditors are able to detect anomalous behavior of data operations as well.1>* Aside
from that, some methods support dynamic data operations on a fine-grained level, thus,
minor data changes are considered when validating data integrity.'> Data security and
privacy has to be ensured when validating data integrity in cloud environments, for ex-
ample, by implementing cryptography,’®® authentication,’®” or authorization tech-
niques.t®® Furthermore, using periodic sampling audits or moving computational opera-
tions onto the cloud server, auditors can reduce communication and computation cost,
which leads to increased audit efficiency.*®® In addition, by computing verification to-

kens, auditors are able to locate data errors.®°

Moreover, contexts in which cloud users are sharing data as a group require adjusted
integrity validation checks.!®! In these contexts, initiating users and other group users are
able to concurrently access and modify shared data.'®? Furthermore, new users may be
added, or existing users may be revoked from the group, hence creating dynamic group
settings. Commonly, auditors will validate private user signatures of used data to validate

data integrity, however, in shared data contexts, auditors may be able to reveal

152 Cf. this and the following sentence, for example, Yang, Jia (2013), p. 1721, Zhu et al. (2013), p. 230,
and Liu et al. (2013a), p. 4

158 Cf. Yang, Jia (2013), p. 1717, Zhu et al. (2012), p. 2231, and He et al. (2013), p. 51.

154 Cf. Zhu et al. (2013), p. 227.

155 Cf. Liu et al. (2013a), p. 1, and Wang et al. (2009), p. 1.

1%6 Cf. Yang, Jia (2013), p. 1718, and see Ni et al. (2013) for a proposed security patch.

157 Cf. Wang et al. (2013), p. 2-3, Sujana, Revathi (2012), p. 96, He et al. (2013), p. 53, and Nithiavathy
(2013), p. 126.

18 Cf. considering authorization techniques Liu et al. (2013a), p. 2, and Zhu et al. (2013), p. 229.

19 Cf. for periodic sampling Zhu et al. (2013), p. 229, and Kwon et al. (2014), p. 2, and for moving com-
putational operations onto the cloud server Yang, Jia (2013), p. 1717.

160 Cf. Nithiavathy (2013), p. 127.

161 Cf. Kwon et al. (2014), p. 2, Wang, Li, Li (2012), p. 1-2, Wang, Li, Li (2014), p. 295, and Wang, Li,
Li (2013a), p. 2904.

162 Cf. this and the following sentences Wang, Li, Li (2013b), p. 1946, 1947, 1948.
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confidential information of the group (e.g., which user in the group is modifying data
most) by this common approaches. Thus, these shared data contexts require adjusted in-
tegrity checks, which can preserve privacy of group users. One solution for this problem
is using private group keys that can be used as additional file signatures, and as an indi-
cator for data integrity. Likewise, an auditor can use index tables or signatures to ensure
data integrity in shared data contexts.163

When stored data is archived, it remains necessary to ensure its integrity for disaster re-
covery, or to assure compliance with legal requirements.'®* To perform automatic integ-
rity checks, and to ensure the recovery of corrupted files under a multi-server setting, a
data integrity protection scheme is proposed. This scheme requires only a thin-cloud in-
terface (an interface offering standard read and write functionalities), thus it can be de-
ployed to general types of storage services and no CS implementation changes are re-
quired.'® Given an archive file, it can be encoded into code chunks, which are distributed
over and stored on a number of servers. In cases of server failures, a file can be recon-
structed by reading a set of chunks smaller than the original file from other surviving
servers, and by reconstructing only lost (or corrupted) data chunks, instead of recovering
a complete file from one server. A client or an auditor can ask for randomly chosen parts
of remotely stored data, and run a probability checking protocol to verify the data integ-

I’Ity 166

The identified methods form a comprehensive sample for enabling continuous, secure,
and privacy-preserving auditing of cloud storage data integrity, with low computational
overhead. Table 5-5 categorizes the presented approaches.

Auditing of Data Integrity

A variety of methods are proposed to enable third parties to audit and validate the in-

tegrity of multiple users” data stored in a cloud.

Auditing of Shared Data Integrity

183 Cf. Kwon et al. (2014), p. 2, Wang, Li, Li (2012), p. 1-2, Wang, Li, Li (2014), p. 295, and Wang, Li,
Li (2013a), p. 2904.

164 Cf. this and the following sentence Chen, Lee (2014), p. 407.

185 Cf. this and the following sentences Chen, Lee (2014), p. 408, 410.

166 Cf, Chen, Lee (2014), p. 409-412.
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Contexts in which cloud users are sharing data as a group require adjusted integrity
checks due to dynamic group settings. One solution for this problem is using private
group keys, which can be used as additional file signatures, and as an indicator for data

integrity.

Validating Backup Integrity

To perform automatic backup integrity checks, and to ensure the recovery of corrupted
files, a backup file can be encoded into code chunks, which are distributed over and

stored in a number of servers.

Table 5-5 Summary of data integrity validation mechanisms.

5.5 Automated Analysis of Processes and System Models

Several certification criteria require auditors to analyze business processes and system
architectures to identify security vulnerabilities or compliance issues. Process mining
techniques and semi automated model evaluation algorithms can be used to support these
auditing operations.

Process mining describes a technique of systematically analyzing data recorded by infor-
mation systems.'®” It enables auditors to gain insights into how processes are being un-
dertaken by analyzing a vast amount of data that is routinely gathered and stored in event
logs. “The scope and power of process mining is dependent on how comprehensive the
event log is including data on all activities relevant to the process being analyzed.””*%
Thus, comprehensive event logs must be created.'%® Three fundamental process mining
perspectives can be applied when analyzing event logs: the process perspective, the or-
ganizational perspective and the case perspective. The process perspective can be used to
compare the actually logged process with a designed process model to identify control
failures and weaknesses. Such process discovery and conformance checks are carried out
by examining log timestamps to systematically establish a flow of activities through the
process from beginning to end, and compare these to prescriptive models. Adopting the
organizational perspective enables the auditor to identify how the process was under-

taken, hence checking segregation of duty controls. “The case perspective focuses on a

167 Cf. this and the following sentence Jans, Alles, Vasarhelyi (2013), p. 2,4.
168 Jans, Alles, Vasarhelyi (2013), p. 5.
169 Cf. this and the following sentences Jans, Alles, Vasarhelyi (2013), p. 5, 11, 12.
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single process instance, tracing back its history and relationships of users that are involved
in that history.”%"® Such process mining techniques might be used in CA contexts, to de-

rive process models, or to assess process executions.

It must be ensured that moving (parts of) business processes into the cloud does not vio-
late compliance or security rules.!’* To verify business processes, workflow models can
be designed and analyzed. “A workflow is a discrete and case-based business process,
i.e., it has a defined start and end point, and handles a specific instance of a business
process.”1’? It comprises a control flow that describes activities that happen in what order,
and an information flow that describes which data and resources are exchanged between
these activities.!”® For further analysis, such workflow models have to be transformed
into Petri nets.”* A Petri net is an abstract, formal model of an information flow that can
be used to model systems of events, and is illustrated by using graphs.” The transfor-
mation process from workflow models to Petri nets can be automated, when processes
are described in WS-Business Process Execution Language or Business Process Model
and Notation.'’® Additionally, Petri nets can be generated based on event logs, in case the
start and the completion time of relevant events are logged.*’” After this transformation,
workflows can be analyzed regarding information flow risks and compliance adher-
ence.!’® In addition to the workflow Petri net, a Petri net for compliance rules has to be
defined.t”® A compliance rule describes which activities might, must or must not be per-
formed on what objects by which roles at what time. Such compliance Petri nets are au-
tomatically analyzed and compared to the workflow Petri net, and rule violations are
marked. Likewise, when (partially) outsourcing workflows into the cloud, providers have

170 Jans, Alles, Vasarhelyi (2013), p. 11.

171 Cf. this and the following sentence Accorsi, Lowis, Sato (2011), p. 145, and Accorsi (2011), p. 1-5.

172 Accorsi, Lowis, Sato (2011), p. 146.

173 Cf. Accorsi, Lowis, Sato (2011), p. 146.

174 Cf. Accorsi, Lowis, Sato (2011), p. 149, and see Business Process Technology Group (n.y.), and Saha
(2008) for transformation tools.

175 Cf. Peterson (1977), p. 223.

176 Cf. Accorsi (2011), p. 1-5.

177 Cf. Wen et al. (2009), p. 1-2.

178 Cf. Accorsi (2011), p. 1-5.

179 Cf. this and the following two sentences Accorsi, Lowis, Sato (2011), p. 148-149.
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to ensure that data and information are securely handled.! Security leaks and risks of
workflow models can be detected semi automatically by analyzing information flows
based upon Petri nets. After the workflow transformation to Petri nets, security require-
ments concerning information flows between activities and objects inside the workflow
have to be defined.'® For example, information flows can be classified as secret or public,
thus it has to be ensured that secret information flows do not interfere with public flows
to prevent information leakage. Finally, automated statistical validation algorithms can

be used on these Petri nets to check whether risks or information leakages exist.

Service-oriented architectures and web services are one of the most important enabling
technologies for cloud computing.'®2 Similar to the analyzing of workflows to detect fail-
ures, web service designs can be checked to identify and address design problems at early
stages. Therefore, web service behaviors are divided into two types: operational behaviors
and control behaviors. Operational behavior illustrates the business logic that is repre-
sented by the functioning of a web service. Control behavior acts as a controller over the
operational behavior, and guides its execution progress. To model these behaviors, state
charts and Petri nets are recommended. The interactions between control and operational
behaviors are modeled as conversation sessions (i.e., sequences of messages exchanged
between the control and operational behaviors). By analyzing conversational messages
and checking service behavior specifications, it is possible to verify the service design.
This approach has been tested on several web services, and has been validated to detect

service design problems. Table 5-6 presents methods contained in this cluster.

The presented methods can be used to automatically analyze processes, models and sys-
tem architectures. However, interviews and field observation revealed that most auditees
do not provide models and architectures in suitable, machine-readable formats. Typically,
auditee’s are presenting and describing their systems and processes during one-site audits
in order to enable auditors to identify vulnerabilities and errors as well as to evaluate the
adherence to certification requirements. Hence, the presented methods were rated as not

relevant for certification processes [i01, i03, i04]. Moreover, it was noted that usually

180 Cf. this and the following sentence Accorsi (2011), p. 1-5.
181 Cf. this and the following two sentences Accorsi (2011), p. 1-5.
182 Cf. this paragraph Sheng et al. (2014), p. 416, 417, 423, 429, 431.
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cloud systems are getting certified after reaching a certain service maturity stage, thus,
system designs and process models might be outdated [i04].

Process Mining

Process mining describes a technique to systematically analyze data recorded by in-
formation systems to gain insights into how processes are being undertaken.
Workflow Model Analysis

Workflow models can be analyzed regarding information flow risks, compliance ad-

herence as well as security leaks.

Web Service Design Analysis

Web service designs can be semi automatically checked to identify and address design

problems at early stages.

Table 5-6 Overview of cluster ‘Automated Analysis of Processes and System Models’.

6.  Continuous Monitoring Methods

Performing CM by CSP forms a prerequisite for auditors to perform efficient CA, since
monitoring capabilities of auditors may be limited due to technical, organizational and
legal reasons (see section 2.3). In the following sections, identified (semi) automated CM
methods are presented and discussed according to their applicability in cloud computing
contexts. Moreover, supplements by practitioners were added to corresponding methods.
It was agreed upon that the following monitoring clusters cover the most important cloud

monitoring methods and concepts [i04].

6.1 Cloud Monitoring Tools and Architectures

From a CSP’s point of view, operating and maintaining a cloud infrastructure is more
challenging compared to a classic datacenter due to inherent cloud computing character-
istics.’8% A CSP has to prove that he is capable of dealing with a variety of requirements,
for instance, secure isolation and adequate segregation of shared computing and storage
resources, measuring availability, service and data protection, and compliance to laws
and customer requirements. Therefore, a provider has to implement and operate different

monitoring tools, mechanisms and architectures.

183 Cf. this and the following sentence Doelitzscher et al. (2013), p. 149.
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Different types of monitoring mechanisms and tools were identified to collect runtime
information from cloud components on different architectural layers.!8* First, the cloud
infrastructure and platform might be monitored in real-time by using native libraries, for
instance, using the cross-platform API ‘Hyperic’s System Information Gatherer and Re-
porter’1®, Second, filters and interceptors can gather information out of messages to and
from monitored services. Third, service probes are widely used to monitor different cloud
components. A service probe is a special purpose monitoring code that is manually em-
bedded inside the target code. Lastly, http-detectors can monitor the performance of cloud
applications by simulating http-requests sent from end users. Aside from abstract moni-
toring mechanisms, a broad range of commercial (e.g., ‘Amazon CloudWatch’18¢, <Az-
ureWatch’*®” for Windows Azure-based cloud applications) and open-source cloud mon-
itoring software and tools exist.*®® One of the most popular open source monitoring solu-
tions is ‘Nagios’.*®® Nagios monitors hosts and services, and alerts users when issues oc-
cur or are resolved. Typically, Nagios is operated on a central server that remotely exe-
cutes monitoring operations. Likewise, ‘OpenNebula’*® is an open source toolkit for the
management of distributed and heterogeneous cloud infrastructures, and ‘Nimbus’*®* pro-

vides an integrated set of monitoring tools.!%

Besides cloud monitoring mechanisms and tools, a variety of publications were identified

that describe and analyze general cloud monitoring architectures,'®® and monitoring

184 Cf. this and the following sentences Shao et al. (2010), p. 316-317, and Shao, Wang (2011), p. 29.

185 HYPERIC (n.y.).

18 Amazon Web Services, Inc. (n.y.).

187 paraleap Technologies (n.y.).

188 Cf. Aceto et al. (2013), p. 2103-2108, Fatema et al. (2014), p. 2920-2921, and Alhamazani et al.
(2014), p. 11.

189 See for Nagios Nagios Enterprises (n.y.), and cf. this and the following two sentences Katsaros,
Kibert, Gallizo (2011), p. 427.

190 OpenNebula Project (n.y.).

191 University of Chicago (n.y.).

192 Cf. Aceto et al. (2013), p. 2105.

198 See for example Katsaros, Kiibert, Gallizo (2011), Povedano-Molina et al. (2013), Montes et al.
(2013), Kutare et al. (2010), Hasselmeyer, d’Heureuse (2010), Tovarnak, Pitner (2012), and Shao et
al. (2010).
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architectures for virtualized environments.** However, due to size limitations and a focus
on CA in this thesis, only an exemplary open-source monitoring platform will be de-
scribed in the following. Aguado, Calero (2014) developed a monitoring PaaS for pro-
viders and consumers to monitor cloud infrastructures. Hence, their PaaS addresses the
lack of control of customers with regards to monitoring in cloud environments.!%
Through the use of this monitoring PaaS, providers are able to see a complete overview
of their infrastructure, whereas cloud customers are able to see and monitor their provi-
sioned cloud resources. Furthermore, cloud customers can configure and customize what
information is gathered about their monitored resources. Additionally, this monitoring
information is kept private, thus they can neither be accessed by other cloud customers
nor by the CSP. The proposed monitoring architecture is based on Nagios, and extends
the cloud infrastructure by means of inserting a new service attached to the communica-
tion middleware of the cloud infrastructure.'®® Monitoring services are provided via ad-
ditional VMs, created per cloud customer. Thereby, cloud customers can access their own
monitoring platform by accessing a web interface. Additionally, cloud customers can use
this web interface to define new services and metrics to be monitored. This monitoring
PaaS has been implemented and released to the community as an open source project
under GPL license. The architecture has been successfully validated in an intensive test,
and it has been empirically proven that the proposed monitoring architecture only im-
posed a negligible performance overhead and scales well under different stressing work-

loads. Table 6-1 summarizes this cluster.

194 See for example Clayman, Galis, Mamatas (2010), Clayman et al. (2011), and Xiang et al. (2010).
195 Cf. this and the following sentences Aguado, Calero (2014), p. 1, 2,5.
196 Cf. this and the following sentences Aguado, Calero (2014), p. 4,6-8, 13.
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Cloud Monitoring Mechanisms and Tools

Different types of monitoring mechanisms and tools were identified to collect runtime
information from cloud components on different architectural layers, e.g., native li-
braries, interceptors, service probes as well as commercial and open-source monitor-

ing software and tools.

Cloud Monitoring Architectures

A variety of monitoring architectures for clouds and virtualized environments are pro-
posed, e.g., a monitoring platform-as-a-service that attaches new monitoring services

to the communication middleware of cloud infrastructures.

Table 6-1 Overview of cloud monitoring tools and architectures.
6.2 Logging and Inspection

To ensure reliable and comprehensive CM, an extensive logging of occurred events and
corresponding information is essential.1®” Thus, a CSP has to implement appropriate log-
ging facilities and mechanisms. However, to be useful and credible, log data must fulfill
the properties integrity and confidentiality [i01, i04].1%® Log integrity states that log data
is accurate (entries have not been modified), complete (entries have not been deleted),
and compact (entries have not been illegally added to the log file). Confidentiality states
that log entries cannot be stored in clear-text to prevent manipulation. To ensure these
properties, log data must be encrypted by means of cryptographic techniques, for example
hashing techniques.'®® Nonetheless, a provider has to evaluate which log data is of critical

importance, since securing and encrypting logs cause’s additional efforts [i04].

A suggested and widely accepted solution to implement efficient logging structures in
cloud environments is a layered logging framework to increase accountability of CSs.?%
It consists of different logging layers: system layer, data layer, and workflow layer. First,
the system layer creates logs, which contain information about the operating system, (file)
system events, virtual and physical memory, and network traffic. A technique addressing

this layer has been proposed and implemented.?°! It intercepts every file access in virtual

197 Cf. Accorsi, Stocker (2008), p. 4.

198 Cf. this and the following two sentences Accorsi (2007), p. 6-7.

199 Cf. Accorsi (2007), p. 6.

200 Cf. this and the following two sentences Ko et al. (2011), p. 585-587.

201 Cf. this and the following sentence Ko, Jagadpramana, Lee (2011), p. 765, 770, 771.
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and physical machines to enable system administrators and end-users to audit file life
cycles, access and transfer histories as well as to determine the physical location of files.
Second, the data layer produces logs about the data storage system of a CS.?%? Data layer
logs can be subdivided into logs recording the provenance of data, and logs documenting
the consistency of stored data. Lastly, the workflow layer is concerned with how clouds
can achieve high auditability. For example, logs are required for auditing the patch man-
agement process or to increase the accountability of CSs by logging processes in detail.
Additionally, policies, laws, and regulations require further information to be logged.
This framework may serve as a foundation for future CM of CSs regarding logging and
log inspection.

Moreover, logs can be analyzed to assure protection of customer’s privacy.?®® Current
techniques aim at a preventive protection of privacy, for example by using identity man-
agement systems. However, posteriori techniques to verify compliance with privacy pol-
icies can be used as well. To realize such posteriori techniques, a policy language for the
expression of privacy preferences, a secure logging to ensure confidentiality and integrity
of recorded data, and an automated monitoring process for checking adherence to policies
have to be implemented.2%* A policy language allows providers to specify a set of rules
(i.e., a policy to regulate access). To validate that user’s and object’s (e.g., computer mon-
itors or threads) actions adhere to defined privacy policy rules, monitoring logs can be
automatically analyzed.?® The monitoring is carried out in two steps: first, the log file is
transformed into a tree structure, and second the resulting tree is pruned according to
defined policies. Tree pruning refers to successively removing tree nodes when they are
compliant with policy rules. Thus, the remaining tree comprises the policy violations

found during the monitoring.

Aside from that, abstract execution logs to monitor the execution of applications are a
suitable solution to enable CA of CS applications.?%® Such an approach enables heuristics-

based log inspection techniques, which can inspect log lines with limited format

202 Cf. this and the following four sentences Ko et al. (2011), p. 585-587.
203 Cf. this and the following two sentences Accorsi (2007), p. 2.

204 Cf. this and the following sentence Accorsi (2007), p. 3.

205 Cf. this and the following sentences Accorsi, Stocker (2008), p. 1,3,5,8.
206 Cf. this and the following two sentences Jiang et al. (2008), p. 181-185.
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requirements and can scale up to process log files, which contain thousands or millions
of log lines. This approach has been tested on a large enterprise application and provided
evidence that log lines with high precision and recall can be abstracted. Supposedly, such
a method can be used to automatically and continuously check whether different applica-
tions are actually running on a cloud infrastructure, for example, malware protection or
antivirus software. Additionally, it may be used to automatically identify prohibited ap-

plication execution (e.g., restricted access).

Likewise, unstructured logs can be automatically analyzed by using data mining tech-
niques, for example, to detect system anomalies.?®” The technique consists of two pro-
cesses, the learning and the detection process. During the learning process, models that
represent the normal executional behavior of the system are derived. Therefore, training
log files, which represent a normal system usage, are used as input in the learning process.
Afterwards, these logs are analyzed, and finite state automaton models are automatically
created. In the detection process, new input logs are compared to the learned models to
automatically detect anomalies. This mining technique was implemented in two distrib-

uted systems and has shown efficiency.

To ensure integrity, confidentiality and auditability of log files, several concepts can be
implemented [i04]. First, a central log server with a restrictive access model that gathers
log files can be deployed [i01, i04]. Second, a central logging component that comprises
encryption techniques can be implemented.??® Instead of adjusting and customizing ex-
isting log mechanisms, an appropriate log adapter can be implemented. These adapters
are mechanisms that extract and transfer log entries from different logging sources (e.g.,
hypervisor) to a central logging component. This central logging component transforms
log entries into a secure, encrypted and uniform log type. To prevent internal log manip-
ulation from insiders, a trusted third party hardware security module can be implemented
that provides secure log encryption functions [i01, i04]. Such a trusted third party man-
ages and stores encryption and meta data (e.g., encryption keys, certificates, authentica-
tion data) to prevent provider manipulation, and to enable external auditability.?*® Like-

wise, decryption keys can be divided into chunks and distributed to different locations, or

207 Cf. this paragraph Fu et al. (2009), p. 149-150, 156-157.
208 Cf. this and the following three sentences Kunz, Niehues, Waldmann (2013), p. 524.
209 Cf. Kungz, Niehues, Waldmann (2013), p. 524-525.
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handed over to different employees [i04]. In large distributed systems (e.g., cloud sys-
tems), it may be impractical to assume a real-time communication between a trusted third
party and a logging facility.?%° Therefore, an untrusted logging machine has to accumulate
monitoring logs, which are threatened by attackers and manipulation. Thus, they have to
be properly secured by ensuring external auditability at the same time. To solve that prob-
lem, a strategy that enables signers to log a large number of log entries with little compu-
tational, storage, and communication costs in a publicly verifiable way was identified.?**
First, an individual signature is computed for each accumulated log item, which cannot
be forged without knowing its associated secret keys. Second, signature keys are updated
and the old ones are deleted. Third, the newly generated signature for the last log item is
aggregated to the existing signatures. Through the use of public keys, auditors are able to
decode the logs and to verify the data. Finally, to prevent logs from internal manipulation,
monitoring and log administration employees can be divided into different teams with
distinct responsibilities and entitlements, for instance, the monitoring team supervises
monitoring components that create logs but only log administrators have access to these

logs [104]. Table 6-2 summarizes logging methods and concept contained in this cluster.

Layered Cloud Logging Framework

A cloud logging framework to increase accountability of CSs. The framework consists
of different logging layers: system layer (e.g., logs about operating system, virtual and
physical memory, and network traffic), data layer (e.g., logs recording the provenance
of data and documenting the consistency of stored data), and workflow layer (e.g.,

logging to achieve high auditability).

Privacy Protection based upon Log Analysis

A posteriori log analysis to verify the compliance with defined privacy policies.

210 Cf. this and the following two sentences Yavuz, Ning (2009), p. 219, 222,
211 Cf. this and the following four sentences Yavuz, Ning (2009), p. 219, 222.
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Abstract Execution Log Inspection

Using abstract execution logs to monitor the execution of applications with limited

log format requirements.

Unstructured Logs Analysis

Automatically analyzing unstructured logs by using data mining techniques to detect

system anomalies.

Securing Logs

To ensure integrity, confidentiality and auditability of log files, several concepts can

be implemented, for example, implementing a central log server with a restrictive ac-

cess model, encryption techniques, and hardware security modules.

Table 6-2 Overview of logging methods and concepts contained in cluster ‘Logging and Inspection’.

6.3 Monitoring of virtualized Environments

A cloud infrastructure builds on multi-tenancy and virtualized environments, thus appro-
priate monitoring methods have to be implemented, to assure security of virtual machines
(VM) and virtualized applications [i04]. Different types of methods can be distinguished:
monitoring of VMs, monitoring of interactions between applications, VMs, and virtual

environments, and finally monitoring of virtualized applications.

When monitoring VMs one can differentiate between In-VM-Monitoring and Out-of-
VM-Monitoring.?*2 When a monitoring component resides in the same VM environment,
it is called In-VM-Monitoring. On the contrary the Out-of-VM-Monitoring approach is
used, when a monitor is located and isolated in separate VMs. At the high-level, the In-
VM monitoring approach provides higher performance, and the Out-of-VM approach
provides higher security. To overcome such lower security levels of In-VM-Monitoring
approaches, an In-VM-Monitoring framework is proposed, in which a security monitor
can reside inside a guest VM but still enjoys the same security benefits of Out-of-VM-
Monitoring.?*2 This framework introduces a separate hypervisor-protected virtual address
space in the guest VM to place the security monitor. The virtual memory is mapped in
such a way that it has a one-way view of the guest VM’s original virtual address space.

This means that the security monitor can view the address space of the operating system,

212 Cf. this and the following three sentences Sharif et al. (2009), p. 478.
213 Cf. this and the following sentences Sharif et al. (2009), p. 478.
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but no code executing in the operating system can view the security monitor’s address
space, thus ensuring the security of the monitor.2* This framework was implemented and
compared to an Out-Of-VM-Monitoring technique. It shows that the overhead was sig-

nificantly reduced while preserving security.

To address the lack of control for cloud customers, an architecture for dynamic manage-
ment and monitoring of VMs is proposed.?%® This architecture enables cloud users to par-
ticipate in the monitoring of their VMs by deploying a series of security policies accord-
ing to their outsourced workload. This architecture consists of three modules. First, a
monitoring agent module aims to monitor the guest operating system by deploying an
agent into each VM. Second, a VM management console provides cloud users a graphical
interface to participate in the management and monitoring (e.g., managing security poli-
cies, view VM states). Lastly, a privileged monitoring model runs directly in the hyper-
visor, to support the other two modules and necessary operations. Through this architec-
ture a set of security validation functions can be performed, for example validating the
integrity of guest OS kennel code and data, monitoring the state of VMs, and providing

cloud user with an operating platform.

Moreover, the secure and flawless interaction of application instances running on differ-
ent VMs in different virtualized cloud environments has to be validated as well. There-
fore, an automated model is proposed that consists of three layers: local application sur-
veillance (LAS), intra-platform surveillance (IPS), and global application surveillance.?®
Each application instance is monitored by an LAS component, to examine if the instance
violates any established monitoring rule and to detect malicious behavior or implementa-
tion flaws. 217 Furthermore, to monitor interaction problems between different virtualized
environments, IPS components are allocated to each VM and are also inter-connected
with other IPS components of the same virtualized environment. IPS components evalu-
ate the results of the LAS components from their allocated VM and check for security
risks that might arise through interaction of different applications or VMs. Lastly, global

214 Cf. this and the following two sentences Sharif et al. (2009), p. 479, 485-486.

215 Cf. this paragraph Chen, Wen (2012), p. 444-446.

216 Cf. Gonzalez, Munoz, Mana (2011), p. 293-295, and Mana, Munoz, Gonzalez (2011), p. 3-5.

217 Cf. this and the following sentences Gonzalez, Munoz, Mana (2011), p. 293-295, and Mana, Munoz,
Gonzalez (2011), p. 3-5.
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application surveillance components analyze data from different VMs referred to the
same application. Therefore, these components receive and analyze information from sev-
eral IPS components and have a global view of an application behavior in different virtu-

alized environments.

To automatically determine the status of applications, a framework consisting of specific
VM and analyzer modules for virtualized cloud environments is proposed.?*® By using
this framework, providers can detect attacks on executables by noticing measurement
changes, thus increasing the security of VMs. A prototype of this framework was imple-
mented and tested, and has demonstrated performance efficiency. However, this frame-
work lacks the ability to detect dynamic attacks on running applications in virtualized
environments.?*® To detect dynamic attacks a control module in the privileged VM, and
measurement modules are located in each guest VM.??° This privileged VM is started by
the hypervisor and runs the host operating system. For each VM a light measurement
module is constructed and is responsible for receiving requests from the guest VMs,
measuring running applications on demand. This monitoring data is transferred to a con-
trol center. This control center analysis data received from measurement modules to de-
tect dynamic attacks on applications. Table 6-3 recapitulates the presented monitoring
methods and techniques.

In-VM- and Out-of-VM-Monitoring

In-VM-Monitoring (i.e., monitoring component resides in the same VM environment)

and Out-of-VM-Monitoring (i.e., a monitor is located and isolated in a separate VM)

can be implemented to monitor and assure secure virtualized environments.

Cloud User Monitoring VM Approach

To enable cloud users to participate in the monitoring of their VMs, a series of security
policies, and corresponding monitoring agents can be deployed.

Application Monitoring Model

218 Cf. this and the following two sentences Liu et al. (2010), p. 56-62.
219 Cf. Wang, Mao, Luo (2012), p. 761.
220 Cf, this and the following four sentences Wang, Mao, Luo (2012), p. 762.
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Monitors the secure and flawless interaction of application instances running on dif-
ferent VMs in different virtualized cloud environments by using a layered VM moni-

toring architecture.

Framework for increasing VM Security

Determines the status of applications and detects attacks on executables in virtualized

cloud environments.

Detect Dynamic Attacks on virtualized Applications

A control module in the privileged VM, and measurement modules in each guest VM
can be located to detect dynamic attacks on running applications in virtualized envi-

ronments.

Table 6-3 Overview of methods and techniques to monitor virtualized environments.

6.4 Intrusion, Anomaly and Behavior of Malware Detection

Security is one of the most important and most discussed topics concerning cloud com-
puting. Especially by establishing CSCs, auditors verify the implementation of proper
security mechanisms. CSs form a highly valuable target for attackers and are particularly
exposed to risks of malicious behavior from external attackers, CS customers as well as
malicious employees.??! Thus, auditors need to continuously verify, whether a CSP has
established and operates mechanisms to prevent intruders from performing malicious op-

erations.

Intrusion detection systems have been a research area of security monitoring since the
beginning of the 1980s.2%2 Lunt (1993) provides one of the first surveys on automated and
real-time intrusion detection techniques and systems, including the use of neural net-
works, expert systems, and model-based reasoning for intrusion detection.??® Such tech-
nigues monitor and analyze the behavior and actions of users, compare them to estab-
lished norms and past behavior, and check for suspicious events (e.g., sudden late hour
accesses) to provide evidence by interpreting monitoring logs.??* Likewise, process min-

ing techniques can be used to analyze monitoring logs to detect low-level intrusions and

221 Cf. European Network and Information Security Agency (2009), p. 10, Subashini, Kavitha (2011),
p. 7,9, and Kaufman (2009), p. 63.

222 Cf. Hasan, Stiller (2005), p. 122.

223 Cf. Lunt (1993), p. 409-413.

224 Cf, Lunt (1993), p. 409-413.
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to prevent high-level fraud.?® Network traffic exchange can be monitored as well, to de-
tect anomalies and intrusions.??® The presented techniques mainly differ in matching user
behavior as well as detection of suspicious events. More recently, machine-independent
approaches for intrusion and anomaly detection using a knowledge-based system have
been proposed.??” Knowledge-based systems perform, for instance, intelligent analyses
of operating system audit trails and assess unauthorized user activity in multi-user com-

puter systems.

Traditional intrusion detection and prevention techniques need to be adjusted to deal with
the challenges of CS characteristics. First, a large number of customers using (different)
CSs will greatly increase the number of event records and the complexity of monitoring
logs, compared to traditional in-house application usage. Secondly, due to virtualized and
distributed cloud architectures, the detection of malicious behavior will be more difficult.
Modi et al. (2013) provide a comprehensive overview of intrusion detection and protec-
tion system in cloud contexts. They present for example network and host based intrusion
detection systems, which are installed on external or virtual networks, and on each VM,
or host systems to identify intrusions by monitoring the host’s file system, system calls or
network traffic.??® Likewise, hypervisor based intrusion detection systems monitor and
analyze communications between VMs, between the hypervisor and VMs, and within the
hypervisor based virtual network. Based upon the auditee’s context, auditors recommend
implementing web application firewalls to improve the security of networks by analyzing
data traffic and blocking attackers [i01, i04]. Furthermore, next generation advanced per-
sistent threat control®? is recommended for large CSPs [i01, i04].

CSs are not only exposed by risks of external attacks, but also are confronted with mali-
cious insider and cloud customer behavior.?*° Authorized employees of the CS can cause
harm to the cloud infrastructure or to the assets of the company in general. Since employ-

ees are trusted they can move easily within the organizations compared to outsiders, and

225 Cf. van der Aalst, de Medeiros (2005), p. 4.

226 Cf. Zachary, McEachen, Ettlich (2004), p. 1.

227 Cf. this and the following sentence Best, Mohay, Anderson (2004), p. 85-86.
228 Cf. this and the following sentence Modi et al. (2013), p. 54.

229 See for example FireEye Inc. (n.y.).

230 f, this and the following two sentences Ghulam, Shaikh, Shaikh (2008), p. 1.
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have access to confidential and customer data. Besides the usage of personalized user
accounts, the principle of least privilege, or jump servers which enable administrators to
manage different security zones in networks [i01, i04], CSPs can continuously record and
profile employee behavior, to avoid, detect and recover malicious insider threats. These
profiles can be analyzed and compared with an organization’s pre-defined (access) pol-
icy.?®! To automate this profiling and recoding process, an agent-based model is pro-
posed. This model consists of three main components: system profile agents, manager
agents, and a database. DAs are deployed to machines when an employee logs into the
system, build a profile of the user, and monitor activities. A manager agent collects infor-
mation from these agents monitoring different employees on the entire network, and
sends these reports to a database. This database stores up-dated profiles of employees,
which can be further automatically analyzed and compared to defined (access) policies.?®2
When an insider intends to carry out a malicious act, an alarm is triggered so that potential
threats might be avoided even before occurring. “The organization may also declare a
threshold that will help to make decision regarding the acceptability or unacceptability of
the behavior of the employee.”?* However, because of employee privacy concerns, or-
ganizations have to determine whether they want to monitor every activity or only a de-
fined set of activities (e.g., critical administrator activities). Furthermore the organization

has to evaluate whether or not employees are informed about being monitored.?*

Moreover, when different users interact with system files simultaneously, malicious mod-
ification of such system files affects all users. For that reason, file system integrity must
be continuously ensured, especially in the context of multitenant CSs. Several file system
integrity tools have already been developed and allow administrators to automatically
detect system changes and malicious file modifications.?3® However, the concept of file
system integrity validation has to be adjusted for virtualized cloud environments. Imple-
menting monitoring processes on VMs and modules into hypervisor levels is one pro-

posed approach for matching requirements of virtualized environments. Due to low

231 Cf. this and the following sentences Ghulam, Shaikh, Shaikh (2008), p. 1.

232 Cf. this and the following sentence Ghulam, Shaikh, Shaikh (2008), p. 2.

233 Ghulam, Shaikh, Shaikh (2008), p. 3.

234 Cf. Ghulam, Shaikh, Shaikh (2008), p. 2.

235 Cf. this and the following three sentences Kim, Kim, Eom (2010), p. 335-336.
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performance overhead, this approach enables real-time file system monitoring, which is

particularly suitable for virtualized CS contexts.

When intrusions and anomalies are automatically and continuously detected, information
overload is likely to appear, thus leading to limited decision making and action taking.?%
For that reason, an architecture was proposed that automatically and continuously detects,
aggregates and evaluates detected anomalies. This architecture consist of several layers:
a monitoring layer for detecting anomalies, an aggregation layer for grouping anomalies,
an evaluation layer for drawing conclusions and finally a decision layer, to conduct sys-
tem wide decisions. Furthermore, to relieve and support cloud administrators, and to im-
prove detection efficiency, several intrusion detection visualization techniques are pro-

posed.?®” Table 6-4 summarizes presented methods of this cluster.

Intrusion Detection Systems

Techniques to monitor and analyze behavior and actions of users to check for suspi-
cious events and detect intrusions. In the context of cloud computing network, host

based, and hypervisor based intrusion detection systems are recommended.

Insider Monitoring

Authorized employees can cause harm to the cloud infrastructure or to the assets of the
company, hence, CSPs can continuously record and profile employee behavior, to

avoid, detect and recover the malicious insider threat.

File System Integrity Tool

A tool which allow administrators to automatically detect system changes and mali-

cious file modifications.

Anomaly Detection and Aggregation Architecture

An architecture that automatically and continuously detects anomalies and automati-

cally aggregates and evaluates detected anomalies to reduce information overload.

Table 6-4 Overview of methods to detect intrusions, anomalies and malicious behavior.

236 Cf. this and the following two sentences Perols, Murthy (2012), p. 35,36, 43-48.
237 Cf. Zhao, Zhou, Fan (2012), p. 11.
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6.5 Service Level Agreements Monitoring

Adherence to SLASs has to be continuously monitored, especially in context of cloud com-
puting, in which customers have a lack of control.?®® Auditors might be informed about

ongoing SLA violations to adjust their certification reports [i01, i04].

To evaluate and validate adherence to SLAS, measurable requirements or service level
objectives have to be specified, for example, expected availability, throughput, or re-
sponse time.?*° Thus, a description of SLAs containing information about key perfor-
mance indicators of interest, and conditions which define compliance/non-compliance are
necessary.?% Afterwards, requirements have to be transformed into a formal, machine-
understandable representation, for instance, an ontology-based representation, 24 Domain
Specific Languages,?*? using WS-Agreements,?*® or using a combination of XML, for-
mulas, and logics.?** To automatically monitor the adherence of specified criteria, mech-
anisms (e.g., DAs) have to be incorporated into the cloud environment to make assertions,

ask queries, or gather necessary information.?*

When services are replaced at runtime or terms of SLAs are changing dynamically, ap-
plied monitoring mechanisms have to be adjusted.?*® In some cases, applied mechanisms
may not be any longer applicable, for example, when a replaced service might not be able
to provide runtime events required for monitoring SLAs. Hence, in these dynamic envi-
ronments, it is necessary to check whether or not the ability to monitor SLA terms and
conditions is affected by the changes.?*” Moreover, the deployed monitoring infrastruc-
ture has to be modified in order to ensure the continuous execution of the required runtime

checks. An additional monitoring management layer can be implemented to perform these

238 Cf. European Network and Information Security Agency (2009), p. 9.

239 Cf. Goel, Kumar, Shyamasundar (2011), p. 110, and Lamparter, Luckner, Mutschler (2007), p. 3-4.

240 Cf. Romano et al. (2011), p. 46, 48.

241 Cf. Lamparter, Luckner, Mutschler (2007), p. 3, and Romano et al. (2011), p. 48.

242 Cf. Emeakaroha et al. (2012), p. 1021-1022.

243 Cf. Romano et al. (2011), p. 48.

244 Cf. Goel, Kumar, Shyamasundar (2011), p. 110-113.

245 Cf. Goel, Kumar, Shyamasundar (2011), p. 114-116, Lamparter, Luckner, Mutschler (2007), p. 2-3,
Romano et al. (2011), p. 48, and Emeakaroha et al. (2012), p. 1021.

246 Cf. this and the following sentences Comuzzi, Spanoudakis (2010), p. 2414.

247 Cf. this and the following sentence Comuzzi, Spanoudakis (2010), p. 2414.
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checks and modify the monitoring infrastructure accordingly.?® First, SLA terms, speci-
fying the functional and non-functional properties that a service should provide, have to
be matched with the monitoring capabilities of services that are currently deployed or can
be deployed. These capabilities include event reporting (e.g., which service events are
reported) and the SLA checking capabilities of the service (e.g., supported SLA term
specification languages), and can be represented as XML based schemes. Based upon this
matching, it can be decided, whether a SLA term can be monitored. In case a term cannot
be monitored, the monitoring is delegated to local or external service monitor (e.g., mon-

itor services on the network).24°

The identified approaches were developed in the context of web services and internet
standards,?®® thus they seem to be suitable to be used for semi automated monitoring of

CSs. Table 6-5 categorizes these SLA monitoring approaches.

SLA Monitoring

To evaluate and validate adherence to SLAs, service level objectives have to be speci-
fied and transformed into a machine-understandable representation. To automatically
monitor the adherence, mechanisms (e.g., digital agents) have to be incorporated into

the cloud environment to make assertions, ask queries, or gather necessary information.

Dynamic SLA Monitoring

When services are changing dynamically, applied monitoring mechanisms have to be
adjusted. An additional monitoring management layer can be implemented, to modify
the SLA monitoring infrastructure accordingly.

Table 6-5 Summary of SLA monitoring concepts.

6.6 Compliance Monitoring

CSPs have to assure that the execution of their business processes is in accordance with
a multitude of requirements, for example with laws and regulations (e.g., Sarbanes Oxley

Act, Basel Il), standards (e.g., ISO/IEC 27000-series), commercial contracts (e.g.,

248 Cf. this and the following three sentences Comuzzi, Spanoudakis (2010), p. 2414, 2415.

249 Cf. Comuzzi, Spanoudakis (2010), p. 2416, 2419.

250 Cf. Goel, Kumar, Shyamasundar (2011), p. 109, Comuzzi, Spanoudakis (2010), p. 2414, and Lam-
parter, Luckner, Mutschler (2007), p. 1.
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nondisclosure agreements), or organizational policies.?®® In this context, being compliant
refers to showing that business process executions and data accesses adhere to this mul-
titude of requirements. Similar to SLAs, laws, regulations and standards that are described
in a textual form have to be interpreted for a business domain and transformed into com-
pliance policies.?®? The adherence to such policies can then be observed by monitoring
technologies,?2 for instance, by using event monitoring technologies that allow the mon-

itoring of distributed and heterogeneous IT systems.?>*

Other compliance rules impose requirements on CSs, for instance, regarding their config-
uration and security. To assure compliance to such rules, CSs can be automatically ana-
lyzed, and compliance can be validated at the time services are created.?® Such a valida-
tion system might use DAs and scripts to check, for example, if anti-virus software is
running with the latest signature file and all available security patches are applied. Such
an automation solution has already been implemented and deployed in a private enterprise
cloud and in several customer dedicated private clouds.

However, monitoring of compliance requirements might be not feasible in some cases.?®
Hence, only compliance violations can be detected. Practitioners emphasize practical lim-
itations of compliance monitoring as well [i04]. Especially business processes that rely
heavily on human interactions, are highly unstructured, or lack proper documentation
hamper (semi) automated compliance monitoring.?>” However, Doganata, Curbera (2009)
present how to track compliance of an unmanaged business process by using a monitoring

tool based on business provenance technology.2® Furthermore, it was recommended to

251 Cf. this and the following sentence Sackmann et al. (2008), p. 79, and Sackmann, Kéhmer (2008),
p. 366.

252 Cf. Sackmann, Kahmer (2008), p. 366 and regarding compliance policies see for instance Ashley et al.
(2002), and Giblin, Mueller, Pfitzmann (2006).

258 Cf. Sackmann, Kéhmer (2008), p. 367.

254 Cf. Giblin, Mueller, Pfitzmann (2006), p. 2, 3.

25 Cf. this paragraph Chieu et al. (2012), p. 285-288, 290.

2% Cf. this and the following sentence Giblin, Mueller, Pfitzmann (2006), p. 3.

257 Cf. Doganata, Curbera (2009), p. 310.

28 See Doganata, Curbera (2009), p. 310-311, and Curbera et al. (2008), p. 100-101.
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request reports concerning compliance adherence, accompanied by random validation

tests to improve report reliability [104].

Data protection issues regarding security and privacy aspects, such as preventing user’s
sensitive data from illegal disclosure or malicious violation, are hampering widespread
adoption of cloud computing.?®® Thus, assuring compliance to privacy policies is of crit-
ical importance in cloud computing contexts. By using a role based access control model
and an active monitoring scheme, data protection can be improved in distributed cloud
scenarios.?®® A role based access control model validates that cloud resources are being
accessed or managed legally according to predefined data protection policy. However,
some security attacks still may deploy bugs or vulnerabilities of the system to illegally
bypass this access control layer. Therefore, a monitoring scheme is implemented that pro-
vides ongoing monitoring and is “capable of tracing, tracking, and triggering an alert on
any operation, data or policy violations in [...] cloud environment.”?®* Invalid behavior
violating policies will be automatically alerted to a specific data owner or administra-

tor.262

Similar to general data protection policies, potential cloud customers might place re-
strictions on transborder data flows and data location.?®® Thus, especially in cloud feder-
ations, adherence to these restrictions has to be enforced. Cloud federations are interop-
erable heterogeneous cloud environments that interact together, for example by sharing
and cross-managing VMs. A VM can be deployed from one member of the federation
onto the infrastructure of another site of the federation in different geographical locations.
In general, the infrastructure provider can decide whether using such a federation archi-
tecture is made transparent and communicated to its users. Therefore it must be possible
for clients and auditors to monitor the management of VMs. An architecture to enable
data location monitoring is proposed. First, CS users have to express their data locations

requirements, for example by using XML definitions.?* When deploying VMs,

259 Cf. Chen, Hoang (2011), p. 550.

260 Cf. this and the following two sentences Chen, Hoang (2011), p. 550,553.
261 Chen, Hoang (2011), p. 551, 553.

262 Cf. Chen, Hoang (2011), p. 553-554.

263 Cf. this paragraph Massonet et al. (2011), p. 1511.

264 Cf. this and the following sentences Massonet et al. (2011), p. 1512, 1513.
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additional service probes are initiated to monitor VM operations, e.g., start, shut down,
and migration to other physical machines. This monitoring information is published to
CS users, who in turn can log necessary information in the appropriate format for audit-
ing. When VMs are immigrated to new physical machines, (e.g., because of performance
scales), new federation candidates are evaluated regarding the users requirements in ad-
vance. However, regular external auditing is still required to assure that the monitoring
captures all relevant information.?%® External auditors may provide services to automati-
cally check such audit logs based upon defined requirements, or users can ensure the
adherence by analyzing logs themselves. Table 6-6 summarizes compliance validations
concepts.

Cloud Service Configuration Validation

Method to validate the configuration of CSs including security and compliance adher-

ence, at the time services are created.

Compliance Validation of unstructured Business Processes

Compliance adherence of business processes that rely on human interactions, and are

unstructured might be monitored based upon business provenance technology.

Data Protection Compliance

By using a role based access control model and an active monitoring scheme, data

protection can be improved in distributed cloud scenarios.

Data Location Compliance

Deploying additional probes onto VMs that are monitoring VM operations (e.g., start,
shut down, and migration to other physical machines) to assure restrictions on data

locations.

Table 6-6 Overview of methods to monitor and assure adherence to compliance requirements.

6.7 Network Monitoring

Furthermore, a dynamic network monitoring method to ensure network reliability and
gather network information was identified. This method is based on the incorporation of
DAs and was developed based on the cross-platform language Python.?%® It enables auto-

matic network monitoring as well as manual intervention (e.g., on emergency events).

265 Cf. Massonet et al. (2011), p. 1514.
266 Cf. this and the following two sentences Wu, Zhao, Ye (2008), p. 637.
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Experimental results show that the method can be used within various network environ-
ments and topologies. In addition, network monitoring through the usage of DAs can be
realized as a multilevel architecture. For example, probes are deployed on network nodes,
which report gathered information to higher-level agents.?®” These higher level agents
then aggregate and analyze data, and transmit their results to higher agents, to create a
global monitoring. This agent communication can be realized through XML based files
or data. Thus, this method may be used to automatically monitor cloud computing net-

works. Table 6-7 depicts this network monitoring technique.

Network Monitoring

Gathering information about network operations and ensure network reliability by us-

ing (layers) of digital agents and service probes.

Table 6-7 Network monitoring technique.

7. Recommendations for Dynamic Certification

In the following sections, design recommendations and guidelines that were derived dur-
ing this work will be presented and discussed. Moreover, a first model of dynamic certi-
fication is presented, comprising processes and components to assure ongoing certifica-
tion adherence. In addition, examples regarding how to continuously assess CSC criteria
are outlined. Finally, open issues that need to be addressed in further research are pre-

sented.

7.1 Design Recommendations and Guidelines for Dynamic Certification

By analyzing extant literature on CM and CA, interviewing CSC auditors as well as ob-
serving a CSC audit, a variety of design recommendations and guidelines for dynamic
CSC were derived and will be discussed in the following. The derived design recommen-

dations and guidelines are summarized at the end of this section in table 7-1.

When applying dynamic cloud certifications, an adequate and individual certification
scope has to be defined based upon the certified CS and auditee’s context [i01, i03, i04].
On average, current Certify CSCs require about 30-50 man-days of work for initially is-
suing the CSC [i01, i03]. However, when designing dynamic certifications, CS complex-

ity, extent of implemented cloud systems, and offered service functions vary greatly

267 Cf. this and the following two sentences Nowak, Bagrij (2007), p. 4-5.
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among different CSP and have to be considered [i03]. In addition, the size of the auditee’s
enterprise, number of employees as well as the level of technical knowledge and skills
influence and limit the scope of dynamic certifications [i04]. Ensuring economic feasibil-
ity of dynamic certification is of critical importance: “You have to keep in mind, what a
provider is able to achieve on a monthly or quarterly basis. A continuous audit must
always be economically achievable for him” [i03].

Furthermore, several challenges have to be faced when defining and specifying CM and
CA processes. First, a differentiation between performing CM and CA has to be made.
Performing CM by a CSP (or specialized third parties offering monitoring services) forms
a prerequisite for auditors to perform efficient CA. More importantly, when performing
CA, it has to be ensured that CSPs do not outsource their monitoring and assessment
processes to the auditor [i03]. Thus, a precise distinction between monitoring and auditing
responsibilities is required [i03, i04], which is as well important for reliable and secure
day-to-day operations [i01]. For instance, a CA of system vulnerabilities on a monthly
basis might be viewed as a substitute for internal vulnerability management by a CSP. As
a consequence, practitioners recommend that an auditor gathers the results of vulnerabil-
ity analysis from CSP on a monthly basis and assesses certification adherence on a quar-
terly or semiannually basis in the context of vulnerability management. Current CSCs are
mostly based upon manual auditing operations, for example, performing interviews and
analyzing documents. However, dynamic certification cannot be realized solely manually
due to continuous costs and expenditures, hence, process automation is required.?®® Alles,
Kogan, Vasarhelyi (2008) suggests that such an automation of processes is likely to be
incremental rather than disruptive, since auditors will likely attempt to first automate ex-
isting processes rather than developing technology enabled auditing processes.?®® None-
theless, a dynamic certification requires auditors to build up extensive knowledge about
auditee’s systems and contexts to validate ongoing certification adherence [i04]. Hence,
relying only on automated auditing methods is not feasible. Instead different data sources,

268 Cf. Kunz, Niehues, Waldmann (2013), p. 522, Bezzi, Kaluvuri, Sabetta (2011), p. 41, Brown, Wong,
Baldwin (2007), p. 21, Schneider, Lansing, Sunyaev (2013), p. 16, and Woodroof, Searcy (2001),

p. 1.
269 Cf. Alles, Kogan, Vasarhelyi (2008), p. 2-3.
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for instance, interviewing employees, analyzing auditee’s processes, and external infor-

mation repositories need to be incorporated into the concept of dynamic certification.

Practitioners emphasize that the auditee environment is characterized by a great hetero-
geneity. Typically, individual, customized or legacy systems are analyzed and certified
[103, 104]. In some cases a CSP might even outsource (parts of) their IT department, lead-
ing to entangled supply chains that have to be faced in certification processes [i04].
Hence, suitable auditing and monitoring methods have to be implemented and adjusted
based upon the auditee”s context. In addition, the frequency of performing CA operations
depends on the CS type and is influenced by auditee’s operations and processes, hence
the frequency should be aligned to the certification context as well. It is important that a

dynamic certification does not inhibit this individualism of auditees [i01, i04].

Furthermore, it was noted that auditors do not recommend specific technical solutions
that have to be implemented by the auditee for certification adherence [i01, i04]. Instead,
they analyze existing system architectures and processes, identify and evaluate problems
and vulnerabilities, and recommend potential solutions as well as enhancements [i01,
i04]. Thus, when certifying IT systems and architectures a variety of feasible and valid
solutions have to be taken into consideration: “This in one of the biggest challenges for
technical auditors. [...] Technical audits are more relative. [...] [An auditee] might im-
plement a different solution, you have never thought of, but his solution is still valid [ac-
cording to the certification requirements]” [i04]. As a consequence, the concept of dy-
namic certification should incorporate different processes and solutions, but should be
detached from specific technologies (i.e., technological abstraction) [i01, i04]. Likewise,
when designing dynamic CSCs it has to be ensured that recommended and implemented
CM and internal CA structures and processes can be used without having to rely on spe-
cific auditors to prevent auditor lock-in [i01, i04]. Hence, such structures and processes
should be mostly standardized and portable to reduce auditor dependency, potential sunk
and switching costs [i04].

Moreover, several legal and regulatory requirements have to be considered when design-
ing dynamic certifications. Such requirements might limit data gathering or impose addi-

tional efforts and expenditures.
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Finally, assuring security, privacy, confidentiality, and integrity is of critical importance

when designing dynamic certification processes and systems [i01, i04].2° One should

always act according to the maxim to reduce risks and potential threats for auditee’s and

auditor’s operating systems [i03]. Similarly, monitoring and auditing systems should be

maintainable (e.g., modify existing modules), reliable (e.g., low performance impacts and

high availability),?* and adaptable (e.g., updating and adjusting modules to changes).?"2

Design Recommenda-

tion and Guidelines

Description

Individual certification

scope

When applying dynamic CSCs, an adequate and individual
certification scope has to be defined based upon the certi-

fied CS and auditee’s context.

Ensuring economic

feasibility

When designing dynamic certifications, economic feasibil-
ity for auditors and CSPs has to be ensured.

Distinction of responsi-

bilities

A precise distinction between monitoring and auditing re-
sponsibilities is required, to avoid outsourcing of monitor-

ing and assessment processes to auditors.

Process automation

Dynamic certification cannot be realized solely manually
due to continuous costs and expenditures, hence process

automation is required.

Incorporate different

data sources

Different data sources, for instance, interviewing employ-
ees, analyzing auditee’s processes, and external infor-
mation repositories need to be incorporated into the con-

cept of dynamic certification.

Method and frequency

adjustments

Suitable auditing and monitoring methods as well as corre-
sponding operation frequencies have to be settled and ad-
justed based upon the auditee’s context, since auditee envi-

ronment is characterized by a great heterogeneity.

Respect auditee”s indi-

vidualism

Individual, customized or legacy systems are being ana-

lyzed and certified. Therefore, it is important that a

270 See Sujana, Revathi (2012), p. 97, and Woodroof, Searcy (2001), p. 5 as well.
271 Cf. Lin, Lin, Liang (2010), p. 417, and Woodroof, Searcy (2001), p. 5.
212 Cf. Vasarhelyi et al. (2004), p. 12, and Alles et al. (2006), p. 151.
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dynamic certification does not inhibit this individualism of

auditees.

Technological

abstraction

When certifying IT systems and architectures a variety of
technical feasible and valid solutions have to be taken into
consideration. As a consequence, the concept of dynamic
certification should incorporate different processes and so-

lutions, but should be detached from specific technologies.

Prevent auditor lock-in

When designing dynamic CSCs it has to be ensured that
recommended and implemented CM, and internal CA
structures and processes can be used without specific audi-

tors to prevent auditor lock-in.

Consider legal and regu-

latory requirements

Legal and regulatory requirements have to be considered
when designing dynamic certifications. Such requirements
might limit data gathering or impose additional efforts and

expenditures.

Assuring security, pri-
vacy, confidentiality, and

integrity

When designing dynamic certification processes and sys-
tems security, privacy, confidentiality, and integrity have

to be assured.

Table 7-1 Design recommendations and guidelines for dynamic certification.

7.2 A conceptual Model of Dynamic Cloud Service Certification

A dynamic CSC comprises a broad range of different processes, operations and computer-

assisted systems. Based upon insights gained by analyzing relevant publications in the

research area of CM and CA, participating in workshops, accompanying a CSC audit, and

discussing the concept of dynamic certification during the interviews, an initial concep-

tual model of dynamic certification was developed, comprising necessary processes and

components to assure ongoing certification adherence. Figure 7-1 illustrates this model.
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Figure 7-1 Conceptual model of dynamic certification.

Interviews and field observations revealed that external auditing capabilities are limited
due to technical, organizational and legal reasons. First, most auditees are not willing to
permit auditors’ to integrate external auditing modules or software, or to allow external
system access due to security and privacy concerns [i01, i03, i04]. Second, auditor’s
knowledge about auditee’s system and processes is limited due to the nature of focusing
on potential security problems [i01, i04]. Third, auditors are hesitant to externally inter-
fere with auditees system to prevent security vulnerabilities, as well [i04]. Fourth, imple-
menting and developing auditing modules and software requires high expenditures and
efforts due to heterogeneous auditee’s systems. Finally, legal requirements or organiza-
tional policies might prohibit or limit auditors auditing operations. To cope with these
challenges, CSPs need to establish an internal monitoring and auditing department
(iIM&A-Department). Consequently, this department has to perform extensive CM oper-
ations, comprising monitoring of virtualized environments, intrusion detection and pre-
vention, SLAs and compliance monitoring as well as network monitoring. Likewise suit-
able cloud monitoring tools and architectures as well as appropriate logging facilities have
to be implemented (see section 6). More importantly, this iIM&A-Department forms a
bridge between the CSP and auditor when performing a dynamic certification. On the one
hand, an auditor can communicate and interact with this iIM&A-Department when per-
forming CA operations. On the other hand, the iM&A-Department manages and
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supervises CM operations, gathers, processes and provides audit relevant information to
the auditor. In addition to establishing CM processes, the iIM&A-Department has to im-
plement internal auditing processes and systems to meet dynamic certification require-
ments and challenges. Hence, an iM&A-Department can implement presented CA meth-
ods (see section 5), since these are mostly developed for internal auditing contexts. For
instance, by deploying internally a team of DAs or implementing a MCL, an iM&A-
Department can gather data and information across implemented cloud monitoring tools
to prepare monthly reports, which are requested by auditors. Moreover, an internal audit

data mart can be implemented, which stores audit-relevant data.

When establishing an iM&A-Department several advantages can be achieved compared
to dynamic certification contexts that solely rely on external auditing. First, auditee re-
sistance will decrease and acceptance will increase when auditors do not interfere directly
with auditee’s systems [i01, i04]. Second, employees of the iIM&A-Department possess,
or can easily access the required knowledge about internal processes and cloud systems
[104]. Third, audit relevant data and information can be gathered and processed internally,
hence reducing security and privacy concerns [i04]. Fourth, instead of implementing
standardized or inappropriate external modules and software, an auditee can implement
proprietary and customized internal auditing techniques aligned to their customized cloud
architecture [i104]. Finally, efforts and expenses for auditors are reduced when CSPs per-
form internal audits. However, a CSP has to ensure that appropriate monitoring and in-
ternal auditing resources are allocated and integrated into daily operational management,
and employee responsibilities are settled [i01, i04]. Thus, organizational structures have
to be adjusted to meet dynamic certification requirements [i01, i04]. Preserving autonomy
and auditor independence have to be considered to prevent auditor lock-in [i04], when
establishing an iIM&A-Department, and corresponding processes and systems. Moreover,
auditees might incorporate external monitoring services and software from specialized

third parties (e.g., using an automated vulnerability scanner as a service) [i04].

To assess ongoing certification adherence, auditors request auditees to provide reports
and data according to defined frequencies. Therefore, auditors should offer, for instance,
a web interface to upload and enter auditee’s data, or to inform auditors about major
changes. “[Auditees] should produce standardized reports which the auditor receives and

automatically assesses. | think this would be a secure solution. [An auditor can] offer a
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special service where people can upload their data” [i03]. Likewise, auditees might
transfer monitoring logs that auditors analyze to assess criteria adherence [i01, i103]. When
receiving and storing auditee’s reports and data, confidentiality and privacy have to be
assured, thus, auditor’s systems have to be securely designed to minimize risks and po-
tential threats [i03]. To prevent report manipulation, it is recommended to randomly per-
form validation tests on regularly basis [i03].

For example, when validating adherence to criterion ‘regularly performing reviews of
firewall rules’ an auditee can upload a short report to a web server that comprises, for
instance, the following information: date, firewall policy version x.x, number of offend-
ing firewall rules, initiated operations and changes made [i04]. On a quarterly basis an
auditor analyzes these reports and performs random validation checks (e.g., assessing lat-
est firewall policy) [i101, i04]. Likewise, adherence to criterion ‘regularly performing vul-
nerability tests’ can be assessed based upon receiving vulnerability reports [i01, i04].
These reports should not only provide information about identified vulnerabilities but also
contain information about initiated and performed operations to fix the identified vulner-
abilities [i01, i04].

Aside from receiving regularly reports, auditors might realize synergy effects when con-
necting to existing CM systems [i03]. However, auditee’s resistance due to security and
privacy concerns as well as auditee heterogeneity will restrict and limit possible imple-
mentation solutions [i01, i03, i04]. Still, during the interviews and field observation three
potential solutions were identified. First, standardized monitoring tools that provide ex-
port functionalities (e.g., Nagios) seem to be suitable [i03, i04]. Second, standardized
reports from vulnerability scanners can be exported and transferred to the auditor. It was
noted that especially vulnerability information provides strong auditing evidence [i01,
103, 104]. Lastly, a CSP might offer external monitoring services for their cloud custom-
ers. Such existing services might be modified according to certification contexts and used
by auditors. Likewise, limited external CA can be performed. In general, cloud compo-
nents that are connected to the internet can be (automatically) tested and scanned [i03].
“Of course you can automatically scan components that are reachable from the outside.
You can scan and check everything that is connected to the internet” [i03]. Hence, per-
forming external vulnerability scans and interceptor tools can be used to analyze cloud

systems [i04], and service availability and encryption can be assessed externally as well
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[103]. In addition, external operations can be performed based upon criteria requirements.
For example, a criterion claims that a ‘security incident handling team has to be available
24h, 7 days a week’. It can be externally audited by performing automated telephone calls
or automatically sending predefined and computerized trouble-shooting tickets, and as-

sessing CSP responses [i04].

To improve audit efficiency, expedite decision-making processes, and to cope with po-
tential alarm floods, auditors should implement a suitable DSS. DSSs can be used to ag-
gregate gathered information, and efficiently and automatically decide to take actions or
to alert the auditor, based on the aggregated and analyzed evidence (see section 6.3).
However, manual assessing and decision making is still required, because, for instance, a
new security vulnerability might have no impact on cloud systems since other security
mechanisms prevent attackers from exploiting the identified vulnerability [i01, i04].
Thus, extensive knowledge about auditee’s systems is necessary as well [i04]. Further-
more, these DSSs might trigger additional auditing operations based upon external
changes, for instance, announcement of new viruses or software vulnerabilities (e.g.,

Heartbleed vulnerability).

Aside from processes that deal with assessing ongoing certification adherence, dynamic
certification comprises other mechanisms and concepts, which are out of scope of this
thesis. For instance, incorporating continuous updating and improvement capabilities,
managing certification violations, and informing (potential) cloud customers about certi-

fication (non-) adherence.

7.3  Open Issues

By interviewing CSC auditors and observing a CSC audit, a variety of design recommen-
dations and guidelines for, and a first conceptual model of dynamic CSC was derived.
Nonetheless, further research needs to consider the CSP’s perspective to identify addi-
tional technical, organizational and legal requirements as well as possible solutions for

dynamic CSCs.

Moreover, a framework of dynamic certifications has to be developed, comprising precise
descriptions of participating entities, processes (e.g., determining process inputs and out-
puts), interfaces and information flows, and standards as well as implementation recom-

mendations [i01, i04]. Furthermore, different metrics have to be developed based upon
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certification criteria and corresponding processes. As well, a framework and guidelines
have to be specified, to handle violations of CSC criteria on a continuous basis.

For the dynamic certification of CSs to become widely adopted, it must be technologically
and economically feasible. CSPs as well as auditors, must be motivated and have the
expertise to participate in dynamic certification. To motivate them to participate, per-
ceived benefits must be higher than perceived expenditures. In general, benefits related
to dynamic certification will be difficult to specify and to quantify.?”® Still, CSPs and
auditors might realize several advantages. First, internal CS processes and systems can
be improved by implementing suitable monitoring techniques and evaluating continuous
feedback about how they are performing.2’* In addition, CSPs receive ongoing expert
assessments about their systems [i01, i03]. Second, improvements and enhancements of
cloud infrastructure and processes after the initial certification can be considered earlier
and reflected in the certification report due to ongoing assessment. Finally, CSPs can
differentiate themselves in the cloud market by making their CSs more transparent to
customers. Thus, they may gain competitive advantages. Moreover, through timely de-
tection and continuous assurance for certification adherence, dynamic certification can
improve the trustworthiness of auditors’ CSCs [i03].2”°> Auditors can counteract the lack
of cloud customers’ control in cloud computing environments by increasing the transpar-
ency regarding operations of CSPs.2’® Further research should focus on evaluations re-
garding acceptance and benefits of CSPs when participating in dynamic certification as

well as drivers and inhibitors for CS customers’ demand for CA.

8. Conclusion

The ever-changing cloud environment, fast update cycles, and the increasing adoption of
business-critical applications from CSPs demand for highly reliable CSs. Dynamic certi-
fication of CSs can assure a high level of reliability to (potential) CS adopters. However,
methods to efficiently and continuously audit CSs are still in their infancy. Existing work
of academics and practitioners concerning continuous methods for monitoring and audit-

ing information systems provide a useful basis for future research to develop continuous

213 Cf. Brown, Wong, Baldwin (2007), p. 21.
214 Cf. Brown, Wong, Baldwin (2007), p. 21-23.
25 Cf. Windhorst, Sunyaev (2013), p. 414.

276 Cf. concerning the lack of control European Network and Information Security Agency (2009), p. 9.
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monitoring and auditing methods for CSs. With this work, a first step to increase trust-
worthiness of CSCs is provided, by identifying methods to continuously monitor and au-
dit CSs and evaluating their practical applicability, and by deriving design recommenda-
tions and guidelines as well as developing a first conceptual model of dynamic certifica-

tions.

This work contributes to business practice by extending the Certify CSC requirements
catalog and classifying contained CSC criteria to decide whether or not a high frequency
auditing is required, after the initial certification process is accomplished. More im-
portantly, this work illustrates (semi) automated methods, which can be used in practice
to enable continuous monitoring and auditing of CSs as well as (distributed) information
systems in general. Additionally, some of these methods have already shown to be effi-
cient in productive use. Finally, the mapping of CSC criteria and identified methods pro-
vides a first starting point for auditors and providers to implement corresponding methods
to assure criteria adherence. Furthermore, new business models, for instance, monitoring
as a service, might emerge out of the context of dynamic certification to manage the de-

mand for internal auditing and monitoring systems.

With this thesis, further contributions for research are made. First, the concept of contin-
uous monitoring and auditing is transferred in a new context. Second, the taxonomy de-
veloped by Schneider et al. (2014) was improved by incorporating feedback that was
gathered during the criteria assessment workshops. Third, a comprehensive overview of
(semi) automated monitoring and auditing is presented and can be used for future re-
search. Further on, the applicability of these methods for CSPs to continuously monitor
their CSs, and for (internal and external) auditors to enable CA of CSs is evaluated. In
addition, challenges, limitations and benefits of dynamic CSCs are demonstrated. More
importantly, a first set of design recommendations and guidelines was derived, which
should be considered and incorporated in future research when planning to design and
implement dynamic certification. Finally, a first conceptual model of dynamic certifica-
tion is presented which incorporates several processes and concepts, hence, forming a

basis for future research.

However, as the preceding discussion about open issues reveals, there is still plenty of

research to do. It was recommended that future research should focus on developing a
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dynamic certification process library similar to ‘ITIL’?" to guide auditors and providers
[104]. Likewise, future research should clarify how to manage certification violations, and
if to inform (potential) cloud customers about certification (non-) adherence in context of
dynamic certification. Moreover, mapping of criteria and methods revealed that some
methods are still missing to (efficiently) assure ongoing criteria adherence, hence, further

research is required.

217 See ITIL (n.y.).
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Appendix A — Previous identified Methods

This paper extends previous work regarding the identification of (semi) automated mon-
itoring and auditing methods. Lins (2014) and Thiebes (2014) performed a systematic
literature review to identify (semi) automated monitoring and auditing methods. These
methods were included in this paper. Previously identified methods and corresponding

publications are listed in the following table, in order to differentiate them precisely

against new methods identified in this thesis.

Method description

Source

System Architecture

Monitoring and Control

Layer

Perols, Murthy (2012), Alles et al. (2006).

Continuous Process Au-
diting System

Du, Roohani (2007).

XML-based Independent
Auditing System

Du, Roohani (2007).

Standard Interfaces via

Middleware

Shaikh (2005).

Continuous Auditing Web

Services

Murthy, Groomer (2004).

Embedded Audit Modules

Li, Huang, Lin (2007), Rezaee et al. (2002), Perols,
Murthy (2012), Alles et al. (2006), Du, Roohani (2007),
Chou, Du, Lai (2007), Shaikh (2005).

Audit Data Marts

Rezaee et al. (2002), Chou, Du, Lai (2007).

Automated Audit of Com-
pliance and Security Con-

trols

Koschorreck (2011).

Digital Agents

Woodroof, Searcy (2001).

Intelligent Agents

Shaikh (2005).

Agent-based Continuous
Audit Model

Chou, Du, Lai (2007).
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Application, Virtualization and Network

Local Application Sur-
veillance (LAS)

Gonzalez, Munoz, Mana (2011).

Intra Platform Surveil-
lance (IPS)

Gonzalez, Munoz, Mana (2011).

Global Application Sur-
veillance (GAS)

Gonzalez, Munoz, Mana (2011).

Automatic Network Mon-

itoring

Wu, Zhao, Ye (2008).

Framework for Increasing

Virtual Machine Security

Liu et al. (2010).

Compliance

Ontology Based Contracts

Lamparter, Luckner, Mutschler (2007).

SLA-Monitor

Goel, Kumar, Shyamasundar (2011).

Automation Engine

Chieu et al. (2012).

Logging and Inspection

Abstract Execution Log
Inspection

Jiang et al. (2008).

System Layer Logging

Ko et al. (2011).

Data Layer Logging

Ko et al. (2011).

Workflow Layer Logging

Ko et al. (2011).

Application, Virtualizatio

n and Network

Audit Trail Analysis Sys-

tem for Intrusion Detec-

Best, Mohay, Anderson (2004).

tion
Intrusion Detection Ex-
Lunt (1993).
pert System
Neural Networks for In-
) _ Lunt (1993).
trusion Detection
Model-based Reasoning
Lunt (1993).

for Intrusion Detection

Continuous Assurance

Fusion Architecture

Perols, Murthy (2012).




Penetration Testing
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Alles et al. (2006).

Data Integrity

Multicloud Batch Audit-
ing Protocol

Yang, Jia (2013).

Periodic Sampling Audit

Zhu et al. (2013).

Public Auditability and

Data Dynamics Scheme

Wang et al. (2011).

Authorized Auditing

Scheme

Liu et al. (2013a).

File System Integrity Tool
for Virtual Machine

Kim, Kim, Eom (2010).

Auditing Scheme for Data
Integrity

Wang et al. (2013).

Table Appendix A Previous identified methods by Lins (2014) and Thiebes (2014).
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Appendix B — Identified Continuous Auditing Methods

Method description

Source

Computer-Assisted Auditing Technologies and Tools

Generalized Audit Software (GAS)

Chou, Du, Lai (2007), Ahmi, Kent (2012),
Lungu, Vatuiu (2007), Singleton, Flesher
(2003), Mahzan, Lymer (2014), Pedrosa,
Costa (2014), Braun, Davis (2003).

Penetration Testing

[Interviews]

Formal Languages

Gao (2010), Boritz, No (2005), Murthy,
Groomer (2004).

Evidence Gathering Mechanisms

Embedded Audit Module (EAM)

Alles et al. (2006), Chen (2004), Schroeder
(1995), Chou, Du, Lai (2007), Groomer,
Murthy (1989), Rezaee et al. (2002), Hunton,
Rose (2010), and Braun, Davis (2003),
Hunton, Rose (2010), Lin, Lin, Liang (2010),
Ardagna et al. (2012).

Interceptor

Lin, Lin, Liang (2010), Fang et al. (2006),
Zmuda, Psiuk, Zielinski (2010).

Digital Agent (DA)

Du, Li, Wei (2005), Fuggetta, Picco, Vigna
(1998), Chou, Du, Lai (2007), Shaikh (2005),
Woodroof, Searcy (2001), Ye, Yang, Gan
(2012), Doelitzscher et al. (2012b).

Audit Data Mart (ADM)

Singh et al. (2013), Ye, Yang, Gan (2012),
Rezaee et al. (2002), Chou, Du, Lai (2007),
David, Steinbart (1999), Baksa, Turoff
(2011).

Vulnerability Databases

Kuo et al. (2011).

Auditing System Architectures

Monitoring and Control Layer
(MCL)

Alles et al. (2006), Kuhn Jr., Sutton (2010),
Vasarhelyi et al. (2004), Perols, Murthy
(2012).
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Agent-based continuous Auditing
Architectures

Chou, Du, Lai (2007), Ye, Yang, Gan (2012),
Wou et al. (2008), Doelitzscher et al. (2012b),
Zhang, Wan (2011).

Auditing Web Services

Yeh, Chang, Shen (2008), Murthy, Groomer
(2004), Gao (2010), Doelitzscher et al.
(2013), Doelitzscher et al. (2012a), Doe-
litzscher et al. (2012b).

Decision Support System (DSS)

Hunton, Rose (2010).

Data Integrity Validation

Auditing of Data Integrity

Liu et al. (2013a), Wang et al. (2013), Wang
etal. (2011), Yang, Jia (2013), Zhu et al.
(2013), Sujana, Revathi (2012), Nithiavathy
(2013), Wang, Li, Li (2013b), Rajkumar,
Kumar, Sivaramakrishnan (2013), Liu et al.
(2014), Shah, Swaminathan, Baker (2008),
Zhu et al. (2012), He et al. (2013), Wang et
al. (2009).

Auditing of Shared Data Integrity

Kwon et al. (2014), Wang, Li, Li (2012),
Wang, Li, Li (2014), Wang, Li, Li (2013a).

Validating Backup Integrity

Chen, Lee (2014).

Automated Analysis of Processeses

and System Models

Process Mining

Jans, Alles, Vasarhelyi (2013).

Workflow Model Analysis

Accorsi, Lowis, Sato (2011), Accorsi (2011),

Peterson (1977),Wen et al. (2009), Accorsi
(2011).

Web Service Design Analysis

Sheng et al. (2014).

Table Appendix B Overview of identified continuous auditing methods and corresponding sources.
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Appendix C — Identified Continuous Monitoring Methods

Method description

Source

Cloud Monitoring Tools and Architectures

Cloud Monitoring Mechanisms and
Tools

Shao et al. (2010), Shao, Wang (2011),
Aceto et al. (2013), Fatema et al. (2014),
Alhamazani et al. (2014), Katsaros,
Kibert, Gallizo (2011).

Cloud Monitoring Architectures

Katsaros, Kubert, Gallizo (2011), Pove-
dano-Molina et al. (2013), Montes et al.
(2013), Kutare et al. (2010), Hasselmeyer,
d’Heureuse (2010), Tovarnak, Pitner
(2012), and Shao et al. (2010), Clayman,
Galis, Mamatas (2010), Clayman et al.
(2011), and Xiang et al. (2010), Aguado,
Calero (2014).

Logging and Inspection

Layered Cloud Logging Framework

Ko et al. (2011).

Privacy Protection based upon Log

Analysis

Accorsi (2007).

Abstract Execution Log Inspection

Jiang et al. (2008).

Unstructured Logs Analysis

Fu et al. (2009).

Securing Logs

Kunz, Niehues, Waldmann (2013), Yavuz,
Ning (2009).

Monitoring of virtualized Environments

In-VM- and Out-of-VM-Monitoring

Sharif et al. (2009).

Cloud User Monitoring VM Approach

Chen, Wen (2012).

Application Monitoring Model

Gonzalez, Munoz, Mana (2011), Mana,
Munoz, Gonzalez (2011).

Framework for increasing VM Secu-

rity

Liu et al. (2010).

Detect Dynamic Attacks on virtualized

Applications

Wang, Mao, Luo (2012).
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Intrusion, Anomaly and Behavior of Malware Detection

Intrusion Detection Systems

Lunt (1993), van der Aalst, de Medeiros
(2005), Zachary, McEachen, Ettlich
(2004), Best, Mohay, Anderson (2004),
Modi et al. (2013).

Insider Monitoring

Ghulam, Shaikh, Shaikh (2008).

File System Integrity Tool

Kim, Kim, Eom (2010).

Anomaly Detection and Aggregation

Architecture

Perols, Murthy (2012), Zhao, Zhou, Fan
(2012).

Service Level Agreements Monitoring

SLA Monitoring

Goel, Kumar, Shyamasundar (2011), Lam-
parter, Luckner, Mutschler (2007), Ro-
mano et al. (2011), Emeakaroha et al.
(2012).

Dynamic SLA Monitoring

Comuzzi, Spanoudakis (2010).

Compliance Monitoring

Cloud Service Configuration Valida-

tion

Chieu et al. (2012).

Compliance Validation of unstructured

Business Processes

Doganata, Curbera (2009), Curbera et al.
(2008).

Data Protection Compliance

Chen, Hoang (2011).

Data Location Compliance

Massonet et al. (2011).

Network Monitoring

Network Monitoring

Wu, Zhao, Ye (2008), Nowak, Bagrij
(2007).

Table Appendix C Overview of identified continuous monitoring methods and corresponding sources.
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Appendix D — Interview Guidelines

Interview Leitfaden

Projekt-Hintergrund

Aktuelle Cloud-Service-Zertifizierungen suggerieren ein hohes Mal an Sicherheit, Ver-
flgbarkeit und Compliance von Cloud-Services, bei einer Gultigkeit von ein bis drei Jah-
ren. Aufgrund der inhdrenten Dynamik und der standigen (technischen) Weiterentwick-
lung von Cloud-Services, werden jedoch hohe Anforderungen an Zertifizierungen ge-
stellt. Daher ist eine langjahrige Giltigkeit im Cloud-Computing Umfeld kritisch zu be-
trachten. Die Einhaltung bestimmter Anforderungen und Kriterien kann uber diesen Zeit-
raum gefahrdet sein, bspw. durch das Auftreten von schwerwiegenden Sicherheitsvorfal-

len oder Anderungen an der Cloud-Konfiguration.

Um die Glaubwirdigkeit und das Vertrauen in ausgestellte Zertifikate zu erhéhen, und
um kontinuierlich sicherzustellen, dass Cloud-Services sicher und zuverl&ssig angeboten
werden, beschéftigt sich u. a. die Universitat zu Kéln mit der Forschung und Entwicklung
dynamischer Zertifizierungen fiir Cloud-Services, die es ermdglichen kritische Anforde-

rungen an Cloud-Services kontinuierlich und (teil-)automatisiert zu tberprufen.

Ziele der Masterarbeit

Im Rahmen der Masterarbeit wurde zundchst der aktuelle Prifkatalog zu dem Zertifikat
,Certified Cloud Service* Uberarbeitet. Zudem wurden die darin enthaltenen Controls in
Zusammenarbeit mit [i01] und [i03] hinsichtlich einer kontinuierlichen Uberprifung
klassifiziert. Dabei wurde festgestellt, dass es sinnvoll sein kdnnte, 78 Controls des Pruf-
katalogs nach dem eigentlichen Zertifizierungsprozess bspw. monatlich, quartalsweise o-
der halbjahrlich erneut zu priifen. Um diese Vielzahl von Controls kontinuierlich und
insbesondere wirtschaftlich tragbar zu tGberprifen, werden (teil-) automatisierte Verfah-
ren benotigt. Im Rahmen dieser Masterarbeit wurde eine umfangreiche Literaturanalyse
durchgefuhrt, um (teil-) automatisierte Verfahren und Konzepte zu identifizieren. Im An-
schluss werden nun Interviews durchgefiihrt, um Einblicke Gber bestehende (teil-) auto-
matisierte Konzepte in der Praxis zu erhalten sowie die in der Literatur identifizierten

Konzepte aus der praktischen Sicht zu evaluieren.
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Voraussichtlicher Interviewablauf

Nach der Erléduterung des Projekthintergrunds und den aktuellen Stand der Masterarbeit,

werden verschiedene Bereiche im Interview diskutiert. Die nachfolgenden Fragen dienen

als mogliche Beispielfragen und zur Unterstiitzung. Im Interview soll aber ganz bewusst

frei und detailliert Gber verschiedene Themen gesprochen werden, sodass einige Fragen

unbeantwortet bleiben kdnnen. Ziel ist es, durch die Praxissicht verschiedene Probleme

und Chancen zu identifizieren.

Magliche Fragestellungen

Wie sind j&hrliche Monitoringaudits gestaltet?

Werden bereits computergestiitzte Systeme zur Unterstiitzung der Auditierung
eingesetzt?

Wie werden beim Certify Penetrationstests durchgefiihrt?

Eine Vielzahl von Kriterien fordern, dass bestimmte Prozesse durchgefuhrt wer-
den. Wie wird dies aktuell Uberprift und wie konnte man dies automatisieren?
Scheint es maglich, bestimmte technische Auditierungsmodule in den Provider-
Systemen zu platzieren?

Eine Vielzahl von Kriterien erwarten das (Prozess)- Dokumentationen aufrecht
erhalten werden. Wie wird das bisher Gberpruft, Siehst du dort automatisierungs-
potential?

Ein viel versprechendes Verfahren ist der Einsatz von Digitalen Agenten zur
Sammlung von Daten und Analyse. Wie ist die Einschétzung hinsichtlich des Ein-
satzes solcher Tools?

Konnen kont. Uberpriifungen allein auf Staging-Systemen durchgefiihrt werden,
um Live- und Produktionssysteme nicht zu belasten?

Es existiert eine Vielzahl von Verfahren, die einen Auditor oder eine dritte Partei
beféhigen, die Datenintegritat von Clouddaten sicherzustellen. Wie wichtig wer-
den diese Verfahren im Vergleich zu anderen Verfahren angesehen?

Werden Entscheidungsunterstiitzungssysteme verwendet?

Werden wahrend der Auditierung konkrete Prozessmodelle oder Architekturmo-
delle (bspw. in UML) analysiert? Scheinen automatisierte Analysen von solchen
Modellen einen Anwendungsfall in der Praxis dar?
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Wie werden der Aufwand und die Mdglichkeit sich an bestehende Monitoring-
dienste eines Providers anzuschliel3en eingeschatzt, um Audit-relevante Daten zu
erhalten?

Wie kénnte man die Auditierungssysteme mit den Systemen eines Providers ver-
binden / ein Kommunikationskanal einrichten?

Wie reagiert der Certify, wenn neue kritische Schwachstellen (bspw. Heartbleed)

oder Viren bekannt werden?

Beispiel kontinuierliche Kriterien

Entwickelte Programme oder Module missen durch z. B. Reviews, automati-
sierte Tests, Vulnerability-Tests etc. gesichert sein. Hierbei sind nicht nur neu
entwickelte Module zu tberprifen, sondern auch in regelmaRigen Abstéanden be-
reits existierende Module. Ziel der regelmaRigen Reviews ist es, Sicherheits-
probleme zu erkennen, die durch gednderte Anforderungen auftreten. — Monat-
lich

Es muss ein wirksames Berechtigungskonzept existieren, dass den unberechtig-
ten Zugriff auf Informationen anderer Mandaten verhindert. — Monatlich

Vor der Integration neuer Systeme in ein produktives Netzwerksegment muss die
Sicherheit des zu integrierenden Systems Uberpruft werden.
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Appendix E — Dynamic Certification Criteria and Method Mapping

The following table presents CSC criteria that were marked as candidate for continuous
monitoring and auditing. Furthermore, for each criterion assigned checklist attributes (see
section 3.2) are listed. Finally, the table illustrates the mapping of dynamic certification
criteria and identified methods. Due to confidentiality limitations criteria descriptions are

removed, thus, only headlines for the corresponding criterion are included.

In accordance to the developed model of dynamic certification, methods that can be per-
formed by a CSP’s internal auditing and monitoring department are mapped to the crite-
ria. In addition, for each criterion potential auditing operations for external auditors were
matched. Based upon the dynamic certification model, operations were differentiated be-
tween receiving and assessing reports (‘Report’), performing interviews (‘Interview’),
penetration testing (‘Penetration Testing’), general technical analyses of cloud architec-
tures (‘Technical Analyses’), and analyzing transmitted logs from CSP’s (‘Log Anal-

yses’), and finally connecting to auditee’s system to exchange data (‘Connection’).
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This appendix was removed to preserve confidentiality.
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Appendix F — Cloud Service Certification Criteria

A list of the final set of CSC criteria is presented in original thesis. Due do confidentiality

limitations this appendix is deleted.
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